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Pemaknmua

JlaTa BbIIIyCKa

Conep:xanne n3MeHEeHHI

12

29.12.2023

Bepcusa I10 1.7.0

JloGaBJeHbl pa3aessl:

* Dynamic Arp Inspection;
¢ VLAN-translation;

* ZTP (Auto Provisioning);
* Pexum oTiaaKu.

W3MeHeHs! pa3/iessl:

* Kondurypanus Port-based VLAN;

* 3epkanupoBanue Tpapuka RSPAN;
* Dying Gasp;

» Hactpoiika switchport flood-control.

11

29.09.2023

Bepcus 110 1.6.0

JoGaBieHbI pa3/ieibL:
* BPDU-Tunnel.

W3meHeHs! pa3aesnsl:

* Kondwrypamms LLDP;

* Kondurypauus Port-based VLAN;

» Kondurypanus radmuus MAC-anpecos;

» Oo6nosnenue [10 kommyTaTopa uepe3 eNOS;

* Hacrpoiika napamerpos Ethernet unrepdeiicos.

10

31.05.2023

Bepcusa [10 1.5.0

Job6aBrieHbl pa3iebl:

* Packet-capture;

» Switchport flood-control;
* Dying Gasp.

W3meHeHs! pa3aesnsl:
* PoE.

09

31.03.2023

Bepcusa I10 1.4.0

JloGaBJeHsl pa3essl:

* MAB (MAC Authentication Bypass);
* OTJI0)KeHHas mepe3arpys3Ka;

* VmpapneHue BEHTHISTOPAMHU.

W3meHeHs! pa3aesnsl:

e Multicast VLAN;

* Hacrpoiika ACL;

* VYmpaBiieHUE CUCTEMOI, MOHUTOPUHT U OTJIaJKA.

N3menen ¢popmat umenu SVI ¢ vlan0.X Ha vlanX.
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Penakmmus

JlaTa BbIIIyCKa

Coneprkanne W3MeHeHU

08

29.12.2022

Bepcusa I10 1.3.0

JloGaBieHbl pa3aessl:
* Policy-map;

* MSTP;

* PoE.

W3MeHeHsb! pa3/iessl:

* IGMP Snooping;

* Hacrtpoiika DHCP snooping;
* Koundurypauusa LLDP;

* Kondwrypamus QoS;

* ACL.

07

28.09.2022

Bepcus 110 1.2.0

Jlo6aBieHsl pa3aessl:

* IGMP Snooping Authentication;

» Hactpoiika yBegomienuit 06 usmeHenusx B MAC-tabnuiie
(mac-notification).

W3meHeH pasjen:
* Hacrpoiika IGMP Snooping.

06

01.07.2022

Bepcusa I10 1.1.0

JloGaBiieHsl pa3aesbl:

¢ Errdisable;

* Port-security;

* 3epkanupoBanue Tpapuka RSPAN;

PPPoOE Intermediate Agent;

e AM;

¢ iPerf3 kiaueHr;

* OrpaHuyeHue noctyna K ynpasienuio o Telnet u SSH.

W3MeHeHb! pa3aessl:

* HacTtpoiika storm-control;

* Hacrpoiika untepgeiica yposHs 3;
* Kondurypanus Port-based VLAN.

05

21.03.2022

Bepcus [10 1.0.0

JloGaBieHsl pa3jessl:

* 3arpy304Hoe MEHIO;

* DHCP Relay;

* DHCP Snooping Binding;

e Multicast Destination Control;

* Qwiptpanua IGMP nakeros no tTunam query/report;
* Orpannyenue komuuectBa IGMP noanucok Ha nopre.
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Penakmmus

JlaTa BbIIIyCKa

Coneprkanne W3MeHeHU

W3meHeHsl pa3aessl:

* MOHMTOPUHT M OT/IAJKA;

* Hacrpoiika unrtepgeiicos;

* Hacrpoiika DHCP snooping;

* OOHosneHue 3arpy3unka 1 [10 kommyTtaTopa.

04

01.11.2021

JlobGagiieH pasjer:

* Orpanunuenue tpadpuka B CPU.

03

01.10.2021

Hob6aBiieHbl pa3iesbl:
e TACACS+;

» O6HosneHue 3arpy3unka u [10 kommyTtaTopa.

02

01.09.2021

JloGaByeHbl pa3essl:

* CoxpaHeHue KOH(pUTrypaluy Ha yJaJeHHbIi cepBep
10 PacCIUCaHMIO;

¢ Voice VLAN;

¢ Protocol-VLAN;

¢ Q-in-Q (Double VLAN);

* AAA;

* Kondurypanus SNTP.

N3meneH paszgen:
* Hacrpoiika SNMP.

01

01.03.2021

HauanbHas Bepcus
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1. BBegenue

1.1 HaznaveHue MporpaMmel

[IporpammMHOe obecnieyeHune NMpeJHa3HAueHO AJIS yIIPABJICHHS MTAaKETHBIM MPOIECCOPOM KOMMY-
TATOPOB cepuit S5XXX, 6XXXX Ha OCHOBAaHMM HACTPOEK MOJIb30BaTes e, COCTOSIHUI MHTepdeicoB, Moiy-

YCHHBIX IMPOTOKOJIbHBIX ITAKETOB U COCTOAHUA PETUCTPOB ITAKETHOT'O IIpOoLEccopa.

1.2 Bo03MOXHOCTH IPOTrPaMMBbI

1O obecrieunBaeT cieayonmii (PyHKITUOHA:

* [Tognepxka unTepgeiica KOMaHAHON CTPOKU [IJIs1 yIIpaB/IeHUsI KOMMYTAaTOPOM 4Yepe3 KOH-
COJIbHBIN MOPT U YIAJEHHO, C UCIIOIb30BaHUEM NpoTokoiIoB telnet, SSH u SNMP;

* [lopaepxka KOMaH/IHOM CTPOKU C BO3MOXHOCTBIO pa3rpaHUYeHusl [IPaB JOCTYIIA;

* ITopnepxka mpotokonoB STP (IEEE 802.1d, 802.1s);

* Tlognepxkka cnuckoB KoHTposist goctyna (ACL) Ha ocHOBaHuuM BXoasuiero nopta, L2 u L3
3aroJIOBKOB MaKeTa;

* [lopnepkka cTaTUYECKOi arperaliuy KaHaJIoB ¢ Kcnosib3oBaHueM rpotokosia LACP 8021.ax;

* Ilognepxkka ynpasienus POE (Power over Ethernet);

* [lopnepxka yrpapieHus KadecTBOM oOc Ty kuBaHus (QoS), ynpaBiieHue anmapaTHbIMU Ove-
peasmu, bandwidth control;

* VnpasieHue BEHTWIATOPAMU;

* VnpapneHue KoMmyTalyei naketoB ¢ Metkamu Vlan Ha ocHoBe ctanaaprta IEEE 802.1Q,
Protocol-based VLAN u Voice-VLAN;

* VmpaBiieHre HACTPONKAMU U30JISAIUH TOPTOB;

* Vnpagnenue notokom: 802.3x flow-control;

 JInarHocTrueckue (PyHKIMI - BUPTYaIbHOE TeCTUPOBaHKE KaOesisl, IUarHOCTUKA ONTHYe-
CKOr'0 TpaHCUBEPa;

* 3epkaysmpoBanue Tpaguka RSPAN;

* OrpanuueHue JocTyna K ynpasieHuwo 1o Telnet u SSH;

* Orpanunuenue Broadcast, Multicast u Unicast Tpaduka Ha Ethernet untepdeiice (storm-
control, flood-control).

* Onpegnenenue netenb (Loopback-detection);

* OTJ0XeHHas epe3arpysKa;

* [Topnepixxka AAA no nporokony Radius 1 JJOKaJbHBIX YUETHBIX TaHHBIX;

* ITopnepxka IGMP Snooping v1/v2/v3, Multicast VLAN registration (MVR);

* Tlognepxkka L3 unrepdeiicoB Ha KOMMYTaTOPE;

* L3 ¢ynkunonan: crarnuyeckas mapupyrtuszauus, DHCP-Server;

* JlmarHoctuueckue ytuauthl: Ping, Traceroute, iPerf3;
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* Access Management (AM);

e BPDU-Tunnel;

* Broadcast, multicast, unicast storm-control;
* DHCP-Snooping, DHCP Snooping Option 82;
* OAM Dying Gasp;

* Dynamic Arp Inspection;

e Errdisable;

* MAC Authentication Bypass;

* MSTP;

e NTP n SNTP knmeHT;

* Packet-capture;

* Policy-map;

* Port-security;

* PPPoE Intermediate Agent;

* Selective Q-in-Q;

» Switchport flood-control;

e VLAN-translation;

e ZTP (Auto Provisioning).

1.3 TexHnueckue XxapaKTepPUCTUKU

AnnapatHo#t m1aTdopMoii 111 paboThl IPOrpaMMBbl JOJIKHBI ObITh KOMMYTATOPbI CEpUU SSXXX,

S6xXXX, BBIINOJIHEHHbIE HA OCHOBE MakeTHOro npoueccopa cepurt RTLI3XX dpupmer Realtek.
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2. OCHOBHbIE HACTPOMKH YIIPaBJIeHHSI

2.1 Bwuapl ynpasjeHnsi KOMMYTaTOPOM

[Mocse mpruoOpeTeHnsI KOMMYTaTOpa HEOOXOAMMa ero HaCTPOKa JJist KoppeKTHO padoTsl. [Ton-

JepkuBaeTcs JBa Buaa yrpasieHus: In-band u Out-of-band.

2.1.1 Out-of-band ynpasseHue

Out-of-Band ynpapiieHre ocyIiecTBIsIETCS Yepe3 KOHCOIbHBIA MOPT KOMMYTaTOpa IJisl €ro nep-
BOHauaJIbHOW HAaCTpOiKM miu Korjaa In-band ynpasienue HeroctynHo. Hanpumep, Bbl MOKeTe Ha3HAUUTD
IP-anpec koMMyTaTOpy Uepe3 KOHCOJb ISl TOTO, YTOOBI IMETh BO3MOKHOCTD YIIPABISATH KOMMYTaTOPOM
o poTokouy Telnet. 17151 cBSI3U ¢ KOMMYTAaTOPOM 4epe3 KOHCOMNbHBIN nopT Ha [TK, HeoO6XxoarMo BHITION-
HUTD CJIeyIoIINe AeHCTBUSA:

* Coegunuth Serial-mopt 1K ¢ moprom Console kommyTaTopa KOHCOJILHBIM KaOeieM Uy-
MM B KOMILIEKTE C KOMMYTAaTOPOM.
* 3amyctuTh porpammy 3myJisauuu repmusaia (Putty, Minicom, Hyper Terminal) u npous-
BECTHU CJIEAYIOLINE HACTPONKHU:
— BriOpath cooTBeTCTBYIOIMIT Serial mopT KoMmbloTEpa;
— YcTaHOBUTH CKOPOCTD Nepenauun gaHHbix 115200;
— 3agark popMaT JaHHBIX: 8 OWUT JaHHBIX, | CTOMOBHIA OUT, 6€3 KOHTPOJIS YETHOCTH;
— OTKJIIOUUTD anmapaTHOE U MPOrpaMMHOE YIIpaBJieHHe MOTOKOM JJaHHBIX;
— BriounThs nuTaHue KOMMYyTaTopa.
[Tpu npaBUILHOM BbIITOJHEHUH BbILLIENIEPEYHUCIICHHBIX ITyHKTOB B SMYJISITOPE TEPMUHAJIA TOSIBUTCS

JIOT 3arpy3Ku KOMMYyTaTopa:

## Booting kernel from Legacy Image at 81000000 ...
Image Name: eNOS

Created: 2021-04-28 12:45:29 UTC

Image Type: MIPS Linux Kernel Image (lzma compressed)
Data Size: 15333633 Bytes = 14.6 MB

Load Address: 80000000

Entry Point: 802a64a0

Verifying Checksum ... OK

Uncompressing Kernel Image ... OK

IMocne okoHYaHWs 3arpy3Kd KOMMYyTaTropa HEOoOXOIUMO BBeCTH MMsl mosb3oBatels (login) u
napoib (password). [To ymomyanuio ucnosnb3yercsi admin/admin. Ilocsie yero oTkpwiBaeTcsi 1OCTYI K

KOH(UT'YpUPOBAHUIO KOMMYTaTOpa:

Welcome to SNR-S5210G-24TX
SNR-85210G-24TX login:
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2.1.2 In-band ynpasiaenue

In-band ympaBneHue mpeamnosnaraeT ynpapjieHUEe KOMMYTAaTOpaM KCIONb3ysl MpoTokoisl Telnet,
SSH nmu SNMP ¢ yctpoiicTB noaxk/moYeHHbsIX K komMyTaropy. Ecim In-Band ynpaBnenue He1ocTynmHO
ucnone3yite Out-of-Band ynpasnenue aJisi HACTPOIKM KOMMYTaToOpa.

Hacrpoiika kommyTaTopa npu nomomu Telnet

JList ynpaBieHuss KOMMYTaTOPOM, MCTIONb3Y sl MpoToKon Telnet HeoOXoaUMO, YTOOB HA KOMMYTa-
Tope ObuT ckoHpurypupoBas IPv4 wmm IPv6 anpec u xoct ¢ Telnet-kaueHTOM ObLT JOCTYTEH ¢ KOMMY-
TaTopa (HaXOIWJICS B OIHOW CETH C HUM WM OBUI IOCTYTEH uepe3 Mapuipytu3aTop). KommyraTop no
ymomuanuio umeet [P-anpec 192.168.1.1 B Vlan 1.

KommyTatop moxeT umeTh Heckoabko [P-anpecoB 1151 ynpaBieHusi, B TOM YKCJIE B Pa3IMYHbIX
Vlan. Bosnee nogpo6HOe onricaHre HaCTPORKY MPUBEJEHO B COOTBETCTBYIOIIEM pa3zielie JaHHOTO PyKo-
BOJICTBA.

[Tpumep noakIOUEHUsI K KOMMYTATOpPy ¢ KOH(UTypalyei Mo yMOIYaHUIO, UCTIONb3Y s POTOKON
Telnet.

B npumepe kommyTtarop umeet [P-agpec no ymomuanuio 192.168.1.1, macka 255.255.255.0. CHa-
yaJia HeoOxoaumo HacTpouTh [P-aapec Ha [1K ¢ koToporo 6yaeT ocymecTBIAThCS YIIpaBlieHHe. 3aTeM Ha-
crpoutb agpec 192.168.1.2, macky 255.255.255.0. Coenunuts I1K 1 kommyTarop naty-kopaom Ethernet.

Bemonuauts komangy: Telnet 192.168.1.1, 3atem BBecTH JIOTMH 1 Iaposib (110 yMordaHuio admin / admin).

telnet 192.168.1.1

Trying 192.168.1.1...
Connected to 192.168.1.1.
Escape character is ’~]°.
SNR-S55210G-24TX login: admin
Password: k***

SNR-55210G-24TX>

Vnpasienue kommyraropom no SNMP

s ynpasienust kKommyTtatopom o SNMP Heo6xoaumo 4ToObl Ha KOMMYyTaTope OblT CKOH(U-
rypupoBad [Pv4 num IPv6 agpec u xoct ¢ SNMP kirieHTOM ObLT JOCTYIIEH ¢ KOMMYTaTopa (HaXOIUIICS
B OZIHOM CETH C HUM WM ObIT JOCTYIEH 4yepe3 mapupyTtusarop). Kommyrarop nmo ymonuanuio umeer
IP-anpec 192.168.1.1 B VLANI.

KommyTaTop MokeT uMeTh HecKoJbKO IP-aipecoB 111 yripaBieHus, B TOM YHCJIE B Pa3IMYHBIX
VLAN.

Bosee moppobHoOe onmcaHue HaCTPOMKM MPUBEICHO B COOTBETCTBYIOIEM pasjelie JaHHOTro Py-

KOBOJCTBA.
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2.2 MHurepdeiic komananoii crpoxu (CLI)

KommyTaTtop nonnepxuBaet 2 tura uatepdeiica nis kongurypupoBanus: CLI (Command Line
Interface) u SNMP. CLI unTepeiic 3HaKOM OOJIBLIIMHCTBY TOJIb30BaTEIC M KaK yKe ONUCHIBAIOCH
Boiie Out-of-Band ynipanenue u Telnet ucnions3ytor CLI uHTepdeiic 1 HacTpOKM KOMMYTaTopa.

B ocnose CLI untepdeiica nexut 00010UKa, cocTosas u3 Habopa koman. Komanabl pazaeneHst
10 KaTeropusiM B COOTBETCTBUM CO CBOMMM (PYHKLIMSMU 10 HACTPOMKE M YNPaBJIEHUI0O KOMMYTATOPOM.
Kaxnas kareropus onpenensieTcs: pa3InyHbIMUA KOH(PUTYPALMOHHBIMU PEXUMAMH.

CLI unTepdeiic onpenensercs:

* Pexumamu KoHpUTypUpOBaHUs;

¢ CHHTaKCHUCOM KOMAaH/I;

* KopoTkuMuU coueTaHUsIMU KJIABUIIL;
* OyHKIWEN CIIPaBKY;

* [IpoBepkoii KOPPEeKTHOCTH BBOAA;

® COKpaHleHHbIM BBOAOM KOMaH/.

2.2.1 Pexxuvbl KOH(pUTYPUPOBAHUS

User pexum

¥

Admin pexum

¥

Global pexum

v

Pexumbl Pexum Pexum
KOHChUrypaLumm KOHChUrypaLumm KOHChUrypaLumm
WHTepdehcos VLAN DHCP-poal

Puc. 1: Pexxumnbl korgurypupobanus CLI

User pexum

IIpu Bxozne B CLI unrepdeiic nonp3osaress nonagaet B pexum User. B User pexxume npuriarte-
HUE BBHIISAUT Kak <hostname>. CumMBoJ > 03Ha4aeT, 4To MoJib3oBaresib HaxoauTcs B User pexume.
[Ipu BBIXOAE M3 Admin pexruMa Mosb30BaTelb Takke rnonajgaet B User pexum.

B User pe:xxumMe HEJOCTyITHA HACTPOIIKa KOMMYTAaTOpa, pa3pelieHbl TOJbKO KOMaH bl show.

Admin pe:xum

B Admin pexum momnaaaoT NoIb30BaTENH MMOCTIe BBOJA KOMaHAb "enable"u maposs, eciau 3ajaH
napoJib 171 enable. B admin pexxumve npurinamenue CLI BoiissguT kak hostname#. CumBosn "#"o3Havaer,

YTO MOJIb30BATEb HAXOAUTCA B Admin pexume.
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B Admin pexume mosb30BaTesb MOXKET 3alpallliBaTh BHIBOJ MOJHOW KOH(Urypauuu 1 craTyca
KOMMYTAaTOpa, a TakkKe MOXET MepeXOonuTh B PekuM rodaapHoro koHgurypuposanus (Global pexum)
IUIsl HACTPOWKHM JTIOOBIX MapaMeTpoB KOMMYTAaTopa. B CBsI3u ¢ 3TUM peKOMeH/yeTcsl 3a/laBaTh MapoJb
1151 miepexoja B Admin peskum, 151 IpeJOTBPAallleHUs] HECAHKIIMOHUPOBAHHOTO JOCTYIA U U3MEHEHUIA
HACTPOEK KOMMYTaTOpa.

Global pexum (Pexxum riio6aabHoi KOH(PUTYPAIN)

[Tpu BBOzIe KOMaH bl "configure terminal'v3 Admin pexuma Monb30BaTeNb MOMAJAET B PEKUM
rnobanbHO# KoHpUrypauuu. [1s Bo3epara B Global pe:xuM 13 BBIIECTOSIIMX PEKUMOB KOH(PUTYpaLuu,
Takux Kak Vlan, [lopt u.t.1. npeiHa3HaueHa KOMaH/1a exit.

B Global pexumve moctynHa KOH(pUryparus rio0aibHbIX MapaMeTpoB KOMMYTaTOpa, TAKUX Kak
tabmiia MAC-anpecos, HacTpoiika SNMP, nosb3oBareneii U.T.11., a Tak ke BO3MOXKEH MepeXxo/l B PEKUMBbI
KOoH(purypauuu uatepdericos, Vlan u.t.1m.

Pe:xum koHcpurypaiuu uarepgeicon

Jlis nepexona B pexuM KOH(UIypUpoBaHUs MUHTepgeHcoB HCHoib3yiTe KomaHly interface
<name>. [{7111 BO3BpaTa B I100aJbHbIIA peXUM KOH(UTYPAIMH HCTIONb3YHTe KOMaH/y exit.

[MopnepxuBatorcs Tpu Buna unrepgericon: Vlan, Ethernet nopt u Port-channel.

Tun
. Komanna Omucanne
uHTepgeiica
Vlan interface vlan<vlan-id> Hactpoiika L3 untepdeiicoB kommy-
uHrepdeiic ! B pescume 2n00an6H0Il KOHUYpayuy | TaTopa
interface <interface-list> Hactpoiika mapameTpoB ¢puznueckux

Ethernet nopt 5 .
! B pesxcume 2n0b6anvroii kongueypauuu | ©THTEPPENRCOB (CKOPOCTh, PEKUAM U.T.IT)

interface po <port-channel-number> Hacrpoiika napamerpos Port-Channel
Port-channel

! B pesicume 2nobanvroii kongueypayuu | uHTEpdEicoB (pexum, vlan u.T.11.)

Pe:xum koncpurypamuu VLAN
Jig nepexoja B pexxuM KoHurypauuu Vlan ucnons3yiite komanny interface vlan <vlan-id> B
pexkuMe r1o0abHOM KOH(Uryparmu. B 3ToM pexnme HacTpanBaloTcs napaMeTpsl Vlan, Takue Kak ums

Vlan, remote-span, Multicast Vlan.

2.2.2 Cuarakcuc

KommyTarop nogaepxusaeT 60Jb1I0E KOJIMYECTBO KOMaH/, TEM HE MEHee Bce OHM UMEIOT OOIIMi
cuHTakcuc: emdtxt <variable> {enuml | ... | enumN } [option] | ... | optionN].
VcnoBHBIE 0003HAYEHHUS:
* cmdtxt xupHbIM MPUPTOM 0003HAYAET HA3BAHKE KITIOYEBOE CIIOBO KOMAaH/IbI;
* <variable> o603HauaeT 00s3aTe/IbHBIN TApaMeTp;
* {enuml | ... | enumN } o603HavaeT oOsA3aTebHBIA MapaMeTp, KOTOPBI TOKEH ObITh

yKa3aH U3 psga 3HayeHui enuml~enumN;
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* kBajpaTHbie cKOOKH ([ |) B [optionl | ... | optionN] 0603Ha4aOT HeoOsI3aTeIbHBIE TTapa-

METPBL.

B CLI nogaep:xuBaioTcs pa3indyHble KomOuHanmu ‘< >, “{ }” u “[ ]” Takue, kak [<variable>],

{enuml <variable>| enum?2}, [option] [option2]], u T.n1. Huxke npuseneHsl npumepsl KOMaH B KOH(U-

I'yPalMOHHOM PEKUME:

- show version, Dta komanga He TpeOyeT MmapamMeTpoB, IPOCTO BBEIUTE KOMAaHAY M HAXMHUTE

Enter 114 €€ BHITOIHEHNA.

- vlan <vlan-id>, Tpebyercs BBecTH mapameTp - HoMep vlan [7151 BHIIIOJTHEHUS] KOMaH/IbL.

- firewall {enable | disable}, mpu BBoge KOMaHbI MOCIE KJIIOUYEBOTO cyioBa firewall HeoOxoaumo

ykazath enable wim disable. - snmp-server community {ro | rw <string>, JOIMyCTUMBbI CJIeAYIOIIVE

BapUaHTBl: SNMp-server community ro <string>.

- snmp-server community rw < string >.

2.2.3 Topsiyue KJIABUIIH

CLI nonsnepkuBaeT psiJ KOPOTKUX COUETAHMIl KJIABUII jAJisl yrpoleHus: padotsl. Ecim tepmu-

HaJIbHBI KJIMEHT He pacro3HaeT KjiaBuilv Beepx u Buus, MoxHO ucnons3oBats couetanus “Ctrl+P” u

“Ctrl+N’’ BMeCTO HUX.

Coueranne
KJIABHII Dyt
Back S VnanseT cuMBOJI Iiepe]] KypcoOpOM U CABUTaeT MO3ULMI0 Kypcopa Ha OfIMH CUMBOJI
ack Space wasaL,
B s WcTopusi BBEAEHHBIX KOMaHI. BBIBOAUT Mpedpliyllyl0 BBEACHHYI0 KOMAaHIY.
Bepx ™1 MHOrokpaTHOe HakaThe BHIBOJIUT paHee BBe/IeHHbIe KOMaH Ikl IO TIOPSIKY.
Buus “|” VcTopusi BBEAEHHBIX KOMaH 1. BHIBOAUT ClieyIollyio BBEACHHYI0 KOMaHTY.
BineBo “+—” | CaBur Kypcopa Ha OIUH CUMBOJI BJIEBO
Bripago “—” | CnuBur Kypcopa Ha OJJMH CUMBOJI BIIPABO
Ctl +P To e 4ro u kiaBuia Beepx “1”.
Ctrl + N To ke uTo u knaBuia Baus “|”.
Cul+Z BosBpat B Admin pexum u3 1060ro KOH(PUTypaImOHHOTO PeKUMA.
Cul+C OcraHoBKa 3anylIeHHOI KOMaH/1bl, HAIIPUMeEp ping.
Tob [Tpu yacTyHOM BBOJIe KOMaH[Ibl, PU HaxXaTWX KJaBuinu Tab, BeIBOOATCS Bce
: JOTTYCTUMBbIE BapUAHTHI MPOIOJIKEHUS] KOMaH/IbI.

OCHOBHBIE HACTPOWKY YIIPABJICHUA
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2.24 CopaBka

CLI nogaepxuBaeT 1Be KOMaH/bl AJisl BbI30Ba cripaBku: koMmanja “help” u “?”

Komanpga Onucanne
hel B mo6om pexrme komaHaa help BHIBOIUT KpaTKy0 MH(MOPMALIUIO 110 UCTIONb30-
=P BaHMIO (DYHKIIUM CIIPABKU
B mo6om pexume BBOA ““?” BBIBOAUT CIMCOK BCEX AOMYCTHMBIX ISl JAHHOTO
pexuma KoMaH[ ¢ onucanuem;Beoa “?” depe3 mpobet moclie KJIUeBOro cJIoBa
BBIBOIUT CIHUCOK JIOMYCTUMBIX MapamMeTpOB/KIIOYEBBIX CJIOB C KOPOTKUM OIH-
“r caHueM. BriBon “<cr>“ o3HauvaeT 4yTo KOMaHIa BBEJEHA IOJIHOCTBIO BBEIEHA U

HeoOxonuMo HakaTh Enter 17151 e€ BeimonHeHus;Beog “?”” cpa3zy nocie ctpoku. B

9TOM CJIy4a€ BbIBOAATCA BCE NOMYCTUMBIC KOMaAaH/Ibl, HAUUHAIOIIHUECA C BBECICH-

HOWM CTPOKW.

2.2.5 IIpoBepka BBOjJA

Bce BBeieHHBIE KOMaHIbI MMPOBEPATCA Ha TPABUJIBHOCTD. HpI/I HCKOPPEKTHOM BBOAC BO3Bpalllad-

eTcst uHdopmaius 06 ommoke.

HNudopmanust 06 ommoke Onucanne

KomaHnja BBe/ieHa He MOJTHOCTBIO JIMOO OTCYTCTBYET 0051-
% Incomplete command. .
3aTeJIbHBIN ITapamMeTp.

% Invalid i d d at A " HenpaBuibHelil BBOA KoMmaHibl. Mapkep ‘N’ yka3blBaeT
o Invalid 1input detected at marker.
Ha MECTO HEINPaBUJILHOTO BBOJA.

, BBeneHHas KOMaHJa UMeeT jABa U Oojee BapUaHTa UH-
% Ambiguous command.

TEpIpeTaLuu.

2.2.6 CokpaleHHbIil BBOJ KOMaH/]

CLI nogaep:xuBaeT COKpaIleHHbIH BBOJI KOMAaH]I, €CJIM BBeJIEHHAs1 CTPOKA MOXET ObITh OMHO3HAY-
HO JIOTIOJTHeHA 0 TIOTHOM KOMaH/Ibl M UHTEePIIPeTUPOBaHA.
[Tpumep:
1. Ins xkomanasl show interface gel counters gonyctum cokpaieHHbii BBoa sh int gel coun
2. Insa komanasl show running-config cokpaimennsiii BBox show r BepHeT ommoky “%
Ambiguous command:“ Tak Kak CylecTBYeT HECKOJbKO KOMaH]l HauMHalomumxcs ¢ sh r: show
radius-server, show running-config. B To e Bpems komanga show ru OyJeT BHITOJNHEHA, TaK Kak

CyIeCTBYECT € JVHCTBEHHBII BapUAHT UHTCPIIPETALIUM.

OCHOBHBIE HACTPOWKY YIIPABJICHUA 18



HATTEX PykoBoacTBO agMuHHCTpaTopa 1o padote ¢ ITO miist KoMMyTaTopoB cepuy s5xxx, soxxx  RU.13725199.01.01.00001-12 34 01

3. ba3zoBble HACTPOMKH KOMMYTaTOpa

Ba3oBble HACTPOMKM KOMMYTAaTOpa BKJIOYAIOT B ceOsi KOMaH/BI JIJIsl BXoaa/Bhixona u3 admin

pekrMa, KOH(pUTypaluy 1 IpOCMOTpa BpEMEHH, BbIBoAa 6a30B0il MH(pOpMAILIU O KOMMYTATOPE.

Komanga Onucanne

Pesxxnmel User 1 Admin

Komanpaa enable npennasznavena s nepexoaa u3 User B Admin

enable PEXKUM.

disable Komanpa disable ciyxur ais Bbixoga u3 pexuma Admin.

Admin pe:xum

. [Tepexon B pesxxum rodansHOro koHgurypuposanus (Global) u3 pe-
configure terminal .
xrma Admin.

Bce pe:xxumbl

Brixosn u3 Tekyniero pexuma KOH(pPUTypupOBaHUS B HUKECTOSIIMN

exit pexum. Hanmpumep, u3 Global pexxuma B Admin.
show privilege BeiBOA TEKyIIEro ypoBHs NPUBUJIETUI MOJIB30BATEN.
Bce pe:xxumbl 3a uckiarodenneM User 1 Admin
d Beixop u3 Teky1ero pexumMa KoH(pUrypupoBanus v Bo3ppaT B Admin
e PEXUM.
hostname 3aiath UMs XOCTa KOMMYTaToOpa

Admin pe:xum

clock set <HH:MM:SS>

YcTaHOBKA CUCTEMHOI AaThl U BpEMEHHU.
[DD] [month][year]

show version BeiBoa uH(popMaliuy 0 KOMMYTaTope.
. Coxpanenue Tekyueil KoHpurypanumu komMmyrtatopa Ha Flash mna-
write MSITb.
delete startup-config Vnanenue Tekyuieil 3arpy304Hoil KOH(UTryparyu.
reload [Tepesarpy3ka koMMyTaTopa.

BeiBog nndopmanuu o rekyiueit 3arpyske CPU u O3Y kommyTaropa,
show system resources
cBoOOIHBIX pecypcax O3Y.

BeiBog mH(poOpMaLum 0 BpeMeHHM, MPOLIEIIIEM ¢ MOMEHTA 3alycKa
show system uptime CHCTEMBI, UMCJIe TIOIKJIIOUEHHBIX [10JIb30BaTelIel U cpe/iHeil 3arpy3ke

CHUCTCMBI.
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3.1 anaBJleHne JIOKQJIbHBIMH IOJIB30BaTCJIAMHA U NIAPOJIAMHU

s goctyna Kk uHTepdeiicy ynpapiieHuss KOMMYTAaTOPOM MCIOJIb3YeTCsl aBTOPU3alIvsl 10 UMEHHU

TMOJIb30BATEJIS ¥ TApOJI0. B KOH(pUrypanuu no yModaHuio CyIecTByeT Nojib3oBaTe b 'admin'c maposem

"admin B nesisx 6€30MacHOCTH PEKOMEHAYETCs CMEHUTh MapoJib IO YMOIYAHUIO TIPH NIepBOHAYAIbHOM

HACTpOKEe KOMMYTATOpA.

[MonnepxuBaeTcs 3 TUMA MPUBWIETHIA MOJIb30BaTENEH:

network-user - noctynHsl TosbkO KomaHabl "show". Ilepexon B KOH(UIypallMOHHBIA peXUM

3aIllpelICH.

network-operator - 1ocTynHbl Bce KOMaHAbl KpOMe KOMaH/bl "write".

network-admin - 1ocTynHbI Bce KOMaH/AbI.

1. Hacrtpoiika nonb3oBaTesei:

Komannga

Onucanune

username <user-name>
[role {network-admin | network-operator |
network-user }] [password { <password>|

encrypted <encrypted>}]

no username <username>

! B pesicume 2n06anvHoti KoHDUzypauuu

HaCTpOI/ITb KM ITIOJIb30BATCJIA U ITAPOJIb OJIA JOCTYIIA Ha

KOMMYTaTOp.

<user-name> - UMs [10JIb30BaTEIS;

role - ykazarp ypoBeHb PUBUIIETUH (110 YMOIYAHUIO
network-user);

password - 3agaTh aposip: <password> - mapoJb B
OTKPBITOM BHJIE WM <encrypted> B 3a1MppOBaHHOM

BUJIE.

Vnanuth mojab30BaTesl.

enable password {<password>|

encrypted <encrypted>}

no enable password

! B pesicume 2n06anvH0ll KOHDUzYypauuu

3anath naposb i nepexoja B Admin pexum.

VYnanute naposb 1715 nepexona B Admin pexxum

(Oymet ycTaHOBJIEH MyCTOM MapOJIb).

3.2 Telnet

Telnet - 5T0 NpoCTO NPOTOKOJ 151 AOCTYIA K yaajdeHHoMY TepMuHaity. Mcnonb3ys Telnet mosb-

30BaTeJib MOXKET YAAJICHHO 3aiTH Ha 060py,HOBaHI/IC 3Had €ro IP—aapec NN JOMCHHOEC NMA. Telnet MoxeT

Ba3oBble HaCTpOKKM KOMMYyTaTOpa
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OTIPABJIATL BBEACHHYIO MMOJIL30BATCIIEM HH(bOpMaHHIO Ha YIIaJIeHHbeI XOCT U BBIBOAUTH OTBETHI XOCTA Ha
TEPMHUHAJ M0JTb30BaTeJIsI aHAJIOTUIHO TOMY UYTO TIOJIb30BATE b TIOJIKJIIOYEH HAMIPAMYIO K 000pPYJOBaHHMIO.
Telnet pabortaet Knuent-CepBepHoii TeXHOIOTUH, Ha JIOKaIbHOU cucteme padbortaeT Telnet kiu-
eHT, a Ha ynajeHHoM xocTte Telnet server. KommyTtaTop MoxeT paboTath kak B posu Telnet cepBepa, Tak 1
B poiu Telnet kimenra. [Tpu pabote kommyTaTopa B poiu Telnet cepBepa, MoJIb30BaTEM MOTYT YIaJIeHHO
3aXO/IUTh Ha HETo ucronb3ys Telnet KiMeHT, Kak ObLIO ONKMCaHO paHee B pasjede In-band ynpasnenwus.
Hcnonb3ys kommyTatop B KauecTse Telnet kinMeHTa mojb30BaTesib MOKET YIaJeHHO 3aXOIUTh Ha

Jpyrue XOCTHI.

3.2.1 Hcnoan3oBanue Telnet-kianenta

1. Hactpoiika Telnet-cepepa Ha KOMMYyTaTOpe

Komannaa Onucanne
feature telnet BxmounTs telnet cepBep Ha KOMMyTaTOpe.
no feature telnet OrtkmounTs telnet cepBep Ha KOMMYTaTOpeE.
! B pesicume 2n06anvHoti Konguzypauuu

2. Ucnonb3oBanue Telnet-kimeHTa Ha KOMMYTaTOpe

Komannga Onucanne

telnet {<ip-addr> | host <hostname>} [TopkmoyeHue K yAaJIeHHOMY TEPMHUHAITY 110 MPOTOKOITY
[<port>] Telnet.

<ip-addr> - ipv4 anpec ynajeHHOro TepMUHAIA;
<hostname> - JoMeHHOE UM yaJI€HHOTO TEPMUHAJIA;

<port> - TCP nopt 111 noaxmoueHus (1Mo yMOTYaHUIO
23).

! B Admin pesicume

3.3 SSH

SSH — ceTeBoii NpOTOKOJI IPUKJIAJHOTO YPOBHS, HO3BOJIAIOLIMIA TPOU3BOAUTD yAAJIEHHOE YIIpaB-
JIEHUE OIepallMOHHOMN cucteMoii u TyHHearposaHue TCP-coenunenmii. Cxox 1o (pyHKIMOHAJIBHOCTHU €
npotokosiamu Telnet u rlogin, HO, B OTJIMUME OT HUX, IKMGPYET Bech TpauK, BKJIIOYAS U IIepe/laBacMble
napoiau. SSH foryckaeTt BeIOOp pa3anyHbIX anroputMoB mmdgpoanus. SSH-kmmenTsl u SSH-cepBephl
JOCTYTIHBI 111 OOJILIIMHCTBA CETEBBIX ONMEPAIMOHHBIX cucTeM. SSH mo3BosisieT 6e30nmacHo rnepeiaBath B

HE3alUIIEHHON cpejie TPaKTUIECKH 000! JIPyroil ceTeBOi MPOTOKOJL.
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3.3.1 Hacrpoiika SSH cepBepa Ha kKoOMMyTaTOope

Komannga

Onucanmne

feature ssh

no feature ssh

! B pesicume 2n06anvHoti KoHDUuzypauuu

Bxkmouenne SSH cepBepa Ha kommyTaTope
(pu IEpBOM BKJIIOUEHUH Ssh cepBepa MpOU3BOAUTCS

reHepanusd KJio4da, 4YTO MOXKET 3aHATb HECKOJIBKO MI/IHyT).

Ortxinouenne SSH cepBepa Ha koMMyTaTOpe.

ssh server port <1024-65535>

no ssh server port

! B pesicume 2n06anvHoti Konguzypauuu

Hacrpoiika nopra, nucnonbzyemoro SSH-cepepom.

Hcnonp3oBath NOpT M0 yMOTYaHUIO (TIOPT 22).

ssh login-attempts

<authentication-retires>

no ssh login-attempts

! B pesicume 2n06an1vH01l KOHDUYypauuu

HacTtpoiika orpaHnyeHns KOJM4YeCTBa MOMBITOK

ayTeHTU(UKALMK ITPU NMoAKI0YeHn: K SSH.

COpoc orpaHryeHUst KOJIMYECTBA MOMBITOK
ayTeHTU(UKALIMY K 3HAYEHUIO 110 YMOJT4aHuio (3

TIOTIBITKH).

ssh key rsa [lenght <768-2048>] [force]

! B pesicume 2206a1bH0T KOHDUYpayuu

CrepenupoBath K104 RSA

ssh key dsa [force]

! B pesicume 2n06anvHOt KOHDUYpauuu

CrepenupoBats kinod DSA

3.4 Hacrpoiika IP-agpeca kommyTaTopa

1. Cozpanne VLAN untepgeiica Ha KoMMyTaTope.

Komanna

Onucanne

interface vlan<vlan-id>

no interface vlan<vlan-id>

! B pesicume 2n06anvHOt KOHDUYypauuu

Cozpnanue L3 unrepdeiica B Vlan <vlan-id>.

Vnanenue L3 unrepdeiica B Vlan <vlan-id>.

Ba3oBble HaCTpOKKM KOMMYyTaTOpa
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2. Cratnueckas HacTpoiika IP-agpeca Ha Vlan unrepdeiice.

Komanga Onucanue
ip address [<ip_address> <mask> | <ip_address> - cratuyeckuii agpec popmata [Pv4;
<ip_address>/<mask>] [secondary] <mask> - macka cetn;

[secondary] - ip-agpec OyneT nobaBiieH Ha UHTEpQENC

Kak JTOMIOJIHUTEIbHBINA.

no ip address [<ip_address> <mask>| Vnanenue craTudeckoro ip-ajapeca ¢ uHrepdeiica.

<ip_address>/<mask>] [secondary]

! B pexcume kongpueypauuu Interface VLAN

3.5 SNMP

SNMP (Simple Network Management Protocol) — cranaapTHblii IpOTOKOJI, KOTOPBIiA IIUPOKO
UCTIONB3YETCS IS YIIPaBJIeHUsI ceTeBbIMH ycTpoiicTBamu. SNMP mpoTokon paboTaeT 1Mo TeXHOJIOTUN
KJIMeHT-cepBep. B pomu cepBepa BoicTynmaetr SNMP AreHT, KOTOpBIil paboTaeT Ha YIpaBJIsieMbIX YCTPOii-
CTBax, HanpuMmep KoMMmyTaTtopax. B pomu kimmenta NMS (Network Management Station) — cTaHuus
ynpasieHus cetsio. Ha kommyTtaTtopax SNR nonaepxuaercs Toibko pyHkiuun SNMP-arenra.

Oo6men nHpopmarmeii Mexgy NMS u SNMP-arentom ocyriecTBisieTcs yTeM OTIPaBKU CTaH-
JapTU3MPOBaHHBIX cooOmenuit. B SNMP onpezeieHbl 7 TUITOB COOOIIEHUIA:

* Get-Request

* Get-Response

* Get-Next-Request

* Get-Bulk-Request

» Set-Request

* Trap

* Inform-Request
NMS moxeT nochlIathk cieayomue coodmenns Arenry: Get-Request, Get-Next-Request, Get-Bulk-
Request u Set-Request. Arent otBevaet coodueHnem Get-Response. Takxe AreHT MOXET OTChUIATh
Trap coodmenust Ha NMS 115 ungopmupoBanus o coObitusx, Harpumep UP/DOWN nopra u.T.IL

Coobmenue Inform-Request nucrnonb3yercs ans ooOmena napopmarmeit mexty NMS.

3.5.1 Onucanne MIB

dopmar coobiiernii KoropbiMu oOMeHuBaoTcss NMS u SNMP-arent ormmcan B Management
Information Base (MIB). Uudopmanusa B MIB opranuzoBaHa B BUIE HMEpPAPXUUECKON JPEBOBUAHOM

crpykTypsl. Kaxxgas 3ammck comepxur OID (Object IDentifier) u kopotkoe omucanue. OID cocrout
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13 Habopa umcesl pa3feieHHbIX Toukamu. OH orpeienisieT 0ObeKT U ero mnoyioxkeHue B nepese MIB kak
MOKa3aHO Ha PUCYHKeE 2.

Kak mokasano Ha pucynke, OID oobekta A - 1.2.1.1. NMS 3Has stor OID MoXeT noiyuunTth
3Ha4YeHMs JaHHOro oObekTa. Takum oOpaszom B MIB ompenensiercs HaOOp CTaHAAPTHBIX OOBEKTOB [
yIpaBJisieMbIX YCTpOUCTB. [ mpocmoTpa 6a3el MIB MoxHO HMcmob30BaTh crienuannsupoBanHoe [10
HasbiBaecMoe MIB Browser.

MIB paznensiorcs Ha myoauunble (public) v yacThbie (private). Public MIB omnpenensiiorcst RFC u
SIBJISIIOTC ST OOIIMMM /151 BCeX MOAIEPKUBAIOIINX UX AreHTOB, HanpuMep MIB niis1 ynipaBnenust uHtepgeii-
camu - [F-MIB onpenenennsiit B RFC 2863. Private MIB co3paiotcst mpou3BoguTessiMiu 000py10BaHusI

N COOTBETCTBCHHO MOAACPKHNBAIOTCA TOJIBLKO HAa O6OPY)10BaHI/H/I AAaHHOTI'O IMPOU3BOAUTEIA.

Eaoot

NDdE (1] NDdE (2)

MNode (1) Node (2]

Chject (1) Node (1) Object (2]

Objecth1])

Puc. 2: JIpeBoBuaHas ctpykTypa MIB

SNMP-arent Ha kommyTatopax SNR mommepxkuBaer ocHOBHBIE myOauunsie MIB Takue, kak
MIB-II, IF-MIB, BRIDGE-MIB u ap., a Takxke Private SNR MIB.

3.5.2 Hacrpoiika SNMP

1. Bximouenue/otkmouenue SNMP-arenra

Komannga Onncanne
snmp-server enable snmp Brximouenne SNMP-arenra Ha KoMMyTaTope.
no snmp-server enable snmp Orkmouyenne SNMP-arenra Ha KOMMyTaTOpE.

! B pedicume 2n06anvHoli KoHpuzypayuu
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SNMP-areHT - nporpaMmMHoe o0ecrieyeHre, 3aryckaeMoe Ha yrpaBJisieMOM YCTPORCTBE, KOTOpoe

cobupaet AaHHbIe U TiepenaeT ux Ha SNMP manager.

2. Hacrpoiika SNMP community

SNMP community - kiroueBoe cI0BO (MMs COOOIIECTBa) ISl B3aUMOACUCTBHUS MO MPOTOKOTY

SNMP 1 nm 2 Bepcru. CooO1IeCTBO COCTOUT U3 OJHOTO WJIM HECKOJIBKUX areHTOB M MeHeIkepoB. OnuH

XOCT C YCTAHOBJICHHBIM Ha HEM ar€HTOM MOXKET OJHOBPEMCHHO IMPUHALJICKATh K HCCKOJIbBKUM COO6H_IC—

CTBaM, IIpAU 9TOM areHT 6y,lICT MPUHUMATD 3aITPOCHI TOJIBKO OT YCTpOﬁCTB yhupaBJICHU A, [IpUHAJICKAIUX

K 9TUM TI'pyIIiaMm. BeszomacHocTh 0OMEHA COO6H_ICHI/IHMI/I MCKAY aréHTaM1 U MCHEIKEPOM B 9TOM CJIy4dac

o0OecrieunBaeTCs I[pu MOMOIIU MNepeaadyun B TeJiC COO6III€HI/IH B OTKPBITOM BHJI€ UMCHU COO6HI€CTB3 N

community-string.

Komannga

Onucanne

snmp-server community <string> {ro |
rw} [group {<group-name>}] [view

<view-name>|

Nno snmp-server community <string>

! B pesicume 2no06anvHoti konguzypauuu

Hacrpoiika SNMP community:
IO - TOJIbKO YTEHHUE;

I'W - YTEHUE U 3aI1Ch;
<string> - SNMP community;
<group-name> - UMs;

<view-name> - uMs1 SNMP View.

Vnanenne SNMP community.

3. Hacrpoiika sysContact u location

SysContact vcnionb3yeTcsl B KauyecTBe 3HAUEHHs1 HACTOSILEro MMEHU OTBETCTBEHHOTO 32 yCTpa-

HCHUC HCIIOJIAJOK Ha KOMMYTATOPE. Location HCIIOJIb3YETCA B KAYCCTBC 3HAYCHUA Cl)I/ISI/IquKOFO MECTO-

MOJIOKEHUA KOMMYTATOpPA.

Komanna

Onucanune

snmp-server contact

<syscontact-string>

no snmp-server contact

! B pesicume 2n06anvholl KoHDuzypauuu

Hacrpoiika SysContact SNMP-cepsepa.

Boccranosuts SysContact o yMOI4aHUIO.

snmp-server location <location-string>

no snmp-server location

! B pesicume 2n06anvHoll KoHDUzypayuu

Hacrpoiika Location SNMP-cepgepa.

BoccranoButs Location o yMo4aHuUIo.
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4. Co3panue nons3osareass SNMP v3

Komannga Onncanne
snmp-server user <user-string> <user-string> - UMs MOIb30BATEIIS;
[[network-operator | network-admin] | priv - ucnosb3oBaTh MKM(PPOBAHUE TaHHBIX aes | des;
[auth {md5 | sha } <pass>] auth {md5 | sha} - ucnonp3oBath ayTeHTHU(pUKAIIIIO
[priv {des | aes} <pass>] md5 wm sha;

<pass> - apoJib.

no snmp-server user <user-string> Vnanenne SNMP nosnb3oBaress.

! B pedscume 2106a1vHoli KOHPuUzypayuu

5. Hactpoiika SNMP View
HacTpoiika npeacrasnenuit (SNMP View) coznaBaemsble 17151 orpaHUueHUsI JOCTYIa K 00bEKTaM
nepesa MIB. [I7151 co3aHusi 1 HACTPOMKY MPECTABIICHUS HCIIOIb3YeTCs] KOMaHJa KOH(UTYpAIIMOHHOTO

pPEXKHUMa Snmp-server view.

Komanna Onucanne
snmp-server view <view-string> Hactpoiika SNMP View.
<oid-string> {include | exclude} <view-string> - nmsa SNMP View;

<oid-string> - OID;
include - no6asurs OID B View;

exclude - ucxkimouuts OID u3 View.

no snmp-server view <view-string> Vnanenne SNMP View <view-string> 60 oTMeHa

[<oid-string>] HacTpoiiku <oid-string> myig gaHHoro SNMP View.

! B pesicume 2n06anvHotl KOHDUYypayuu

6. Hactpoiika SNMP TRAP
SNMP TRAP - oco0blit CUTHAIT OTTIPABJISAEMBIil YCTPOMCTBOM IS OTIOBEIIEHU ST a IMUHACTPATOPA

CETU O HACTYIIJICHUU KPUTHUYCCKOI'O COOBITHS.

Komannga Onucanme
snmp-server enable traps I'mo6anbHoe Bkmouenne SNMP Trap.
no snmp-server enable traps Otkmovyernne SNMP Trap.

! B pesicume 2n06anvH0Il KOHDUzypauuu
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Komannaa

Onucanue

snmp-server host
{<host-ipv4-address>} [traps version |
informs version | version] {112c |3

{auth | noauth | priv}} <string>

no snmp-server host
<host-ipv4-address>

! B pesicume 2n06anvHoti KoHDUzypauuu

<host-ipv4-address> - IPv4 anpec Ha KOTOpBI OyIyT
otcbunaThes Trap/inform cooOrenust.

112¢ 13- Bepcus SNMP Trap;

noauthnopriv | authnopriv | authpriv - HacTpoiiku
mmdpoBanus (Tosbko 111 SNMPv3);

<string> - community (a1 SNMPv1/v2c) um ums

nonw3oBareasa g SNMPv3.

Vnanenue ipv4 anpeca 1iist otipaBku Trap coobienus ¢

community <string>.

snmp trap link-status

no snmp trap link-status

! B pexcume koHguzypauyuu nopma

BxoueHne OTCHUIKT TparoB IIpU U3MCHECHUH CTAaTyCa

nopta UP/Down. [1o yMOM4aHuIO BKITIOYEHO.

OTKJII0YEHHNE OTCHIJIKH TparioB IIpU U3BMCHCHUU CTATyCa

nopta UP/Down.

7. Hactpoiika orpannuenus goctyna k SNMP.

dynkuusa snmp-server securityip paspemaer goctyn k SNMP-arenty tosnbko ¢ ykasanHeix [P-

APECOB U 3allp€IIacT CO BCEX OCTAJIbHbIX.

Komannga

Onucanmne

snmp-server securityip enable

no snmp-server securityip enable

! B pesicume 2n06anvHoli KoHguzypauuu

Bxutouenue (pyHKLMM OrpaHUYEHHS 1OCTYyIA.

[To yMOMYaHUIO OTKJIIOUEHO.

OtkimovyeHne pyHKIUM.

snmp-server securityip { X.X.X.X |
XXXX/Y}

no snmp-server securityip { X.X.X.X |
XX XX/Y}

! B pedcume 2n06anvHoli KoHpuzypayuu

Ho6asnenue [P-agpeca mim ceT B CIIMCOK pa3peleH-
HBbIX. HOHyCKaIOTCH MHOXECTBEHHbBIC KOMaH/bI, IJI1

IMPOIMUCbIBAHU A HECKOJIBKUX aAPECOB UIN ceTen.

Vnanenue azapeca Uik CETU U3 CIIMCKa pa3pCHICHHBIX.
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3.5.3 IIpumepsi HacTpoiiku SNMP

Bo Bcex npumepax IP-agpec NMS - 1.1.1.5, ip-agpec SNMP-arenra - 1.1.1.9.

Cuenapuii 1: NMS ucnionbs3yercs s oiny4deHus JaHHbeix yepe3 SNMP ¢ kommyTtaTtopa.

Switch(config)#snmp-server enable snmp
Switch(config)#snmp-server community private rw

Switch(config)#snmp-server community public ro

NMS wucnonszyer SNMP community public ¢ nmpaBamMu TOJBKO Ha YTEHUE, community private
MMeeT IpaBa Ha YTEHUE U 3aIUCh.
Cuenapmii 2: NMS wucnons3yercs s nomydenuss SNMP Trap ¢ kommyTaTtopa ¢ community

usertrap.

Switch(config)#snmp-server enable snmp

Switch(config)#snmp-server host 1.1.1.5 traps version 1 usertrap

Switch(config)#snmp-server enable traps

3.5.4 SNMP Troubleshooting

[1py BOBHMKHOBEHUH TIPOOJIEM C MOTy4YeHHEM WK OTIIpaBKoil nanHbix ¢ SNMP cepBepa Ha KoM-
MyTaTOp MPOBEPHTE CJIEAYIOIINE ITyHKTHI:
* Coenunenue mexay SNMP cepBepoM u KOMMYTaTOpoM yTHIMTOM ping;
e SNMP Community gyist SNMPv1/v2 wnm ayrentudukanus aiasg SNMPv3 npaBuiibHO CKOH-
¢urypupoBana u coBnagaetr ¢ koHurypauueit Ha NMS;

* Hcnonb3ys koMaHay sh snmp MpoBepbTe UTO KOMMYTATOP MOTYYaeT U OTIPABJISIET AKETHI.

3.6 Tao6aunma MAC-aapecoB

Taémuma MAC - s3to Tabmmia cootBeTcTBUil Mexay MAC-anpecamu yCTpONCTB Ha3HAYEHUS U
noptamu kommyTtatopa.MAC-apeca MOryT ObITh cTaTdeckue U nuHamudeckue. Crarndeckue MAC-
ajipeca HaCTPaUBAIOTC MOJIb30BATEIEM BPYyUHYIO, UMEIOT HAMBBICIIUI PUOPUTET, XPAHSATCS TOCTOSIHHO
¥ He MOTYT OBbITh Niepe3anucanbl fuHamudeckumu MAC-anpecamu.

MAC-agpeca - 3TO 3amucy, MoJly4eHHble KOMMYTAaTOPOM B MEPECHUIKE KaJpOB AaHHBIX, U Xpa-
HATCS B TE€UEHHE OrpaHMUYEHHOro mnepuoaa BpeMeHH. Korga KoMMyTaTtop mojiyyaeT Kajap JaHHbIX AJIs
JanpHeieil nepeaauu, o coxpanser MAC-aapec Kajpa JaHHBIX BMECTE C COOTBETCTBYIOLIUM €MY
noptom Ha3HaueHus. Korna MAC-tabnuiia onpammBaetcs 171 noucka MAC-aapeca Ha3HAYeHUs], TIPU
HaXOXAEHUU HYKHOT'O aJpeca KaJp JaHHbIX OTIPABJISETCS HA COOTBETCTBYIOLIUIA MOPT, MHAYe KOMMYTa-
TOP OTHPABJIAET KAJIp HA IIMPOKOBELIATENbHBIA JoMeH. Ecim quaamuuecknit MAC-anpec He BcTpevaeTcs
B MPUHATHIX KaJpax JAHHBIX JJIMTEbHOE BpeMsl, 3auch 0 HeM Oyaet ynajieHa u3 MAC-1abnuisl KOM-
MyTaTopa.

KommyTaropom mMoryT nepecsuiaTbes 3 TUIA KaJpoOB:
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1. IIIupokoBemarejbHble. KoMMyTaTop MOXeT OnpeaesisaTh KOJUIU3UMU B JOMEHE, HO He B
mmpokosearesbHoM. Ecim VLAN He onpenenena, Bce yCTpoicTBa, NOJKJIIOYEHHBIE K KOMMYTa-
TOpY, HAXOAATCS B OIHOM IIMPOKOBEIIATEIbHOM JloMeHe. Korga koMMyTaTop nojiydaer IupoKo-
BelaTe IbHBINA KaJp, OH NepeaaeT Kaap Bo Bce nopthl. Eciin Ha komMyTaTope HacTpoeHbsl VLAN,
tabsmia MAC-aipecoB COOTBETCTBYIOIUM 00pa3oM aJalTUpOBaHa Jis J1IoOaBiaeHus uHdopma-
i 0 VLAN 1 mmpokoBenatesbHble Kaapbl OyIyT MepechliaThCs TOJIBKO B T€ TIOPTHI, B KOTOPBIX
HacTpoeHa naHHass VLAN.

2. MHuoroaapecHbie. Ecii MHOroaJpecHblii JOMEH HEU3BECTEH, KOMMYTATOpP IMEpeChlIaeT
MHOTOaAPECHBI KaJIp Kak mupokoBelaTeibHbli. Eciin Ha kommyTaTope BkioueH IGMP-snooping
¥ CKOH(UTYpUpPOBaHA MHOTOAJPECHAs TPyIIa, KOMMYTaTOp OyIeT MepechuiaTh MHOTOAIPECHBII
KaJp TOJBKO MOPTaM 3TOM T'PyIIIIHL.

3. OpnoaapecHble. Eciiu Ha kommyTaTope He HacTpoeHa VLAN, kommyTatop et MAC-
azipec HazHaueHus B Tabimune MAC-anpecoB U OTHpaBiiseT KaJp HAa COOTBETCTBYIOIIMI MOPT.
Ecmu coorBercTBe MAC-aapeca u nopTta He HaiigeHo B Tabymiie MAC-aapecoB, KOMMYTaToOp
MepechUIaeT OJHOAJAPECHBI Kalp Kak HMIMPOKOBEIATebHBIA. Eciii Ha KOMMYyTaTtope HacTpoeH
VLAN, komMyTatop mnepechbliaer kaap Toabko B 3toM VLAN. Eciu B Tabimmue MAC-agpecos
HaitieHo cooTBeTcTBUE 111 VLAN, OTJIIMYHOTO OT TOTO B KOTOPOM OBUT MIPUHST Kap, KOMMYTATOP

niepechuIaeT Kaap MupoKosemarenbHo B ToM VLAN, B KOTOpOM Kajip ObUT IPHHSIT.

3.6.1 ®dopmupoBanue Tadaunbl MAC-aapecoB

Ta6smma MAC-agpecoB MOXeT ObITh CO3IaHA MHAMUYECKH WM cTaTudeckn. CtaTudeckast KOH-
urypanus 3akimoyaeTcsi B py4HOil HacTpoiike cooTBeTcTBUs Mexkay MAC-anpecamu u noptamu. u-
HaMHUUYECKOoe OO0y4YeHUe - TO MPOIecC, B KOTOPOM KOMMYTATOP M3ydaeT COOTBeTCTBHE Mexay MAC-

ajJipecam¥l ¥ IOPTaMU U pery/sipHo oOHOBIsAeT Tadmiy MAC.

3.6.2 Kondurypamusa tadéaunsl MAC-aapecoB

1. Ynpasnenue oOydennem Tadmipsr MAC-aapecos:

Komanga Onucanne
mac-address-table learning interface BxmounTs 00yuenune tabsmisl MAC-agpecoB Ha
<if-name> uHTepdeiice <if-name> (10 yMOITYAHUIO).
no mac-address-table learning BrikmounTs 00yuenue Tabmisl MAC-agpecoB Ha
interface <if-name> unTepdetice <if-name>.

! B pedcume 2106a1vHoli KOHPuUuzypayuu
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Komannaa

Onucanue

mac-address-table aging-time
<0-1000000>

no mac-address-table aging-time

! B pedcume 2106a1vHoli KOHPuUzypayuu

3anath BpeMs (B CEKyH/IaX) KU3HU [J1s1 TMHAMUYECKUX

MAC-anpecos.

BepHyTb 3HaueHue no ymomdanuio - 300 cexyHa.

mac-address-table limit maximum
<1-32768>

no mac-address-table limit maximum

! B pesicume xongbueypayuu nopma

3anarb MmakcuMaiibHoe yncsio MAC-agpecos <1-32768>

KOTOpOE MOXET OBbITh M3yUeHO Ha UHTepeiice.

Briksiounth uMuT Ta0 e MAC-aapecoB 1uist

uHTepdeiica. Mcnonp3yercs o yMoaI4aHHIo.

2. HacTtpolika cTaTU4eCKON NEPEChUIKU U (PUIbTpALIUU:

Komannga

Onucanne

mac-address-table static
<MAC-address> {forward | discard }
<ifname> vlan <1-4094>

no mac-address-table static
<MAC-address> {forward | discard }

<ifname> vlan <1-4094>

! B pedscume 2n06anvHoli KoHpuzypayuu

SaHaTb CTAaTUYCCKYIO 3allUCh.

Vnanuth CTAaTUYCCKYIO 3allUCh.

3. ITpocmoTp uHpopMarmu o coctostaur Tabamiel MAC-aapecos:

Komannga

Onucanmne

show mac address-table [count]
[dynamic | multicast | static] [address
<MAC-address>] [interface <ifname>]
[vlan <1-4094> ]

! B Admin pesicume

ITpocmotp nnpopmanuu o 3anucsx B Tadauie MAC.

show mac-address-table {learning |

limit}

! B Admin pesicume

[TpocmoTp nHpOpMaIKM 0 HACTPOEHHBIX JTUMUTAX U

coctostHun 00y4enust Tadmipr MAC.
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Komannaa

Onucanue

show mac-address-table aging-time

! B Admin pesicume

BbiBecTH ycTaHOBJIEHHOE 3HaueHUe aging-time.

4. Ounctka TaOIUIBl MAC-aAPECOB:

Komannga

Onucanmne

clear mac address-table {dynamic |
static} [address <MAC-address>] [vlan
<1-4094>] [interface <ifname>]

! B Admin pesicume

Ounctka Tabmuipl MAC aapecos.

3.6.3 Hacrpoiika yBegomieHni 00 n3aMmeHeHusix B MAC-taoJmie

(MAC-notification)

MAC-notification - pyHk1Ms ucnonb3yemas a8 MOHUTOpUHra MAC-aipecoB, U3y4aeMbIX KOM-

MyTtaTopoM. OHa MO3BOJISIET YBEIOMJIATH aIMHHUCTpATOpa 00 n3MeHeHusx B Tadmmie MAC-aapecos ¢

nomoInpio SNMP trap. YBenomiieHus: OTIPABISIOTCS TOMBKO MpU AoOaBieHnu w/wmm yaanenun MAC-

a/IpecoB Ha TeX NMOpTax KOMMYTaTopa, Ha KOTOPbIX HacTpoeHa (pyHKIMs mac-notification.

1. BxJiiounTthb yBejomiIeHus1 00 n3MeHeHusX B MAC-tadiuiie rio0aibHO:

Komannga

Onucanne

mac-address-table notification

no mac-address-table notification

! B pedscume 2106a1vHoli KOHPuUypayuu

BKJTIOUMTH T71067IbHO OTHPABKY YBEJIOMIICHUI 00

N3MCHCHHUU B Ta6m/1ue mac-aapecoB.

BoIKJIIOUUTH T7100QJIBHO OTIIPABKY YBEAOMJICHUH 00

W3MeHeHNH B TabJIvIle mac-aJapecoB.

2. Hacrpoiika uHTEepBasia OTIPABKU yBeJAOMIIeHHI 00 n3MeHeHusix B MAC-Tabmurie:

Komanna

Onucanne

mac-address-table notification interval
<1-30>

no mac-address-table notification

interval

! B pedcume 2n06anvHoli KoHpuzypayuu

Ycranosuts unTepBai ornpask SNMP trap ot 1 no 30

CEKYH]I.

BepHyTb 3HaU€HME 110 YMOTUAHMIO - 5 CEKYH/.
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3. Hactpoiika pa3mepa UCTOpUN TaOJIHIIBL:

Komannga Onucanne
mac-address-table notification YcTaHOBUTH MAaKCUMAJIbHOE KOJIMYECTBO Mac-agpecoB
history-size <1-100> oTnpasisieMbix B oqHoM SNMP trap.
no mac-address-table notification BepnyTh 3HaueHue 1o ymoruanuio - 10 3anuceii.

history-size

! B pesicume 2n06anvHoti KoHdbuzypauuu

4. Hactpotiika tuna coOwitus ajist ornpaBku SNMP-trap:

Komanna Onucanme
mac-notification {added | both | VYcTaHOBUTDH HAa IOPTE COOBITHE 110 KOTOpPOMY OyzaeT
removed } otnpasiATbest SNMP trap:

added - u3yueH HOBBII mac-aJapec;
removed - mac-ajpec ygajieH u3 TabJuIs;

both - u3ydeH nim ynaiseH mac-aapec U3 TaOJIHIIbL.

no mac-notification Beixymounts codbiTie 17151 otripaBku SNMP trap.

! B pexcume xonguzypavuu nopma

3.6.4 Ilpumep HACTPOMKH yBeaoMJeHHI 00 n3MeHeHHAX B MAC-Tadmie

Cuenapwii:
Heo0xoarumo nosyyaTh yBeIOMJICHHUS IPY M3YYEHUH HOBBIX Mac-aJpecoB Ha nopte gel.

Kondurypanus 6yaeT BHIIAAETh CIeIY0IUM 00pa3oM:

Switch#configure terminal

Switch(config)#snmp-server community private group network-operator
Switch(config)#snmp-server host 10.10.10.10 traps version 2c private udp-port 162
Switch(config)#snmp-server enable snmp

Switch(config)#snmp-server enable traps snmp authentication
Switch(config)#mac-address-table notification

Switch(config)#interface gel

Switch(config-if)#mac-notification added
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4. 3arpy304Hoe MeHIO

3arpy3uuK - 310 cienuasnbHoe I10 xpansmeecs B orgensHoM paszele flash-namsaru, npenxasHa-
YyeHHoe 14 3arycka ocHoBHoro I1O kommyTaTopa (eNOS).

C noMolipio 3arpy304HOro MeHI0 MOXHO BoccTaHoBUTh [10 koMmyTaTopa, BeiOpath 00pas [1O s
3arpy3KH, OUYMCTUTh KOH(UTYpallMOHHBIN (haiin nepes 3arpy3koit 10, orpopmarrpoBath Mojb30BaTe b
ckwmii pasnen flash-namsaru. 115 BXoaa B 3arpy304Hoe MeHI0 HE0OX0auMO Haxath KiaBuiny "Esc'cpa3y
T10CJIE BKIIOYEHUS [TUTAHUS.

3arpy304Hoe MEHIO NMeeT CJIEIYIONYI0 CTPYKTYpY:

*xx 55210 Boot Menu **x
1. Display switch info

Switch info:

Bootrom version: <bootversion>
CPU MAC: <cpumac>

Vlan MAC: <vlanmac>

SN: <sn>

id: <deviceid>

Switch IP: <ipaddr>

TFTP server IP: <serverip>

Frimware filename: <filename>
2. Set bootrom network parameters

1. Set switch IP address
2. Set server IP address

0. Back to main menu

. Upgrade bootrom via TFTP
. Run firmware from TFTP

Set boot option to default config

D O W

Set boot firmware filename

1. Set boot firmware filename
2. Reset boot firmware filename to the default value

0. Back to main menu

7. Run firmware from flash
8. Format flash
0. Reboot switch
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[TynkT 1. Display switch info - oToOpaxaet ocHOBHYI0 MH(OPMAIIUIO KOMMYTAaTOPa, TAKYIO KaK:
Bepcus 3arpy3unka, CPU MAC, Vlan MAC, cepuiiHblii HOMEp yCTPOWCTBa, 1p-aJpec KOMMYyTaTopa, UMs
3arpy304Horo ¢aiiia.

[Tynkr 2. Set bootrom network parameters ucrosb3yeTcs A1 HACTPOWKU CETEBbIX TApaMETPOB
TFTP-coenunenus.

[Tynkt 2.1. Set switch IP address - 3agaet [P-agpec kommyTaTopa.

ITynkr 2.2. Set server IP address - 3anaet [P-agpec TFTP-cepgepa.

ITynkT 2.0. Back to main menu - BEpHYTbCS B [NIABHOE MEHIO.

ITynkT 3. Upgrade bootrom via TFTP - o6HOBNeHMe 3arpy3urka uepe3 TFTP.
st oOOHOBJIEHHST HEOOXOIMMO 3a/1aTh UM (baiiyia 3arpy3urKa, KOTOPHIA JOJKEH HaXOIUThCS B KOPHE
TFTP-cepBepa u umeTs pactmpenue ".rom". [Io ymonuanuio ucnons3yercs ums "boot.rom".

[Tyskr 4. Run firmware from TFTP - 3arpyska o6pa3a 10 ¢ TFTP-cepsepa.

s oOHOBIEHHsT HEOOXOOMMO 3a/aTh UMs oOpaza 10, koTopslil gomkeH HaxoauThcsl B KopHe TFTP-
cepBepa u umMeTh pacimmpenue ".bix". [To ymomrganuio ucnonb3yercs uMs "vmlinux.bix".

[TynkT 5. Set boot option to default config - 3arpyska 1O ¢ koHpurypanuonssm aitiom
UCTOJIb3YEMbIM 10 YMOTUAHHUIO.

[Tynkt 6. Set boot firmware filename - ucnonb3yercs Ajist U3BMeHeHUsI UMeHHU (aiiia 3arpy:xae-
Moro obpaza I10.

[TyHkt 6.1. Set boot firmware filename - 3agaTe M (aiina, 3arpyxaemoro oopasa [10, xpaHs-
mierocs Ha flash-mamsaTu kommyTartopa.

[Tynkr 6.2. Reset boot firmware filename to the default value - 3anate ums paiina no ymonyanuio
- vmlinux.bix.

[TynkT 6.0. Back to main menu - BepHYThCs B IJTaBHOE MEHIO.

[TyukT 7. Run firmware from flash - 3anyck I10 c flash-namsru.

ITynkt 8. Format flash - ¢popmatupoBanue nons3oBatesibckoro pasjena flash-namsary, roe xpa-
HaATcs 00passl [10 u daiiinbl KoHpUrypamuu.

[Tynkt 0. Reboot switch - nepe3arpy3ka kommyTaTopa.
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5. OonoBaenne 3arpy3uuka u I10 kommyraTopa

O6HoB1eHue 3arpy3urika 1 [10 kommyTaropa ocyectBisercs yepe3 eNOS no npotokosiam FTP,
SFTP, SCP, TFTP nnu yepe3 3arpy3o4yHoe MeHIo 11o nporokoiy TFTP.

®opmart URL nipu ucnonszoBanuu B eNOS cepepa:

TFTP: | tftp: [//server[:port]] [/path/filename]

SFTP: | sftp: [//[username:pw@] server] [/path/filename]

FTP: | ftp: [//[username:pw@]server] [/path/filename]

SCP: | scp: [//[username:pw@]server] [/path/filename]

5.1 OonoBIenune 3arpy3unka uepe3 eNOS

Jln1s1 OOHOBJIEHMS 3arpy3urKa HE0OXOIUMO MPUHATH (paiil yepe3 OJ1H U3 POTOKOJIOB MepeJadn
JIaHHBIX ¢ UMeHeM boot.rom.

Komanna Onucanne
copy { tftp | ftp | scp | sftp } <url> [TpunsaTs aiin ¢ pacmmperreM *.rom uyepes
bootrom nportokoJisl nepenaun nanHeix TFTP/FTP/SFTP/SCP.

<url> - URL-aapec ¢aiina (popmar URL cm. B pazuerne 5).

! B Admin pesicume

5.1.1 IIpumep o6HOBIeHH:A 3arpy3unka yepe3 eNOS no nporokoay TFTP

B kopueBom katanore TFTP cepsepa ¢ agpecom 192.168.10.2 pacnionoxeH ¢aiin oOpasa 3arpy3s-
yuka “‘boot.rom”.

Switch#copy tftp tftp://192.168.10.2/boot.rom bootrom

Warning: Don't power off device during bootrom updating!

Are you sure to start update ?(y/n): y
% Total % Received % Xferd Average Speed Time Time  Time Current
Dload Upload Total  Spent Left Speed
100 771k 100 771k 0 O 123k 0 0:00:06 0:00:06 ——— 100k
100 771k 100 771k 0 0 123k 0 0:00:06 0:00:06 ——— 123k
Read image from file..
Check image CRC..
Erase a flash partition..
Write image to flash..
Read and check data CRC from flash..
Copy Success
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5.2 Oonosiaenue II0 xommyTaropa yepe3 eNOS

Jlst paboThl KoMMyTaTOpa HeoOxoaum odpas [10 ¢ pacimperneM '.bix'', KOTOpPHIN XpaHUTCS BO
Flash namsaTu koMmMyTaropa, o0sraHO ¢ uMeHeM vmlinux.bix.

[TpuHATH (paiiabl Ha KOMMYTATOpP Yepe3 MPOTOKOJIBI IEPeJauu JaHHBIX:

Komanna Onucanme
copy { tftp | ftp | scp | sftp } <url> file [IpuHATSH (pailn yepe3 MPOTOKOIIBI NEPEAAYN TaHHBIX.
<file-name> [force] <url> - URL-aapec ¢aiina na TFTP / FTP / SFTP / SCP

cepsepe (cM. paszen 4);
<file-name> - ums aiina B maMsaTH KOMMYTaTOpa;

force - 3arpy3ka ¢aiina 6e3 npoBepKH BEPCUML.

! B Admin pesicume

5.2.1 Downgrade I1O kommyTaTopa yepe3 eNOS

[Tpu downgrade 1O c Bepcuu 1.6.0 u Bbiie 10 Bepcuu 1.4.0 u Bblilie, HEOOXOIUMO UCTIONH30BATh
NPOMEKYTOUYHYIO MPOLIMBKY Bepcuu 1.5.5, ¢ 00s13aTesIbHBIM COXpaHEeHHeM KOH(UTYPAIMOHHOTO (paiiia.

[Tpu downgrade I1O ¢ Bepcun 1.6.0 u Bbittie 1o Bepcun Huke 1.4.0, He0OX0IMMO UCTIONB30BATh 1BE
MIPOME:KYTOUYHbIE TTPOIMBKY Bepcur 1.5.5 u 1.4.0, ¢ 00s3aTe/IbHBIM COXpaHeHUEM KOH(pUTYPAIMOHHOTO
(paiina Ha Kax10M U3 HUX.

ITpu o6HOBIeHNH 10 Ha pe by Iy 10 BepcHIo OYIEeT BHIBEACHO MPeypexk IeHUe ¢ TpeOOBaHUEM
MOATBEPANTH AercTBre. it BHIIOTHEHHS AeHCTBUS Oe3 TpeaynpeXaeHUs MOKHO HCIIOIb30BaTh KITI0Y

force.

5.2.2 IIpumep oonoBaeHusn I1O no nporokonam FTP u TFTP

KommyTatop ucnomns3yercs B kauectse FTP u TFTP kiuenra. FTP / TFTP-cepsep ¢ aapecom
10.1.1.1 nogkJI0oueH K OAHOMY U3 IOPTOB KOMMYyTaTopa. iHTepgeiic yripaBieHrss KOMMYTaTOPOM UMEET
IP appec 10.1.1.2. Heo6xonumo o6HOBUTH [1O KOMMyTaTOpa, 3arpy3uB ¢ait oOpa3a HOBOI BepcHU
“vmlinux.bix”.

Wcnons3osanue FTP.

B kopneBom karanore nons3oBatens “admin” FTP cepsepa pacnionoxen ¢aiin oOpasza nociaeanei

Bepcuu [10 kommyTaropa “vmlinux.bix”. [Tapons none3osaresns admin - “switch”.

copy ftp ftp://admin:switch@10.1.1.1/vmlinux.bix file vmlinux.bix

Hcnons3osanue TFTP.
B xopueBom katanore TFTP cepsepa pacnonoxken gaiin obpasa nocneaneit sepcuu [10 kommy-

taTopa “‘vmlinux.bix”.

copy tftp tftp://10.1.1.1/vmlinux.bix file vmlinux.bix
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5.2.3 Pemenue npo6jem ¢ FTP u TFTP

Huxe nokazan jor kommyTtaropa npu nepenade ¢aiina no FTP/SFTP/SCP/TFTP ¢ nomouisio
KoMaH/1bl copy. Eciiu s1or Ha Baiiem KoMMyTaTope oTim4aercs, nposepbre IP cBA3HOCTB U KOH(UTY paLnIo

FTP cepBepa 1 monpoOyiiTe BHIIOIHUTH KOTUPOBAHUE CHOBA.

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 14.7M 000 14.7M O 854k -:-:- 0:00:17 -:-:- 933k

100 14.7M 00 O 14.7M O 854k -:-:- 0:00:17 -:-:- 854k

Copy Success

Ecyn Ha koMMyTaTOpe MpOUCXoaUT OOHOBJIEHHE CUCTEMHBIX (DaiiJIOB, HE Tepe3arpyKaite KoMMY-
TaTOP JIO TeX MOp, MoKa He nosiButcs coodienue “Copy Success” wim “Copy Failed” nnaue kommyTtatop
MOXKeT He 3arpy3uThcs. Eci 3T0 Bee e POU30IIII0 U KOMMYTATOP He 3arpyskaeTcs, MonpooyiTe 3aiTu
B 3arpy304HOE MEHIO U 3aImycTuTh 00pa3 I10 u3 Hero.
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5.3 OoOHoOBJIeHHE 3arpy34yHKa yepe3 3arpy304Hoe MeHIO

Jlnst o6HOBNIeHMS 3arpy3unka, [1IK momken nmopaepxusath yHkimio TFTP-cepsepa. Ero Heo6-
XOJUMO NOJKJIIOUYNTH OJHOBPEMEHHO K KOHCOJIBHOMY IOPTY U oqHOMY M3 Ethernet nopToB KoMMyTaTopa
(cMm. puc. 3 B pazgene 5.4).

Bo Bpewms 3arpy3ku, cpa3dy noclie BKJIIOUEHUHM KOMMYTAToOpa B ceTb, HaxMuTe Kiasuiny ''Esc',
10CJIe Yero NOSIBUTCS 3arpy304Hoe MeHI0. B ciydae orcyteTus oopasa [10 na flash-nmamsitu kommyTaTop

nepeiieT B 3arpy304HOe MEHIO aBTOMATUYECKHU.

*%* Sbxxx Boot Menu **x*

. Display switch info

Set bootrom network parameters

. Upgrade bootrom via TFTP

. Run firmware from TFTP

Set boot option to default config
Set boot firmware filename

. Run firmware from flash

Format flash

S 00 N O O W N

. Reboot switch

[epen o6HOBIEHHEM 3arpy3UMKa HEOOXOJUMO HACTPOUTH ceTeBble mapameTpsl 11s1 TFTP - coenu-
HeHus. [Ij1s1 3Toro B 3arpy304HOM MEHIO BBIOpaTh MYHKT "2. Set bootrom network parameters",
Ha’kaB COOTBETCTBYIOLIYIO KJIaBUIly, 3aTeM "1. Set switch IP address" u BBecTHU ip-apec KOMMY-

TaTopa:

Set bootrom network parameters
1. Set switch IP address
2. Set server IP address

0. Back to main menu

Please Input new one /or Ctrl-C to discard
Input device IP (192.168.1.1): 192.168.1.1

B nyHkre 2.2. "Set server IP address" ykasatsb ip-agpec TFTP-cepsepa:

Set bootrom network parameters
1. Set switch IP address
2. Set server IP address

0. Back to main menu

Please Input new one /or Ctrl-C to discard

Input device IP (192.168.1.2): 192.168.1.2
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3arem BeIOpaTh MyHKT MeHIO "3. Upgrade bootrom via TFTP" u BBecTH mms paiina c pac-

mmpenrem ".rom". [To ymomuanuio ucnosb3yercs "boot.rom".

Upgrade bootrom via TFTP

Please Input new one /or Ctrl-C to discard

Input loader filename (boot.rom): boot.rom

Warning: Don’t power off device during bootrom updating!
Are you sure to start update ? (y/n): y

Upgrade loader image [boot.rom]......

Enable network

Please wait for PHY init-time

Using rt19300#0 device

TFTP from server 192.168.1.2; our IP address is 192.168.1.1
Filename ’boot.rom’.

Load address: 0x81000000

Loading: ####H#HIHHHHHHHHHHHHHHHHHHHH
done

Bytes transferred = 832148 (cb294 hex)

Loader Chip: 93000000

Loader CRC: e61d138e

Loader Size: cb27c

Loader Tail CRC: e4be7ec4d

Comparing file ......

Total of 917504 bytes were the same

Upgrade loader image [boot.rom] success

[Tocne ycnemHoro oOHOBJIeHUs BBIOpaTh MyHKT "0. Reboot switch" mis nepesarpy3ku KOM-

MyTaTOopa.
5.4 Boccranosaenue I1O yepe3 3arpy3o0uHoe MeHIO

Ethernet

f o -
' Console '[—E'il'*

KommyTatop MK

Puc. 3: O6HOB/IEHHE Yepe3 3arpy30YHOe MEHIO

! HaHHI:Iﬁ crocoo6 PEKOMEHAYETCSA UCIOJIB30BaTh TOJAbBKO B CJIy4a€ HEBO3MOKHOCTH 3arpy3uThb 06[)33 C

flash namsarn.
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OnuH u3 crioco6oB BocctanoBieHus [10 - yepe3 3arpy3ounoe meHio. O6pa3 [1O Moxker OBITH
3arpy’keH B OonepaTuBHYI0 namsaATh 1o nportokoiny TFTP, mocne yero morpedyercs 3arpy3uth ¢aitl Ha
flash-namaTe kak ykazano B m 5.2.

Iar 1. Kak noka3ano Ha pucyHke 5.1, ITK Heo0X0q1MO0 NOAKIIOUUTE OTHOBPEMEHHO K KOHCOJIb-
HOMY IOPTY, a Tak:xe K oqHoMy u3 Ethernet mopros kommyTtaTtopa. 1K nomken nonaepxusath (PyHKLIMIO
TFTP-cepsepa.

IIlar 2. Bo BpeMs 3arpy3ku, cpa3y IocJjie BKJIIOYEHMH KOMMYTATOpa B CETh HAXKMUTE KJIABUIILY
"Esc'", nmocie yero mosiBUTCA 3arpy30o4Hoe MeH0. B ciyyae orcyterBus oopasa I10 nHa flash-mamstu

KOMMYTaTOp HepeiieT B 3arpy304HOE MEHI0 aBTOMAaTUYECKH.

*x%x Sbxxx Boot Menu **x

. Display switch info

Set bootrom network parameters

. Upgrade bootrom via TFTP

Run firmware from TFTP

Set boot option to default config
Set boot firmware filename

. Run firmware from flash

Format flash

S 00 N O O W N

. Reboot switch

Ilar 3. [Mocie mepexoga B 3arpy304HOE MEHI0 HEOOXOAMMO BBIOpaTh MyHKT "2. Set bootrom

network parameters"u 3atem "1. Set switch IP address a4 ykazanus ip-agpeca KOMMyTaTopa:

Set bootrom network parameters
1. Set switch IP address
2. Set server IP address

0. Back to main menu

Please Input new one /or Ctrl-C to discard
Input device IP (192.168.1.1): 192.168.1.1

B nynkTe "2. "Set server IP address" ykasats ip-agpec TFTP-cepsepa:

Set bootrom network parameters
1. Set switch IP address
2. Set server IP address

0. Back to main menu

Please Input new one /or Ctrl-C to discard
Input device IP (192.168.1.2): 192.168.1.2
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Ilar 4. [Tocyie HACTPORKM CETEBBIX MAPAMETPOB MOKHO MepeiTH K 3arpy3ke oopasa [10 ¢ TFTP-
cepBepa BbIOpaB MyHKT MeHI0 "4. Run firmware from TFTP". Jlanee OyueT MpeasiokeHO BBECTH UM
obpa3za ¢ pactmpenueM ".bix". [To ymomyanuo ucnosb3yercs ums "vmlinux.bix". ®aiin ¢ oopazom 10

noykeH HaxoauTbes B KopHe TFTP-cepsepa.

Run firmware from TFTP

Please Input new one /or Ctrl-C to discard

Input firmware filename (vmlinux.bix): vmlinux.bix
Start firmware boot and run 7 (y/n): y

Please wait for PHY init-time

Using rt19300#0 device

TFTP from server 192.168.1.2; our IP address is 192.168.1.1
Filename ’vmlinux.bix’.

Load address: 0x81000000

Loading:

HEHHHH R R R R R R R
HHS SRR
HHSHHHHH SR R R R R R R
HHH
HHS SRR R R R R R
S
HHE SRR
HESHHH R R R R R R R
HHS R
HHSHH SR R R R R R R
HHS R

done

Ilar 5. [Tocne ycneniHoi 3arpy3ku o0pa3a B ONiepaTUBHYIO ITAMSATh, IEpelIuTe K 3arpy3ke daiiia

(ommcaHHO¥M B 1. 5.2) Ha flash-mam4Te.

5.5 Bsi0op 3arpy3ouHoro ¢aiiia B eNOS

ITpu 3arpyske obpaza I1O ¢ umeHem oTanyHOro ot "vmlinux HOBoe UMsI HEOOXOMMO 3aaTh C
MOMOIIBI0 KOMaH/Ibl boot img.

Bri6op 3arpyzounoro ¢aiina [10:

Komannga Onucanne

boot img <filename> BriOpatb 3arpy3ounsiii aiin oopasza [10 kommyTtaTopa.
<filename> - nms o6paza [10 nis 3arpy3ku.
Hanpuwmep: "newimage.bix"

! B Admin pesicume
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[MpocmoTp nHpOpMaIK 00 UCHIOIB3YEMBIX 3arpy304HBIX (paiiiax:

Komanga Onucanue

show boot-files [TpocmoTp mHpopMaryu o 3arpy3ounom oopase [10 u

(paiine koHpurypauuu.

! B Admin peaicume

5.6 Brbioop 3arpy3ouHoro paiijia B 3arpy304H0OM MEHIO

Cwmenutb 00pa3 1O ayist 3arpy3ku MOXKHO B 3arpy304HOM MeHIO BbIOpaB MyHKT "6. Set boot
firmware filename",3aTem"1. Set boot firmware filename", yka3zaB HOBOe UMs 0Opa3a c pac-
mpeHueM ".bix".

[IyHkT "2. Reset boot firmware filename to the default value" ycTaHaBIMBaeT UMs

3arpy304Horo ¢aiija B 3Ha4YeHHE 110 YMOIYaHUIo - vimlinux.bix.

Set boot firmware filename
1. Set boot firmware filename
2. Reset boot firmware filename to the default value

0. Back to main menu

Please Input new one /or Ctrl-C to discard

Input boot firmware filename (vmlinux.bix): vmlinux.bix

5.7 ZTP (Auto Provisioning)

ZTP (Zero-Touch Provisioning) — 310 crioco6 aBToMaTH4YeCcKol yIaJIéHHON HACTPONKHU ceTe-
BBIX YCTPOWCTB, KOTOPBIH MO3BOJISIET KOHEUHBIM IMOJIb30BATE/IsIM HACTpauBaTh HOBBIE YCTpOWCTBa 0Oe3
MIOCTOPOHHEN TTOMOLLN.

Haunnas ¢ Bepcun [10 1.7.0 kommyTtaTopsl SNR nonaepxuBaioT BO3MOKHOCTb aBTOMATUYECKON
koH(purypanuu u oonosneHus I[10 cpeapctBamu DHCP.

Ecim Ha KoMMyTaTOpe OTCYTCTBYET cTapToBasi KoHpurypauus (daiin startup.conf), To mocie
3arpy3ku eNOS Oynet aktuBupoBan DHCP-knuent, oxugaomuit ot DHCP-cepsepa nomMumMo ceTeBbIx
PEKBU3UTOB YKa3aHUs CJIEYIOLIMX IMapaMeTpoB: next-server, server-name, filename (Bapuant 1) mdo
onuuu 66 u 67 (BapuaHrt 2).

Bapuant 1. Next-server noymkeH coaepkaTh KOPPEKTHBIH ipv4 ajipec, server-name MOXeT Mpu-
HUMAaTh 3HaueHus: “titp://”, "sftp://<user>:<password>", "ftp://<user>:<password>" wm ’scp://<user>:
<password>", a nose filename nomkHO 0053aTeNLHO coepkaTh 3HaUeHUe Buaa ~“xxxx.conf” (startup-
config) U MoxeT cozpepxarh yyyy.rom” (bootrom) u “zzzz.bix” (mpoumMBka). 3HaueHUs NapaMmeTrpa
filename pa3mensOTCS CUMBOJIOM ~:” M MOTYT OBITh YCTAHOBJIEHBI B CTPOKE B IMPOU3BOJIBHOM TOPSIIKE

(cm. mpumep KoHuryparuu isc-dhcp-server).
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Bapuant 2. Onmus 66 (tftp-server-name) nomkHa cogepxarh ciaeayomui opmar:
{server-type }[<user>[:<password>] @ |[<ip>, rae server-type MoxeT IpUHUMATh 3HaUeHust: titp://”, ’ttp://”,
’scp:/”, sttp://”. Omms 67 (boot-filename) goykHa 00s13aTENILHO COEPKaTh 3HAUEHNE BUIa ~zzzz.conf”
(startup-config) u MoxeT conepxarh “xxxx.rom’” (bootrom) u "yyyy.bix"(npommska). Y kazaHHble 3Haue-
HUS JOJDKHBI Pa3AesisAThCSl CAMBOJIOM :” U MOTYT OBITh YCTAHOBJIEHBI B CTPOKE B IPOM3BOJILHOM TOPSIJIKE
(cm. mpumep koHpurypammu isc-dhcp-server ¢ onmusvu 66 u 67).

B cnyyae nonyuennst HeoOXoaMMOIi HH(POPMAITUM KOMMY TaTOP MOTIBITACTCS 3arpy3UTh YKa3aHHbIE
aiinel ¢ paiiioBoro ceppepa, MPUMEHHUTD UX U MIPU YCTIEITHOM 3aBEPILEHUH MPOLIEcca Mepe3arpy3uThCsl.
[Topsinok 3arpy3ku ¢aiinos cieywomuil: startup.conf, boot.rom, vmlinux.bix.

Pa6orta ZTP moxeT ObITh OCTAaHOBJICHA B CJICYIOIINX CIyYasx:

 otBeT oT DHCP-cepBepa He ObU1 0Ty YeH B TeUeHre MUHY ThI [IOCJIE 3arpy3KH KOMMYTaTopa
(mpu ycnosuu interface vlan 1 B cocrossnuu UP);

* HekoppekTHble 3HaueHuss DHCP omniuit;

* OTCYTCTBHE HEOOXOAUMBIX (hailyioB Ha (hailloBOM cepBepe.

* BBINIOJIHEHUE KOMaH bl "Ztp stop"B Admin pexume;

* mepexo] B KOH(UrypauroHHslii pexum ("configure terminal").

IIpumep xoncurypammu isc-dhcp-server

subnet 192.168.12.0 netmask 255.255.255.0 {
range 192.168.12.100 192.168.12.200;
option subnet-mask 255.255.255.0;
option routers 192.168.12.1;
next-server 192.168.12.20;
server-name "sftp://userf:userf";

filename = "/home/userf/boot.rom:/home/userf/vm.bix:/home/userf/start.conf";

ITpumep kondurypanuu isc-dhcp-server ¢ onmussvmu 66 u 67:

option tftp-server code 66 = string;

option bootfile-name code 67 = string;

shared-network one {
subnet 192.168.20.0 netmask 255.255.255.0 {
range 192.168.20.100 192.168.20.200;
option subnet-mask 255.255.255.0;
option broadcast-address 192.168.20.255;
option routers 192.168.20.1;
option tftp-server-name "tftp://192.168.20.20";

option bootfile-name "startup.conf:boot.rom:vmlinux.bix";
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6. Onepanuu c ¢paiiyioBoil cCTEMOH

B kauecTBe ycTpoiicTBa 111 XpaHeHus (paiiioB ucrosb3yercs BcrpoeHHas flash namsaTe. O6buHO
OHA MCHONb3YeTCs U1l XpaHeHus aiiioB - oopaszos I1O kommyTaTopa (.bix aiin) u daitio koHpUry-

pammu (.cfg daitn). Flash moxeT konupoBats, yaansats aitisl B pexume padotsl OC.

6.1 Omnepamuu ¢ aiijioBoil cuCTEMOMH

1. Ynanenue aitna:

Komannga Onucanne

rm <file-name> Vnanuts daii.

<file-name> - ums ygansiemoro aitia.

! B Admin pesicume

2. IlepeumenoBanue (paiina:

Komanpga Onucanue

my <file-name> <new-file-name> [TepeumenoBath (paiin.
<file-name> - nms nepermenyemMoro aina;

<new-file-name> - HoBoe ums paiina.

! B Admin pesicume

3. KonnpoBanue aiina:

Komannaa Onucanne

cp <file-name> <new-file-name> CkonmpoBats (pailn pacrnonoxeHHsli Bo flash mamsaTu.
<file-name> - ums konupyemoro aiina;

<new-file-name> - HoBoe nMms aiina.

! B Admin pesicume

copy file <file-name> { tftp | ftp | scp | CkonpoBats (pailyl U3 KOMMyTaTOpa Ha CEpBep C
sftp } <url> MCIMOJIb30BAaHUEM CETEBBIX ITPOTOKOJIOB Mepeaaun
JaHHBIX.

<file-name> - ums xormpyemoro (aiina;
<url> - URL-anpec ¢aitna na TFTP / FTP / SFTP / SCP

cepsepe (cM. pazzaen 4).

! B Admin pesicume
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Komannaa Onucanue
copy { tftp | ftp | scp | sftp } <url> file CxkonupoBaThb (haids1 ¢ cepBepa ¢ UCIOJIb30BaHUEM
<file-name> CETEBBbIX MPOTOKOJIOB NepeAaun JaHHbIX Bo flash
MaMSITh.

<url> - URL-anpec ¢aiina ua TFTP / FTP / SFTP / SCP
cepsepe (cM. pazaen 4).

<file-name> - ums aiina npu coxpaHeHUM B MAMATH

KOMMYTaTOpa.
! B Admin pedcume
4. TTpocmoTp criucka ¢aiiyioB Ha flash:
Komanna Onucanne
dir [TpocmoTpeTs criucok aiino Bo flash mamsiTu.

! B Admin peaicume

6.2 Coxpanenue koH(Urypanuu Ha yJaajeHHbI cepBep Mo pacnu-
CaHHIO
KommyTarop nogaepxkusaeT (pyHKIMOHAJ MEPUOAUYECKOIO COXPAHEHUS TeKyIlel KOHpurypa-

M (running-config) Ha ynaneHssiit cepsep no nporokoiam SFTP, FTP, TFTP, SCP.

[Ipu coxpaHeHnH POU3BOAUTCS poTarus (haiioB ¢ HACTPaUBAEMOI TITyOUHOIA.

Komanna Onucanne

archive running-config location <url> Bxuounts nepruoanyeckoe COXpaHeHne KOH(pUrypanuu

[maximum <num>] [period <h>] KOMMYTaTopa.

<url> - URL-anpec ¢aitna na TFTP / FTP / SFTP / SCP
cepBepe (cM. paznen 4).

maximum <num> - KOJIM4ecTBO (paiijioB AJisl pOTaLUH;
period <h> - nepuon coxpaneHust KOHUrypaluy B

yacax;

no archive running-config OTKJIIOUUTh IEPUOJUYECKOE COXPAHEHUE

KOH(UTypaLIIHN.

! B peaicume 2no6anvroli konguzypauuu
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Komannaa Onucanue

archive running-config force [TpuHyaUTEIbHO 3aIyCTUTh COXpaHEeHHE KOH(UTYpaLIUU

Ha cepBep.

! B pesicume 2n06anvHotl KoHDUYypauuu

show archive running-config BeiBecT HACTPOWKM M CTATyC NEPUOANYECKOTO

COXpaHeHUs1 KOH(UTYpaLIKK.

! B Admin pescume

6.3 Ilpumep onepamuii ¢ panI0BOH CHCTEMOM

Cuenapui 1:
Jlnst 6examna oopasa [1O Ha flash ckormpoBats daiin vmlinux.bix ¢ cepBepa noa MeHeM

vmlinux_backup.bix. [Tocne komupoBaHus HEOOXOAMMO MPOBEPUTH conepxumoe flash.

Switch#copy sftp://admin:switch@10.0.0.253/vmlinux.bix file vmlinux_backup.bix
Switch#dir

-rw-r--- 1 15510154 Jan 1 05:00 vmlinux.bix

-rw-r--- 1 15510154 Jan 1 11:45 vmlinux_backup.bix

-rw-r--- 1 1101 Jan 1 06:18 startup.conf

Cuenapmii 2:
BKJTIOUMTH IIEpHOINUECKOe COXpaHeHNe KOH(UTypaluy Ha cepBep Mo MPOToKoIy sftp ¢ rimyouHoi

porauuu - 5 aityioB 1 nepuoaoM coxpaneHus 1 vac.

Switch#conf
Switch(config)#archive running-config location

sftp://sftptest:sftptest@10.10.10.1/home/sftptest/runnin-config maximum 5 period 1
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7. Hactpolika uarepceicon

s HacTpotiku ¢pusnveckoro Ethernet untepdeiica He0OX0IMMO 3alTH B PeKUM KOH(UTYpaIium
uHTepdeiica u3 pexxuma rjao0aIbHOro KOH(GUTyprUpoBaHuUs Nipy romoiy koMan bl Interface <interface-
list>, rie B <interface-list> gOMKHBI OBITh YKa3aHBI OJJH UM HECKOJIbKO HOMepoB Ethernet unrepdeiicos.

(1] 9

CHCL[I/Ia.HLHbIC CHUMBOJIBI , U

[14]

CJIyKaT J1d 3aldaHru A HECKOJIbKUX HOMEPOB HHTCp(l)CfICOB. CHUMBOIJI ,

6 9

npeHa3HavyeH JJIs pa3/ieIeHUs OTAEIbHBIX HOMEPOB, “-” I 3aJaHus Juana3oHa MHTepQeicoB.
Hanpumep, komanoii interface gel-5 ocyiecTisieTcs nepexosa B pekUM KOH(UTYpUPOBaHUS
uHTepdeiicoB u3 auanasona gel-geS. Komanpa interface gel,geS nepeBoaut B pekum KOH(MUTYpUPOBa-

HUA uHTepdeiicos gel u ges.

7.1 Hacrpoiika napameTpoB Ethernet untepdeiicoB

1. Bxon B pexum koHpurypauuu Ethernet untepdeiica:

Komannga Onucanue
interface <interface-list> Bxon B pexum kongurypuposanus Ethernet
uHTepderica.
! B pesicume 2206a1bH0T KOHDUYpayuu

2. Kondurypanus Ethernet uarepdeiicos:

Komanna Onucanme
shutdown ApnmuHucTpatuBHoe BKioueHue Ethernet unrepdeiica.
no shutdown AnmvunucTpaTtuBHOE OTKMoYeHue Ethernet untepdetica.

! B pesicume kongbuzypayuu nopma

description <string> KoHpurypaums umenn uarepgeiica <string>

no description Vnanenue umenu untepderica.

! B pexcume xongueypavuu nopma

speed-duplex Hacrpoiika napameTpoB ckopocTu/aymuiekca Ethernet
{auto [10 [ 100 [ 1000 ]] [auto | full | uHTepderica.

half] | force10m-half | force10Om-full | auto - aBTOMaTUYECKOE COMIACOBAHUE CKOPOCTH
force100m-half | force100m-full | (MOXHO yKa3aTb OIpe/ieJIeHHbIE TUIIbl CKOPOCTEH,
forcelg-full | force10g-full [ high-leq | KOTOpBIe OYIyT pa3pelieHsl IIPU aBTOCOTTIACOBAHNH).
media {dac100cm | dac300cm | 10 - 10 mb/s;

dac500cm | dac50cml fiber}]]}} 100 - 100 mb/s;
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Komannaa

Onucanue

no speed-duplex

! B pesicume Kongbuzypayuu nopma

1000 - 1000 mb/s;

auto - aBTOMaTUYECKOE COTJIaCOBaHUE MYTIJIEKCa;

full - 3apath MOAHMIA TyTUIEKC;

half - 3agars monymymnexc;

force10m-half - npunynurensHO nepeBecTr UHTEPEIic
B pexuM 10 mb/s half-duplex;

forcel0m-full - npunynuTensHO NepesecTy UHTEPGENC
B pexkumM 10 mb/s full-duplex;

force100m-full - npuHyUTEILHO MTEpEBECTH
unrepdeiic B pexum 100 mb/s full-duplex;
force100m-half - npunygurensHO nepeBecTu
untepdetic B pexxum 100 mb/s half-duplex;

forcelg-full - npunyauTebHO MepeBecTr UHTEPQENC B
pexum 1000 mb/s full-duplex;

force10g-full - npunyaureabHO NepeBecTy UHTEPQENC B
pexum 10 gb/s full-duplex;

high-leq - nopsinenue 3nauenus LEQ mis untepdeiica
(He0OX0AMMO /1711 COBMECTUMOCTH C CETEBbIM
obopynoBaHueM Ha yuncerax Centec. Hanpumep, OLT
BDCOM GP3600);

media - HacTpoiika Tumna 10G TpaHcuBepa
(ONIMOHAJIEHO);

dac100cm - DAC ka6ens gaunoit 100 cm;

dac300cm - DAC xa6ens mmmnHoi 300 cm;

dac500cm - DAC xa6ens mmaoi 500 cwm;

dac50cm - DAC kabenb giuHoi 50 cm;

fiber - ontuueckuii TpaHcuBep.

BepHyTh HacTpO#iKM 110 yMOIYaHUIO (auto).

bandwidth control <bandwidth> [both |

receive | transmit]

Orpannyenusi ckopocTu Tpaduka Ha uHTepQeiice.
<bandwidth> - orpannuenue ckopoctu B kbps;
both - B o6oux HanpaBnenusix RX u TX;

receive - Toipko Ha RX;

transmit - Toieko Ha TX.
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Komannaa

Onucanue

no bandwidth control [both | receive |

transmit]

! B pexcume koHguzypauyuu nopma

OTKJIIOYNTH OI'paHUYCHUE CKOPOCTHU Tpa(bI/IKa Ha 1opTe.

flowcontrol

no flowcontrol

! B pesicume kongbueypayuu nopma

BxmounTts flowcontrol Ha nopre.

Otkmounts flowcontrol Ha mopTe (O yMOTYaHUIO).

negotiation off

negotiation on

! B pexcume xongpuzypavuu nopma

OTKJII0YUTH aBTOCOTJIACOBAHUE HA MOPTE ISl PeKuMa
1000BaseX.

BxkmounTh aBTOCOIIacCOBaHME Ha MopTe AJId peKUMa

1000BaseX (1o ymoI4aHuio).

3. Cmena pexuma combo-Tiopra:

Komanna

Onucanne

media-type {copper | fiber}

! B pedxcume KoHpuzypayuu nopma

Hacrpoiika pexuma combo-nopra.
Copper - MeIHBII;

Fiber - onToBOJIOKOHHBIA.

7.1.1 IIpumep Hacrpoiiku Ethernet uarepdeiica

IlepeBon nnrepgeiica B pexxum 100BaseT (100mb/s).

Switch#configure terminal

Switch(config)#interface ge2

Switch(config-if)#speed-duplex forcelOOm-full

Hacrpoiika aBroornpeaenenus ckopoct 10/100 mb/s, duplex auto Ha rurabuTHOM uHTepdercax

ge2 u ge4d.

Switch#config
Switch(config)#interface ge2,4

Switch(config-if)#speed-duplex auto 10 100 auto

Hactpoiika untepdeiicon
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[MepeBon SFP+ unrepdeiica B pexum 1000 m6/c full-duplex.

Switch#conf

Switch(config)#interface xel

Switch(config-if)#speed-duplex forcelg-full

Bo3sBpar HacTpoek MHTepdelica K 3HAUYEHHIO M0 yMOJYAaHHMIO (aBTOMAaTUYECKOE COINIaCOBaHUE

CKOpPOCTH/ Iy TIEKCA).

Switch#config
Switch(config)#interface gel

Switch(config-if)#no speed-duplex

7.2 Hacrpoiika orpannuenusi Broadcast, Multicast u Unicast Tpa-

¢duka Ha Ethernet uarepdeiice

Storm-control - 5T0 MeXxaHU3M OrpaHUYEHU s BXOASAILIEro Tpaduka onpeaeaeHHoro tuna (Broadcast,

Multicast, Unicast). OH npomyckaeT TpaduK A0 YCTaHOBJICHHOTO JIUMHUTA U OTOPAChIBAET BCE MAKETHI Ipe-

BBILIIAIOIINUE ETO.

OHI_II/IOHaJ'IbHO MOKHO BKJIIOYWUTH JIOTHPOBAHUC COOBITHS O IMPEBLINICHUN JIMMUTA Tpa(i)I/IKa Ha

MOpTE WJIM NEPEBOJ €ro B cocTosiHKE errdisable (aAIMMHUACTPATUBHOE OTKJIIOUEHUE MOPTA).

7.2.1 Hacrpoiika storm-control

1. Bki1louuTh OrpaHMyYeHue BXoAasiero tpacuka Ha uHTepdeiice.

Komanna

Onucanne

unicast} level <value> { kbps | pps}

unicast} level

! B pexcume xonuzypavuu nopma

storm-control { broadcast | multicast | Bkmouenue strom control Ha untepdeiice miis

oTpeieJIeHHOro TuMa Tpaduka ¢ ykazaHueM mopora
OrpaHUYEeHUsI.

broadcast - mupokoBelaTenbHbliA Tpaduk;
multicast - mynbTUKacT Tpaduk;

unicast - unknown Unicast;

kbps - 3Hauenue 3anaercs B kbps;

PPS - 3HaUeHUE 3a4a€TCs B PPS;

<value> - nopor orpannuenus <1-16777215>.

no storm-control {broadcast | multicast | | OT™MeHa orpaHrueHus 11 BRIOPaHHOTO TUIa TpaduKa.
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2. BKJIIOYMTB JIOTUPOBaHUE COOOIIEHUIT ITpH cpadaThiBaHUU Storm-control.

Komannga

Onucanmne

storm-control action log

no storm-control action

! B pexcume koHpueypauyuu nopma

Bxumoyenue 3anvcu cooOleHuit storm-control B jior
(baiin mpu cpabaThIBaHUM OTPaHIUYESHHUS IO TpaUKy

broadcast, multicast, unicast.

OTKJII0YEHHE JIOT HUPOBAHUA storm-control.

3. AAMMHUCTPAaTUBHOE BBIKJIIOUEHNE

nopTa npu cpadaTbiBaHUU storm-control.

Komannga

Onucanmne

storm-control action errdisable

no storm-control action

! B pedxcume KoHuzypayuu nopma

Bkouenue nepeBoja nopra B coctosinue errdisable
npu cpadaTbiBaHUM Storm-control.

[To ymomuanuio nopt BeIKJIIOYaeTcs Ha 60 cek.

OrtkJnoueHue nepesojia nopra B cocrosiuue errdisable.

[Tpu cpabaTeiBanuu storm-control action log wim storm-control action errdisable u HacTpoeHHOM

snmp-areHrte npoucxoaut otnpaska SNMP Trap.

7.2.2 Ilpumep HacTpoiiku storm-control

Hacrpoiika norupoBanus u orpannyenus go 1024 kbps Bxoasmero broadcast u multicast tpagpuka

[Ipy IOMOIIY storm-control:

Switch#configure terminal

Switch(config)#interface gel

Switch(config-if)#storm-control broadcast level 1024 kbps
Switch(config-if)#storm-control multicast level 1024 kbps

Switch(config-if)#storm-control action log

7.2.3 Hacrpoiika switchport flood-control

Flood-control - Mexanu3m 3anpeniatoiuii oTrpaBky broadcast u unknown multicast/unicast Tpa-

¢uka B unTepdeiic.

Komanna

Onucanune

switchport flood-control {bcast | mcast |

ucast}

Bxmounts flood-control Ha mopTe ms:

bcast - broadcast Tpaduka;

Hactpoiika untepdeiicon
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Komannaa Onucanue

mcast - unknown multicast Tpaduka;

ucast - unknown unicast Tpagpuka.

no switchport flood-control {bcast | Otmenuts flood-control Ha nopTe.

mcast | ucast}

! B pesicume xongbueypayuu nopma

®ynkumonan flood-control multicast npuMeHsieTcs TONBKO K Tpaduky B Vlan ¢ OTKIIOUEHHBIM
igmp snooping.
7.2.4 Ilpumep nacrpoiiku flood-control

3anperuts Bxoasumii broadcast, unknown multicast 1 unknown unicast Tpacuk npu MOMOIIU

flood-control:

Switch#configure terminal
Switch(config)#interface vlan 10
Switch(config-if)#igmp snooping
Switch(config-if)#exit

Switch(config)#interface gel
Switch(config-if)#switchport access vlan 10
Switch(config-if)#switchport flood-control bcast
Switch(config-if)#switchport flood-control mcast
Switch(config-if)#switchport flood-control ucast

7.3 JIHarHocTHKa MeJIHOro KaoeJst

KommyTtaropel SNR monepxuBaioT quarHocTUKy MeaHOro Kadeins. B mporecce IMarHOCTUKH
NPOBEpPsIeTCS JUTMHA KabeJsl, a TaKXkKe IeJIOCTHOCTb KaX 0! Taphl.

BosBpamalorcs cienyomue cTaTychl:

Normal - kabenb MOAKIIOUEH BEPHO;

Short - KOpoTkoe 3aMbIKaHUE MEXAY POBOAAMU OJHOM Maphl;

Cross - KOpOTKOE 3aMbIKaHHE MEXKY MapaMu;

Open - kabeJb He TIOIKITIOYEH WK €CTh Pa3phiB;

Hi impedanse - cocTosiHue BHICOKOTO COTIPOTUBJICHUSI, HO HE OOpBIBA;

Mismath - HeBO3MOXXHO UHTEPIIPETUPOBATh PE3Y/IbTAT;

SKip - mporyiieH onpoc napsl WK MPOBOJAA.
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7.3.1 3anyck JUarHOCTHKH MeJHOr0 KadeJst

Komannga Onucanne

show cable-test <interface-list> 3amnyck TecTupoBaHue Kalest uHTepderica.
<interface-list> - unTepdeiic nm cnrcok
uHTepdencoB.

! B Admin pesicume

7.3.2 IlpumMep ITMArHOCTHKH MeJHOI0 KadeJis

JInarHocTrika KadeJist, MOAKJIIOYSHHOTO K mopTy gel:

SNR-55210G-24TX#show cable-test gel

Interface type Pair Status Lenght (M)
gel GE Pairil Open 108
gel GE Pair2 Open 112
gel GE Pair3 Open 112
gel GE Pair4 Open 112

Hactpoiika untepdeiicon
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8. Errdisable

Errdisable - ¢pyHkuus ocymecTisomas aIMUHUCTPATUBHOE BBIKIOYEHUE TIOPTa C MOCIe1yIo-
II1M BKJIIOUYEHUEM M0CJIE UICTEUEHHUs] YCTAaHOBJIEHHOTO BPEMEHH.
JHaHHas pyHKUMA UCTIONB3YETCs NIPU MPEBBIIEHUM OTpaHUYeHuil storm-control u port-security,

oOHapyskeHuH retesib loopback detection 1 BKIJIIOUEHHOM Ha TopTe spanning-tree bpdu-guard.

1. Hacrtpoiika pyHkimu errdisable timeout:

Komannga Onucanne

errdisable timeout enable BxuiounTh (PyHKILIMIO aBTOMaTUYECKOTO BBIXO/1a IOpPTa
u3 pexuma errdisable 1o ucreueHumn 3aJaHHOTO

BPEMCHU.

errdisable timeout disable BeIKJIIOUMTD (PYHKLIMIO aBTOMATUYECKOTO BBIXO/1a IOPTa
u3 pexuma errdisable 1o ucteuyeHun 3aJaHHOTO
BpPEMEHHU.

Ecym npuMeHeHa 3Ta KOMaH/1a, BBIBECTH TIOPT U3
cocrostaus errdisable MOXXHO TOJIBKO € ITOMOIIBIO
komaHj shutdown u no shutdown.

! B pesicume 2n06anvHoll KoHDUuzypauuu

errdisable timeout interval YcraHoBUTD BpeMs (B CEKYH/IaX), IO UCTEUEHUU
<10-1000000> KOTOPOT0 MOPT aBTOMAaTUYECKH BBIIJIET U3 COCTOSHUS

errdisable. 3nauenue o ymomuanuio - 60 ceKkyHz.

! B pesicume 2no06anvHoti konguzypauuu

2. IIpocmoTp cocrosinus pyHkuuu errdisable timeout:

Komannga Onucanue

show errdisable details OrtoOpaxkenue coctosiHus errdisable timeout U BpeMeH!
OXUJAHWS TIepe]] MOJHSATUEM MTOPTa TOCe ero
cpabaThIBaHUS.

! B Admin pesicume

3. IIpocMOTp MOPTOB HAXOASAIIMXCS B cOCTOsIHUM errdisable:

Komanna Onucanme

show interface errdisable status OTtoOpaskeHue Bcex MOPTOB B HAXOJSAIIUXCS B
coctosiHuM errdisable v cOOBITHS IO KOTOPOMY MOPT

OBLT MEPEBEACH B JaHHOEC COCTOAHUE.

! B Admin pedcume
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9. HacTpoiika u3oiasmun noptoB (Port Isolation)

N3oasuus noptos (Port Isolation) - 3T0 He3aBucUMBIH (PYHKIIMOHAT, KOTOPbIH OrpaHUYUBAET
nepejavy MakeToB MeXy omnpejeeHHbIMU nopTaMu. HacTpoiika pyHKIIMOHAMAa CBOAUTCS K YKa3aHUIO

JBYX CIMCKOB UHTEP(ENCOB, MEk/ly KOTOPHIMU HEOOXOJMMO 3aTPeTUTh Nepeady Tpaduka.

9.1 Hacrpoiika U30JsI1HA OPTOB

CO3ILaHI/Ie I'pYIIIbl U30JIALIUA ITIOPTOB!:

Komannga Onucanue

isolate-traffic from <interface-list]> to | 3anpeTuts nepegaudy Tpacuka, MOJTyYEHHOTO C IOPTOB
<interface-list2> cnucka <interface-list1> Ha nopThl crincka

<interface-list2>.
no isolate-traffic from <interface-list1> | Paspemurs nepenauy tpacduka, Noay4eHHOro ¢ IOPTOB
to <interface-list2> cnucka <interface-list1> Ha nopThl criucka

<interface-list2>

! B pesicume 2n100a.16H01i KOHDUYpauuu

9.2 IIpuMepbl HACTPOUKHU U30JISIIIUHA IOPTOB

HacTpoiika uzosnsnuu moptoB gel-24 mexay codoii, HO He ¢ mopTamu ge25-28

Switch#configure terminal

Switch(config)#isolate-traffic from gel-24 to gel-24

HacTpoiika uzonsuuu Tpaduka nojryueHHOro ¢ nopra ge4 B CTOpOHy 1opra ges

Switch#configure terminal

Switch(config)#isolate-traffic from ge4 to geb
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10. Packet-capture

®dynkumoHan packet-capture mpeaHa3Ha4eH JJis NEpPeXBaTa MakeTOB, MPUXOISAIIMX Ha IMOPT, C
BO3MOXHOCTBIO 3anucu B ¢aiii. Peanuzyetcsi ¢ nomolnpio npaBuia policy-map, NpUMeHsIEMOro Ha MH-
Tepdeiice.

[Tocne 3amycka packet-capture MPOUCXOIUT 3axXBaT MEPBBIX 256 OaliT MmakeTa ¢ OrpaHUYECHUEM
ckopoctu B S0pps. I3MEHUTh 3TO OrpaHUYeHHE MOKHO MPUMEHUB KOMaHY:
cpu-rx-ratelimit protocol packet-capture <1-1200>

Jnst oToOpaxkeHus1 yCTaHOBJIEHHOTO OTpaHMYEHH ST UCTIONB3YeTCsl KOMaH/1a:

show cpu-rx protocol packet-capture

! Pexomenayercst youpath npasmio policy-map ¢ packet-capture ¢ mopra mocJjie HCHOJIL30BAHUS JUJISI

n36exanns JumHei narpy3kun Ha CPU kommyTartopa.

10.1 Hacrpoiika Packet-capture

1. YeranoBurts feiictBue packet-capture B policy-map 1 NpyMMeHUTb IPaBUJIO Ha OPT C KOTOPOTO

OyneT mepexBatbiBaThcs Tpaduk(cM. paznena Hactpoiika Policy-map).

! He pekomeHayeTcst Ncnob3oBanue pyHknuonaaa packet-capture ma moprax co BkiawodyeHHbIM MAB,

TaK KaK 3T0 MOKET NMPUBECTH K HeKoppeKTHoH padore MAB.

2. 3amyck 1 ocTaHOBKa packet-capture:

Komannga Onucanne

packet-capture start [file <filename> 3anycTuTh 3aXBaT NAKETOB C MOPTA.

[count <1-10000>] [proto {icmp | igmp | | domycTrMo prMeHeHre CIeIyIoInuX apryMEeHTOB:

tcp ludp larp lip | ip6}] | [ether]] | file <filename> - ums aiina, B KOTOpHIiA OymeT
[verbose] [timestamp] [proto {icmp | IIPOU3BOAUTHCS 3aNUCh. Paiiiibl COXpaHAITCA BO
igmp | tcp ludp | arp lip | ip6}] flash-mamatu kommyTtatopa. Ecim aprymenr file e

yKa3aH, TO BBIBOJ OYJIET OCYIIECTBISTHCS B KOHCOJb;
count <1-10000> - koMYECTBO ITAKETOB [UIA 3aXBara;
verbose - mogpoOHbIi BHIBOJ;

timestamp - BbIBOJ C yKa3aHUEM BPEMEHU;

ether - oro6paxats ethernet 3arojoBku;

proto {icmp | igmp | tcp | udp | arp l ip | ip6} -

(punbTpOBATH MAKETHI MO BHIOPAHHOMY MPOTOKOITY.

packet-capture stop OcTaHOBUTH 3aXBaT MAKETOB B PeKUME 3aMUCH B (ail.
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Komannaa Onucanue

Ctrl+C OcTaHOBUTH 3aXBaT MAKETOB B PEKMME BbIBO/IA B

KOHCO/JIb.

! B Admin pesicume

10.2 IIpumep HacTpoiiku u 3amycka packet-capture

Cuenapmii 1: [TepexBaT MMakeToB ¢ ONpeAesIeHHOro mac-ajipeca ¢ BBIBOJOM B KOHCOJIb.

Cozpate MAC ACL, 3a1aB HeoOXoAUMBIH mac-ajipec. B pexxume KoHpUryparyu KapThl KJIACCOB
HACTPOWTh KPUTEPHIA COOTBETCBUS NAaHHBIX KapTe KjaccoB Ha ocHoBe co3ganHoro MAC ACL. Cos-
JaTh KapTy MOJUTHK, 3a7aTh AeicTBUe packet-capture ajis class-map B policy-map, HazHauuth ganHoe
MPaBWJIO Ha MOPT U 3aMyCTUTh packet-capture ¢ yKazaHHEeM MPOTOKOJIA arp U apryMeHTOM verbose.

KoHnurypaums kommyTtaropa:

Switch#configure terminal
Switch(config)#access-1list 100 permit mac host 0027.19B0.71FF any
Switch(config)#class-map 100
Switch(config-cmap)#match access-group 100
Switch(config-cmap)#exit
Switch(config)#policy-map p100
Switch(config-pmap)#class 100
Switch(config-pmap-c)#packet-capture
Switch(config-pmap-c)#exit
Switch(config-pmap)#exit
Switch(config)#interface gel
Switch(config-if)#service-policy input p100
Switch(config-if)#exit

Switch#packet-capture start

Cuenapwuii 2: 3axsart u 3armuch B ¢aitn S00 makeTos.

Jis 3amucu mepexBavyeHHbIX MaKeToOB B (pailyl, HE0OOXOAUMO B pexuMe KOH(MUryparu KapThl
KJIACCOB HACTPOUTh KPUTEPUI COOTBETCTBUS vlan, npuMeHuUTh jaericTBue packet-capture nis class-map B
policy-map, Ha3HauUUTb JAHHOE MPABUJIO HA MOPT U 3allyCTUTh packet-capture ¢ ykazaHueM UMeHHU (paiiia
- dump.pcap 1 KoMYecTBOM TMakeToB i 3amucu - 500.

Kouurypanms kommyTtaropa:

Switch#configure terminal
Switch(config)#vlan 10
Switch(config)#class-map cl
Switch(config-cmap)#match vlan 10
Switch(config)#policy-map p1l
Switch(config-pmap)#class cl
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Switch(config-cmap)#exit
Switch(config-pmap-c)#packet-capture
Switch(config-pmap-c)#exit

Switch(config-pmap)#exit

Switch(config)#interface gel
Switch(config-if)#service-policy input pl
Switch(config-if)#exit

Switch#packet-capture start file dump.pcap count 500

Packet-capture
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11. LLDP

LLDP (Link Layer Discovery Protocol, 802.1ab) - npoTokon KaHaJabHOTO YPOBHSI, TO3BOJISIIO-
M KOMMYTATOpy OMOBelaTh 000py10BaHue, padoTalolee B JOKaJIbHON CETH, O CBOEM CYIIECTBOBAHUU
U Tiepe/iaBaTh €My CBOU XapaKTEPUCTHUKH, a TaKKe MOJy4yaTh OT HEro aHaJorn4Hble cBeaeHus. Kaxmgoe
ycrpoiictBo LLDP moxet otnpasisaTs uH(popManuio o cede coceisiM He3aBUCHUMO OT TOTO, OTIPABIISIET
M coce MHGpOpManMo o cebe. YCTpoicTBO XpaHUT MH(OPMAIMIO O COCeIsIX, HO HE MepeHarpaBiseT
e€. KommyTatop MoxeT nepeaBaTh U MPUHUMATh Takylo MH(popmanuio, kak: uMs nopra (Port name),
uaeHtupukarop nopra (PortID), annapartusiii anpec (ChassisID), anpec ynpasnenus (Management
address), onucanue noprta (PortDesc), onrcanue yctpoiicta (SysDesc).

[MonydeHnast uHpOpMaIKss MOXET OBITh 3arpolieHa ¢ nomomsio ctangapTHeix SNMP MIB u

ucnonb3oBatbcsi B NMS 11 c60pa MH(pOpMaLuK U TOCTPOEHUS TOTOJIOTUU CETH.

11.1 Koundwurypamus LLDP

1. Bkmounts pyHkimo LLDP u HacTpouTs cTaryc nopra:

Komannga Onucanne

set lldp enable {rxonly | txonly | txrx} Bximounts LLDP Ha nopTte 1 HaCTpOUTH CTaTyC.
rxonly - pa3perniaet Tojpko npuem LLDP coobmieHwmit;
txonly - paspemaer Tonpko otnpasky LLDP
COOOILIEHNIA;

tXrx - paspelaeT IpueM U OTIPaBKy OJHOBPEMEHHO.

set lldp disable Beikmounts LLDP Ha nopre.

! B pexcume KoHpueypayuu nopma

2. Hactpouts Taiimepsr:

Komannga Onucanne

set lldp timer msg-tx-interval Hactpouts unreppan ornpasku LLDP cooOiiennii B
<5-32768> CEeKYHJaxX.
Kondwurypaius no ymomyanuio - 30 ceKyH/I.

! B pexcume xonuzypavuu nopma

set lldp timer reinitDelay <value> 3agaTh MUHUMAJIbHBIA UHTEPBAJ BPEMEHH, B TEUEHUE
koroporo nopt LLDP oxunaer nepen noBropHoit
vHunmamm3anuei nepegaun LLDP.

<value> - 3nauenue or 1 o 10.

Kondwurypaius no ymosr4aHuio - 2 CEKyH/Ibl.

! B pesicume Kongbuzypayuu nopma
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Komannaa

Onucanue

set lldp timer tx-delay <seconds>

! B pesicume xongbuzypayuu nopma

3agaTh BpeMs B TEYEHUU KOTOPOTO KOMMYTAaTOp He
Oynet npuHuMaTh HOBble LLDP cooOrienust Ha mopte
I10CJIE TIOJTyYEHUS ITOCJIETHETO.

<seconds> - 3nauenue or 1 g0 8192.

Kondurypaiius no ymos4aHuio - 2 CEKyH/Ibl.

set lldp msg-tx-hold <seconds>

! B pesicume xongbueypayuu nopma

Hactpoutsb konuyecTBO UHTEPBAJIOB tx-interval - Bpems
*U3HU nH(popmauuu o cocege LLDP ¢ momeHnTa
MIOCJIEJHETO OOHOBJICHUS.

<seconds> - 3uauenue ot 2 no 10.

Kondwurypanus no ymonyanuio - 4.

3.Hactpouts nepenaBaemsie TLV:

Komanna

Onucanune

set lldp system-name <name>

unset lldp system-name

! B pesicume 2n06anvHoil KoHuzypauuu

SaHaTb HUMA CUCTEMBI, KOTOPOEC 6yzxeT NnepeaaBaTbCA B

LLDP TLV B kauectBe system-name.

BepHyTb 3HaueHMe 110 ymMoI4aHUIo - hostname.

set lldp system-description <text>

unset lldp system-description

! B pesicume 2no6anvroli konguzypayuu

3amaTh OMKMCaHUe CUCTEMBI, KOTOpOe OyIeT
nepenasarbesa B LLDP TLV B kauecTse

system-description.

BepHyTb 3HaUEHME IO YMOITYAHHUIO.

Ildp tlv [chassis-id]
[ieee-8021-org-specific]
[ieee-8023-org-specific]
[management-address] [port-description]
[port-id] [system-capabilities]

[system-description] [system-name] [ttl]

3anate LLDP TLV oTtnpasisiemMble ONMIUOHAIBHO.
chassis-id - unenTudukarop maccu;
ieee-8021-org-specific - IEEE 802.1 Organizationally
Specific TLV;

ieee-8023-org-specific - IEEE 802.3 Organizationally
Specific TLV;

management-address - ynpasisionmi aapec;
port-description - ornicanue nopra;

port-id - uneHTH(UKATOpP OPTAa;
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Komannaa

Onucanue

system-capabilities - Bo3MOXXHOCTH ycTpOIiCTBa;
system-description - onrcaHue KOMMyTaTopa;
system-name - umsi kommyTaTtopa (hostname);

ttl - mpeanrcanHOE BpeMs KU3HMU.

Ildp tlv unset [ieee-8021-org-specific]
[ieee-8023-org-specific]
[management-address] [port-description]
[system-capabilities]
[

system-description] [system-name]

! B pexcume xonuzypavuu nopma

OTKJIIOYUTH OIIINMOHAJIBHBIC tlv.

set lldp management-address-tlv

{ip-address | mac-address}

! B pexcume KoHuzypayuu nopma

BriOpate Tun agpeca (ip wiv mac), nepejaBaeMoro B
management-address TLV.

[To ymomuanuio ucnosnb3yercs tan ajapeca IP.

set lldp locally-assigned <name>

unset lldp locally-assigned

! B pesicume xongbueypayuu nopma

YcTaHOBUTH JIOKaJIbHOE UMS /1J1s1 UHTep(eiica.

VYnamute umsa uHTepgdeiica.

Ildp port-id-tlv {if-name | ip-address |

local | mac-address}

! B pesicume kongbuzypayuu nopma

BriOpath 1aHHBIE /17151 Iepeauu B KauecTse port-id-tlv.

lldp chassis-id-tlv {if-name | ip-address |

local | mac-address }

! B pexcume koHgueypauuu nopma

BbI6paTb HaHHbIC IJIA M€peladi B Ka4YE€CTBE

chassis-id-tlv.

4. HactpouTh TabymIly coceeit:

Komanga

Onucanune

set lldp too-many-neighbors limit
<1-65535> discard {exiting-info
<mac-address> | received-info} timer
<1-65535>

3ajarth efcTBUE MPY NOTyYeHUH MHDOPMAIIH OT
HOBOTO COCe/Ia TP MPEBBIIIEHUN MAaKCUMAJIbHOTO YMCJIa
<1-65535> coceneii.

discard exiting-info - mac agpec cocena ast OTMEHBI

OrpaHUYCHU;
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Komannaa Onucanue

discard received-info - He 3anuchBaTH MHPOPMALIKIO O

HOBOM cocejie (110 YMOTYaHUIO).

set lldp too-many-neighbors limit OTMEHHUTh YCTAaHOBJIEHHOE JIEHCTBUE.
disable

! B pesicume xongbueypayuu nopma

5. BeiBog MH(popMaIyu 1 oTIagKa:

Komanna Onucanne

show lldp port <ifname> BriBecTr cymMapHy1o HH(pOpMAaLIMIO 0 KOH(PUTypauu
LLDP Ha nopte u ero cocegsx.

<ifname> - ums unrepdeiica.

! B Admin pesicume

show lldp neighbors brief BeiBecTr KpaTKkyto nH(pOpMAIIKIO 110 BCEM MOpPTaM, Ijie

ectb LLDP-cocenn.

! B Admin peaicume

11.2 IIpumep xkoncdpurypauuu LLDP

JIBa KOMMYyTaTOpa COeJMHEHB! ApPYyr C APYrom oAHuM JuHKOM. ITopT kommyTtatopa Switch B
HacTpoeH TosbKo 71 nonydenusi LLDP coobmiennit. [Topt kommyTaropa Switch A nomken nepenaBathb
uH(pOpMAaIMIO 00 ONMMCAHUU NTOPTA M BO3MOKHOCTSIX CUCTEMBI.

Kondurypanus koMmmyTatopoB OyzieT BEIISAETh CIESAYIOMUM 00pa3oM:

Kondurypauus kommyTaropa Switch A:

SwitchA(config)#interface ge4

SwitchA(config)#set 1ldp enable txrx

SwitchA(config-if)#11ldp tlv system-capabilities port-description
SwitchA(config-if)#exit

Kongurypanusa kommyrtatopa Switch B:

SwitchB(config)#interface gel
SwitchB(config-if)#set 1ldp enable rxonly

SwitchB(config-if)#exit
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12. Loopback detection

Iletsss kommyTamuu (loopback) - coctosiHue B ceTu, mpu KOTOPOM KOMMYTATOp MPUHUMAET
KaJpbl, OTIIPaBJeHHbIE UM ke. [Ipu moiyuyeHun Kajpa BIEpBble, KOMMYTAaTOp J0OaBIIseT Mak-ajapeca
MCTOYHHKA B TaOJIMILy, CO3/1aBasi COOTBETCTBHE C TEM MOPTOM, Ha KOTOPOM ObLI noimydeH kaap. Crenyio-
I KaJIp C JaHHBIM MaK-aJIpecoM ToJrydyartesis Oy/ieT OTIpaBJieH B Ha IOPT B COOTBETCTBUY C TAOJHIIEH.
Korna MAC-agpec UCTOYHHKA YK€ U3yYeH KOMMYTaTOpoM, HO Kaap TeM ke MAC-agpecoM mnosyyeH
yepe3 Jpyroil mopT, KOMMYyTaTop MeHseT cooTrBeTcTBUe 11t MAC-agpeca B Tabiauue. B pesynbrate,
€CJIM Ha TIOpTe CYIIECTBYET MeTJIs, U3-3a HAIMYUS IUPOKOBEIIATEIbHBIX 1 MHOTOAJPECHBIX KaJPOB MO-
KET MPOU30MTH HE TOJBKO JIABUHHBIA POCT KOJMYECTBA TaKUX KajapoB - Bce MAC-aapeca B npejenax
BTOporo ypoBHsI(L2) cermenTa cetn OyayT M3ydeHBl Ha MOPTE C METJIeH, YTO BBI3OBET MOTEpIo pado-
TOCHOCOOHOCTU ceTH. V30exaTh BOBHUKHOBEHUS MeTesb KommyTauuu nomoxeT ¢pyHkuus Loopback
detection. C e€ nmomoIpio NOpT ¢ neTieil OyaeT aBToMaTHYeCKH 3a0JI0KMPOBaH - NIepeBe/ieH B CTaTyC
errdisable, a KOMMyTaTOp MOXET MOCaTh yBegoMmiieHue B Syslog 7151 CBOEBPEMEHHOTO OOHApY KEeHUsI

NeTJIM aIMUHUCTPATOPOM.

12.1 Kondurypamusa Loopback detection

1. Hactpouts loopback-detection:

Komanjga Onucanue

loopback-detection interval-time 3anmare uaTepBa oTnipaBku BPDU, B cekyHaax.
<3-300>

! B pesicume 2n06anvHoti Konguzypauuu

2. Bkmounts ¢gyHkimio Loopback detection:

Komannga Onncanne
loopback-detection enable Brxumounts dpyHkuumio loopback-detection Ha
uHTepdeiice.
no loopback-detection enable Beikmounts pyHkmio loopback-detection Ha
uHTepderice.
! B pesicume xongbueypayuu nopma

3. OTo6pa3uTh MHGOPMALIUIO O KOH(MUTYpAIH U OTIAJ0UYHYI0 HH(POPMAITHIO:

Komanna Onucanne

show loopback-detection [TpocmoTp nHpOopMaK 0 KOH(UTypaIK U CUETUYMKA
OOHapy KeHHs NeTJIH.

! B Admin pesicume
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4. O4yucTa CYETYMKA:

Komanna Onucanne

loopback-detection reset-counters OuncTKa cueTynKa OOHAPYKEHUS TETIIH.

! B pedscume 2n06anvHoli KoHpuzypayuu

12.2 IIpumep xkoudpurypanuu Loopback detection

YToObI 3AIIUTUTD CETh OT MOCJEICTBUI BOSHUKHOBEHHS NET/IM KOMMY TAllMH M3-32 OLIMOKHU MOJTb-
30BaTesisl, HSMCIPABHOCTH JIMHUY WIIM 000PY/I0BaHHMSI, TOJKTIOUEHHBIX K TIOPTY gel KoMMyTaTopa, Heoo-
XOAMMO HacTpouTh (pyHKLMIO loopback-detection.

Kondurypanus kommyTtaropa OyJeT BBITIAAETD CJIeTyIONM 00pa3oM:

switch#configure
switch(config)#loopback-detection interval-time 10
switch(config)#errdisable timeout interval 600
switch(config)#interface gel

switch(config-if)#loopback-detection enable

12.3 Pemenue npo6.Jiem ¢ kondgurypamnuen Loopback detection

* VY6enurech, uTOo 000pyAOBaHUE, MOJKIIIOUEHHOE K MHTepdeiicy ¢ loopback detection, mpo-
3pauHo npomnyckaeT Loopback-detection BPDU, nnaue ¢yHkuus He OyzieT paboTats;

* Pexomenpayercs ucnonb3oBath Loopback-detection TobKO Ha MOpTax B CTOPOHY HEKOH-
TPOJIMPYEMOTO y4acTKa ceTH (IIOPTHI I0CTYIa, CETMEHTHI ¢ HeYNpaBJIieMbIMU KOMMYTAaTOPaMH);

» He pekomenpayercs ucnonb3oBaTh loopback-detection Ha oqHOM nopTte ¢ mpotokosamu STP,

TaK Kak 3TO MOXET MOBJIeYb 32 c000i1 HekoppeKTHYI0 padoty STP nmm Loopback-detection.
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13. LACP u arperanusi nopToB

ArperupoBaHue IOPTOB - 3TO NpoLecc 0ObeANHEHNsI HECKOJIbKUX MOPTOB C OJIMHAKOBON KOH-
urypanmeii 111 UCHOIL30BAHUSA UX JIOTMUECKU B KauecTBe oiHOro pusmnueckoro nopra Port-Channel
(cM. puc. 4 LACP), uyTo 103BOJISIET CYMMUPOBATh [10JIOCY ITPONYCKAHUS B OAHOM JIOTMYECKOM JIMHKE U UC-
MOJIb30BaTh pe3epBrupoBanHue. [liist arperaiuu mopTos Ha kommyTaTopax SNR ucnonssyercs Port-Group,
KOTOPBII I0JKEH OBITh CO3/1aH U 100aBJIeH Ha MOPTHI A7 pabOTH MX Kak 4acTbk ogHoro Port-Channel.

Js co3anHus U KOPPEKTHOM padoThl, puznyeckue noptsl uHTepdeiica Port-Channel nomkHsl
padotath B ayruiekcHoM pexume (full-duplex) 1 umeTh OAMHAKOBYIO KOH(UTYPAIHIO.

[Tocne oObeauHeHNsT (PU3MUECKIE TIOPTHl MOTYT KOH(PUTYPUPOBATHCS OHOBPEMEHHO KaK OIMH
noruyeckuit uaTepgeiic Port-channel. Cucrema aBTOMaTn4ecky yCTaHOBUT NOPT ¢ HAMMEHBIIUM HOMeE-
poM B kauecTBe Master port. Eciin Ha kKoMMyTaTope BKII04YeH (byHKIMOHaI spanning tree protocol (STP),
to STP Oynet paccmatpuBathk Port-Channel kak sormueckuii mopt u oTnpasisath Kajapsl BPDU yepes
Master port.

KommyTaTop mo3BossieT 00bequHATh (PU3NUECKHE MOPTHI JIOOBIX IByX KOMMYTAaTOpOB, CYIIle-
CTBYET OrpaHUYEHME Ha MAKCUMAaJbHOE YMCJIO Ipynn - 14, 1 MakCMMajbHOE YMCIIO MOPTOB B KaX10M

rpymme - 8.

SwitchB

_eefr-=--}--.| Port-Group

x %
I
i .

SwitchA

Puc. 4: LACP

13.1 CraTuyeckoe arpernpoBaHme

CraTtrueckoe arperupoBaHue MPOU3BOIUTCS My TEM PYyYHOT0 KOH(UTYpUPOBaHUS TIOJIb30BaTEIEM
1 He TpeOyeT ucrnosb3oBaHus poTtokoia LACP. I1pu KoHGUTyprupOBaHUH CTATUYECKOTO arperupoBaHusI

UCTIONb3YyeTCs pexuM “‘static-channel-group” s no6asnaenus nopra B Channel-Group.
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13.2 Iunamu4veckoe arperupoBanue LACP

LACP (Link Aggregation Control Protocol) - npoTokos arperupoBaHusi KaHaJIOB, ONIMCAHHBIA
B ctarmapre IEEE 802.3ad. LACP wucnonszyer LACPDU coobmenust aisa ooMeHa nHpOpManyei ¢
cocelHeN CTOPOHOM.

ITocne Bkmouenusa LACP noprt nocsutaer LACPDU, yBegoMiisisi OTBETHYI0 CTOPOHY O IIPUOPU-
tete ¥ MAC azspece cucteMsl, IPUOPUTETE U aApece NopTa U Kioue onepaiuu. Korga oTBeTHsI nopt
MoJTy4aeT 3Ty MH(GOpPMalMIio, OH CpaBHUBAET €€ ¢ MH(opMaIiel O CBOUX MOPTaX, HACTPOEHHBIX Ha arpe-
raiuio. Takum 06pa3oM 06e CTOPOHBI JOCTUTAIOT COMVIAIIEHUS O BKIIOUYEHUH WM UCKJIIOYEHHUH TTOpTa U3
JUHAMUYECKOH I'PyIIIbl arperalyu.

B nuHamMuueckoii rpyrimne arperamyu nopThl UIMEIOT 2 cTaTyca - BblOpaHHbIi (selected) u B oxuaa-
Huu (standby). [TopTel MoryT nocsutath 1 npuarMath LACPDU Haxopsich B I0OOM cTaTyce, HO B CTaTyce
standby mopt He MOXET NepeJaBaTh JaHHBIE.

IlockombKy cyliecTByeT OrpaHMYEHHE Ha KOJIMYECTBO MOPTOB B IPYIIE, €CIM TEKYLIEE YUCIIO
YWIEHOB arperalyuu MpeBbllIaeT 3TO OrPaHNYEHUE, KOMMYTATOP COITIACOBBIBAET CTATYyC MOPTA C IPYroi
cTopoHO#1 Ha ocHoBaHuu port ID. CortacoBaHue MPOUCXOAUT CIIETYIOIIAM 00pa3oM:

1. CpaBnenue ID yctporictB (mpuoputet cucteMbol + MAC-aapec cuctemsl). Eciiv npuopuret
YCTPOMCTB 0iMHAKOB - cpaBHUBaloTcsl MAC-azpeca yctpoiicTB. HaumeHbmnii Homep OyneT UMeTh Hau-
BBICILIAN [IPUOPUTET;

2. CpasHenue ID nopros (mpuopurer nopra + uaeHTUduUKaTop nopra). [Ias kaxaoro nopra Ha
CTOPOHE YCTPOHCTBA C HAWBBICIIAM IPUOPUTETOM CHUCTEMBI CPAaBHUBAIOTCS MPUOPUTETHI MOPTOB. Ecim
IIPUOPUTETHI OJUHAKOBBIE - cpaBHUBAOTCA ID nmopros. IIopT ¢ HauMeHbIIMM UIEHTU(PUKATOPOM NOPTa
CTaHOBUTCs BHIOpaHHbIM (selected), a ocTanbHbIe - B pexkuM oxuganus (standby).

3. B nanHoii Port-Group nopT ¢ HaumMeHbIIMM UAEHTU(PUKATOPOM U cTaTycoM standby craHOBUTCSA

MacTep-nopToM. [Ipyrue noptel co ctatycoMm selected cTaHOBATCS Yl€HAMM IPYIIIIHI.

13.3 Kondwurypamnus arperanuu nopToB

1. Jo6aBute nopt B Port-Group s arperauuu, BHIOpaTh pexuMm:

Komanna Onucanme
channel-group <port-group-number> Jo6aButhb ganHbIi OpT B Port-Group u BEIOpaTh pexum
mode {active | passive} arperaiuu.

active - mopt Oynet nmoceuiath coodmenuss LACPDU
HE3aBUCUMO OT BTOPOU CTOPOHBI;
passive - nopt 6yner oxuaars nonydenuss LACPDU ot

OTBETHOI CTOPOHBI.
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Komannaa

Onucanue

no channel-group

! B pesicume xongbueypayuu nopma

VYnamuts nopt u3 Port-Group.

static-channel-group

<port-group-number>

no static-channel-group

! B pesicume kongbueypayuu nopma

Jo6aBuTth ganHblii nopt B Port-Group ¢ pexxumom

CTAaTUYECKOU arperamnuu.

VYnamuts nopt u3 Port-Group.

2. Boiitu B pexum koHdurypauuu Port-Channel:

Komannga

Onucanue

interface po <port-channel-number>

! B pesicume 2n06anvhHoti KoHbuzypauuu

Boiitu B pexum koHpurypanuu Port-Channel.
<port-channel-number> - cooTBeTcTBYET

<port-group-number> co3znanHoii Port-Group.

3. Boiitu B pexkum KoHpurypaumu Static-Port-Channel:

Komanna

Onucanne

interface sa <port-channel-number>

! B pesicume 2n06anrvHot KOHDUYpauuu

Boiitu B pexum koHdurypauuu Static-Port-Channel.
<port-channel-number> - cooTBeTcTBYET

<port-group-number> co3nanHoii Port-Group.

4. BeiOpaTh MeTon1 6alaHCUPOBKU TpaduKa:

Komannga

Onucanue

port-channel load-balance {dst-ip |
dst-mac | dst-port | src-dst-ip | src-dst-mac
| src-dst-port | src-ip | src-mac | src-port}

no port-channel load-balance

! B pesicume 2n06anvHoti Konguzypauuu

Beibpath MeTon 6anaHcUpoBKY TpaduKa sl BCeX
Port-Channel.

BepHyTh MeTOA IO yMOJYAHUIO - src-dst-mac.
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5. 3apats npuoputeT cuctemsl 1 LACP:

Komannga

Onucanune

lacp system-priority <system-priority>

no lacp system-priority

! B pesicume 2n06anvhoii KoHbuzypauuu

3anate npuopuret cucteMsl 111 LACP.

BepnyTb nnpriopureT no ymosnyanuio - 32768.

6. 3agaTte npuopuret nopra Ay LACP:

Komanna

Onucaunmne

lacp port-priority <port-priority>

no lacp port-priority

! B pesicume Kongbueypayuu nopma

3apate npuoputet noprta s LACP.

BepHyTb npriopuTeT 1o ymonyanuio - 32768.

7. 3apath pexuM TaiiM-ayta ayis LACP:

Komannga

Onucanne

lacp timeout {short | long}

no lacp timeout

! B pexcume koHgpueypauyuu nopma

BriOpats pexum Taiimayta nopra ans LACP.

BepHyTb pexum 1o ymoayaHuio - long.

8. ITpocmoTp uHpOpMaIIIU:

Komanna

Onucanue

show etherchannel

<channel-group-num>

! B Admin pesicume

[TpocMoTp nHpopManmu o 3agaHHoi channel-group.

show etherchannel detail

[<channel-group-num>]

! B Admin pesicume

[TpocmoTp aeTabHOM MH(pOPMAIIUK O COCTOSIHUU U
KoHwuUrypaiuu Bcex channel-group Ha KoMMyTaTope

WM Ha KOHKpeTHOM channel-group.

show etherchannel summary

! B Admin pesicume

[IpocmoTtp cymmapHoil uHGpOpMAaIIMK O COCTOSIHUN

channel-group Ha komMmmyTaTope.

LACP u arperanus noptoB
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Komannaa Onucanue

show etherchannel load-balance [IpocmoTp unpopmanmu o koHpurypauuu load-balance.

! B Admin pesicume

show lacp sys-id [Tpocmotp LACP sys-id.

! B Admin pedcume

show lacp-counter IIpocmortp cuetunkoB LACP.

<channel-group-num>

! B Admin pesicume

13.4 IIpumep xoncurypanyu arperanum nopTos

Cuenapuii 1: LACP.

KommyTtaropsr Switch A u Switch B coeauHensl Mexly coOOi ¢ TOMOIIBIO 4-X JIMHUIA: TIOPTHI
gel-ged4 kommyTtatopa Switch A noGaryeHs! B channel-group 1 B pexume active, moptel ge7-ge10 xom-
myTtatopa Switch B nmo6asnenst B channel-group 2 B pexume passive. B pesynbrate kKoHpUrypamm u
cornacoBanuii LACP nopter gel-ge4 kommyTtaTopa Switch A Oynyt oObeauHensl B untepdeiic “Port-
Channell”, anopts ge7-ge 10 kommyTtaTopa Switch B 6yayT oobeaunens! B untepgdeiic “Port-Channel2”.

Kondurypanus Oyaer BHIJISAACTh CIEIYOIMNAM 00pa3oM:
Switch A

SwitchA#configure terminal
SwitchA(config)#interface gel-4

SwitchA(config-if)#channel-group 1 mode active

Switch B

SwitchB#configure terminal

SwitchB(config)#interface ge7-10

SwitchB(config-if)#channel-group 2 mode passive

Cuenapwii 2: PyyHoe arperupoBaHue OpTOB.

KommyTratopel Switch A u Switch B coeaunensl mexay co0oii ¢ OMOIIbIO 4-X JIMHUIA: TOPTHI
gel - ged4 xommyraTopa Switch A noGaBieHsl B static-channel-group 1, moptsl gel - ge4 komMmyTaropa
Switch B no6asnensl B static-channel-group 2.

Switch A

SwitchA#configure terminal
SwitchA(config)#interface gel-4
SwitchA(config-if)#static-channel-group 1
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Switch B

SwitchB#configure terminal

SwitchB(config)#interface ge7-10

SwitchB(config-if)#static-channel-group 2

B pe3ynbTaTe BBIIOJIHEHU I KOH(DUTY palliyl OIMCaHHOM BblIlle, TOPTHI 1o0aBisioTcs B Port-Channel

cpasy, KaK TOJIbKO BhIMoHseTcss komanaa. Oomen LACPDU He TpeOyeTcs.

13.5 Pemenue npo6semM npu KoH(Urypanum arperamumn
NOPTOB

VYb6enurech, 4TO Bce MOPTHI B IPyIIe UMEIOT OJMHAKOBYIO KOH(UTYpALHIO, UCIIONb3YIOTCS B pe-

KUME IMOJIHOT'O AYIUIEKCA U UMCIOT OJUHAKOBYIO CKOPOCTb.
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14. Hactpoiika MTU

MTU (Maximal Transmition Unit) o3HayaeT MakcUMaJIbHbI{ pa3Mep Kajapa JaHHbIX, KOTOPBIA
MoXxeT ObITh nepefaH 6e3 pparmentanuu. [To ymomyanmio MTU Ha usuueckux unrepgeiicax 12270
0aiT, a Ha vlan uaTepdeiicax - 1500 Gaiit. CymecTByeT BOZMOXHOCTh pa3pelieHust paboThl ¢ KaJpaMu

naHHbIX 1501-12270 6aiiT s kaxaoro uHtepderica.

14.1 Koundwurypamusa MTU

Komannga Onucanne

mtu [<value>] 3apate MakcuMasbHblil pasmep MTU nakeTos B
mranazone 1500-12270 6aiit, npuHUMaeMbIx/

OTIIPABJIACMBIX KOMMYTAaTOPOM.

no mtu Komanja no BoccTaHaB/IMBaeT 3HaUSHUE 110

YMOJIYaHUIO.

! B pexcume xonuzypavuu nopma
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15. VLAN

VLAN (Virtual Local Area Network) - 310 TexHoNOTHSI, TIO3BOJISIOMAs OOBEAUHATD YCTPOUA-

CTBA B CETH B CEIrMEHTHI Ha OCHOBE (DYHKIIMH, IPUIOKEHUI WK TpeOOBaHUi ynpaBieHus. BuptyanbHble

CErMEHTHl MOT'YT (POPMUPOBATHCS B HE3ABUCUMOCTH OT (PU3UUYECKOT0 PACIONOKeHUs ycTpoiicTB. VLAN

MMEIOT Te K€ CBOKCTBA, uTo U ¢usmueckue LAN, 3a uckmouennem toro, yto VLAN npencrasiser

co0oii Jjormueckoe oObeIMHeHNe, a He ¢usmdeckoe. [Toaromy Bo VLAN MOXHO 0ObeAMHSTH YCTPOM-

CTBa, HE3aBUCUMO OT TOro, ra€¢ OHM HaxXogATCA q)I/ISI/I‘{CCKI/I, a IJ.IPIpOI(OBCLH&TﬁHLHbeI, MHOTI' OaleCCHbIﬁ n

ogHoaapecHslil Tpapuk B onHoM VLAN orgenen ot apyrux VLAN.

Crannapt IEEE 802.1Q onpenenser npouenypy nepegauu tpadpuka VLAN.

OcHoBHAas nacAa TEXHOJIOInn VLAN 3akmodgaeTcs B TOM, 4YTO OoJIbIIIas JOKaJbHAS CETh MOXET

OBITh AVMHAMHUYECKHU pa3Ji€JICHA Ha OTACJIbHBIC MIUPOKOBCIIATCIIbHbIC O6J'IaCTI/I, YAOBJICTBOPAOIIHNE Pa3-

JIMYHBIM TpeOoBaHuAM, Kaxablii VLAN npeactapiseT co0oii OTeIbHBIN HIMPOKOBEUIATE IbHBIA JOMEH.

Switch

Puc. 5: Jlornueckoe pazuenenvie cetu Ha VLAN

bnaropaps atum pynkuusam texnonoruss VLAN npegoctapiisieT ciieyionyie BO3MOKHOCTH:

* [loBbllIeHNE TPOU3BOAUTEILHOCTHU CETH;

» CoxpaHeHUe CEeTEeBbIX PECYPCOB;

® OHTI/IMI/I38.I_[I/I$I CETEBOI'O YIIPABJICHUS;

¢ CHUXEHHE CTOMMOCTH CETH;

¢ [ToBbllieHKE OE30IIACHOCTH CETH.

15.1 Port-based VLAN

Ethernet-nmopt koMmMmyTaTopa MoxeT padboTaTh B Tpex pexumax: Access, Trunk u Hybrid, kaxapiit

PEKUM UMEET pas3JIMuHbIiA MeTo 0OpabOTKH MpU Mepeave KaJpoB ¢ TEroM WK Oe3.

VLAN
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[TopT B pexume Access OTHOCUTCS TONbKO K oqHOMY VLAN, 0OBIYHO MCHONB3YEeTCs AJIs TOJI-

KJIIOUEHUS] KOHEYHBIX YCTPOWCTB, TaKUX Kak MepcoHasbHblil kKomnbioTep win WI-FI mapipytusaTop B

KBapTHpe Wi ouce.

ITopt B pexume Trunk otHocutrcsa Kk HeckonbkuM VLAN u MoXeT NMpUHUMAaTh U OTHPABIIATH

KaJIpbl OTHOBpeMeHHO B HeCKOJIbKUX VLAN. OOBYHO UCTIONB3YETCS IJIsl COSAMHEHUSI KOMMYTaTOPOB.

[Topt B pexxume Hybrid, Tak ke kak u Trunk, otHOcuTCA K HeckonmbkuM VLAN u MoxeT npu-

HUMAaTh U OTIIPABJIATH KaApbl OJHOBPEMCHHO B HECKOJIbKUX VLAN. MoXeT HCITOIb30BaThCS Kak HJIA

NOAKIIIOYCHU A IIEPCOHAIIbHBIX KOMIIBIOTEPOB, TAK U JJII COCAUHCHUA KOMMYTAaTOPOB.

Ethernet-noptsl B pexxumax Hybrid u Trunk moryT npuHumarth 1aHHbIE OJHUM, HO OTIIPABJISIIOT

pasHeME criocodbamu: Hybrid mopT MoxeT oTIpaBisiTh HakeThl B HeCKOJIbKUX VLAN B HeTerHpOBaHHOM

BUAC, B TO BPEMSA KaK Trunk moxert OTIIPABJIATDH Tpa(bI/IK B HeckonmbkuX VLAN TOIBKO C TEroM, 3a

uckiouenrem native VLAN.

15.1.1 Koundgurypamus Port-based VLAN

1. Co3znanue u ynanenue VLAN:

Komannga

Onucanune

vlan <vlan-range>

no vlan <vlan-range>

! B pesicume 2n06anvhoii Kongbuzypauuu

Co3zpganue onHoro wim rpymmsl VLAN.

Vnanenue ognoro wm rpynnsl VLAN.

2. Kondurypanusa VLAN:

Komannga

Onucanune

vlan database

! B pedicume 2206a1bH01 KOHDUYpayuu

Bxon B pexum koHdurypanuu vlan database.

vlan <vlan-id>

no vlan <vlan-id>

! B peaicume xongpueypayuu vlan database

Cozganne VLAN ¢ HomepoMm <vlan-id>.

Vnanenne VLAN ¢ Homepom <vlan-id>.

vlan <vlan-id> name <vlan-name>

! B pescume xongpuzypauuu VLAN database

Haznauenne umenun VLAN.

VLAN
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3. BriGop Tuma nmopra KOMMyTaTopa:

Komannga

Onucanue

switchport mode {trunk [allow-null] |

access | hybrid}

! B pexcume koHguzypauuu nopma

YcranoBka Tekyuiero nopta B pexum Trunk, Access
v Hybrid.

trunk* - nepesectu nopt B pexum Trunk u pazpemuTsb
Bce VLAN Ha nopTe, ecjiv CIHCOK pa3pelieHHbIX
VLAN He yka3sah;

trunk allow-null - yctanoButs 3anpet Bcex VLAN Ha
nopte, kpome native VLAN;

access - IEPEeBECTH MOPT B PEKUM aCCESS C YCTAHOBKOM
default VLAN (vlan 1).

hybrid - nepesectu nopt B pexxum hybrid ¢ ycTaHoBKO#
3amnpeta Bcex VLAN, kpome native VLAN.

* B gepcuu nudce 1.7.0 komanoa switchport mode trunk
3anpewiaem éce VLAN Ha nopme, ecau cnucok

paspeuternvix VLAN He yxa3aH.

4. Hactpoiika nopra B pexume Trunk:

Komannga

Onucanue

switchport trunk allowed vlan {<vlan>
| all | add <vlan_list> | except

<vlan_list> | remove <vlan_list> | none }

no switchport trunk

! B pexcume xonuzypavuu nopma

Hacrpoiika cniucka pa3spemenabix VLAN Ha nopre.
<vlan> - 3aiatb cnucok paspeinieHHbix VLAN;

all - paspemmts Bce VLAN Ha nopre;

add - no6aButh ykazanusie VLAN K CITUCKY
pa3pelleHHbIX;

except - 3arpeTuTh yKkazanHele VLAN Ha nopre;
remove - ynanuTh ykazanaele VLAN u3 cniucka
pa3peIleHHBIX;

none - 3anpetuth Bce VLAN Ha nopre.

BepHyTb 3HaueHME MO yMOITYaHUIO Ha Access.

switchport trunk native vlan <vlan-id>

no switchport trunk native vlan

! B pesicume Kongbuzypayuu nopma

VYcranoButh VLAN 1151 HETErupOBaHHBIX IMAKETOB

(PVID) nnsa untepdeiica.

BepnyTb 3HaueHue no ymomuanuio (VLAN 1).
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5. Hactpoiika nopta B pexxume Access:

Komannga

Onucanue

switchport access vlan <vlan-id>

! B pexcume KoHuzypayuu nopma

Hob6asuts Tekymuii mopt B VLAN <vlan-id>

6. Hacrtpoiika nopra B pexume Hybrid:

Komanna

Onucaunmne

switchport hybrid allowed vlan
{<vlan> {tag | untag} | add <vlan_list>
{tag | untag} | except <vlan_list> |
remove <vlan_list> | none }

no switchport hybrid

! B pexcume xonguzypavuu nopma

Hacrpoiika cnucka paspemennsix VLAN Ha nopte B
Hybrid pexume.

<vlan> - 3a1a1b cnucok pa3penieHHbix VLAN;

add - no6aButh ykazanusle VLAN K criucky
pa3pelIeHHBIX;

except - 3anpetuth ykazanHble VLAN Ha nopre;
remove - ynaiauth ykasanHsle VLAN u3 criucka
pa3pelIeHHBbIX;

none - 3arnpetuts Bce VLAN Ha nopre;

tag - otnipaBiATh MakeThl ¢ Terom VLAN;

untag - caumats Ter VLAN npu oTnpaBke nakera.

BepHyTb 3HaueHME MO yMOIMYaHUIO Ha Access.

switchport hybrid native vlan <vlan-id>

! B pedscume xonguzypavuu nopma

YcranoBka PVID nis untepdeiica.

7. 3anpeT rnpreMa HeTErMpOBaHHOTO

Tpacduka Ha noprax B pexume Trunk u Hybrid:

Komannga

Onucanue

switchport discard packet untag

no switchport discard packet untag

! B pexcume xonguzypavuu nopma

Pa?:peH_II/ITI) IMPUEM TOJIbKO TETUPOBAHHBIX ITAKCTOB.

Paszpemnts npuem Bcex MakeToB.

15.1.2 IIpumep xkondurypamuu VLAN

IIpencraBnenHas, Ha pucyHke 6, cetb paszaeneHa Ha 3 VLAN (VLAN2, VLAN100, VLAN200)

T0 UCTIONB3YEeMbIM NIPUJIOKEHHM, a TaKxke 1o coobpaxeHusM Oe3onacHOCTH. ITu VLAN pacnosioxeHbl
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B pa3HbIX JoKamuax: A u B. Kaxaplii U3 JByX KOMMYTaTOpOB pasMEIIEeH B CBOEH JIOKAMU. YCTPOW-
CTBa B Pa3HBIX JIOKAIMAX MOTYT OBITh OOBEAMHEHBI BUPTYAIbHYIO JIOKAJIBHYIO CETh, €M Tpaduk Oyaer
nepejaBaTbCs Mexkay KoMmMmyTaTopamu A u B.

Coeaunute NopTH B pexknuMe trunk Ha KoMMyTaTtopax A u B apyr ¢ 1pyrom, Noak/II0uMTe OCTalb-

HBIC CETEBLIC yCTpOﬁCTBa K COOTBETCTBYIOIIMM IMOPTaM.

LAN100

’
B

.": Workstation Workstation"-,

".‘ Workstation Workstation’.

.. VLAN100 .~

Puc. 6: Tornosnorus g npumepa Hactpoiiku VLAN

Switch A:
Switch(config)#vlan 2,100,200
Switch(config)#interface ge2-4

Switch(config-if)#switchport access vlan 2
Switch(config-if)#interface geb5-7
Switch(config-if)#switchport access vlan 100
Switch(config-if)#interface ge8-10
Switch(config-if)#switchport access vlan 200
Switch(config-if)#interface gell
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 2,100,200

Switch B:

Switch(config)#vlan 2,100,200
Switch(config)#interface ge2-4

Switch(config-if)#switchport access vlan 2
Switch(config-if)#interface geb5-7
Switch(config-if)#switchport access vlan 100

Switch(config-if)#interface ge8-10

VLAN 76



HATTEX PykoBoacTBO agMuHHCTpaTopa 1o padote ¢ ITO miist KoMMyTaTopoB cepuy s5xxx, soxxx  RU.13725199.01.01.00001-12 34 01

Switch(config-if)#switchport access vlan 200
Switch(config-if)#interface gell
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 2,100,200

15.2 Voice VLAN

Voice VLAN (T'osocoBoit VLAN) npenna3zHaveH i BeigeneHus tpaduka VOIP B ornens-
Helii VLAN. Hactpous Voice VLAN mnosib30BaTesib CMOXET HacTpouTh QOS (KauecTBO cepBuca) IJis
TOJIOCOBBIX JTaHHBIX UM MOBBICUTH MPUOPUTET Mepeaadn Tpaduka roJoCcoBbIX JAHHBIX ISl 0OecTeYeHuU st
KayecTBa.

[Tocne nHactpoiiku coorBercTBUsl Voice VLAN - MAC-anpec u Bkimouenusi Voice VLAN Ha uH-
Tepdeiice, kommyTarop Oynet orciexuBatb MAC-agpec rojlocoBoro ycTpoicTBa B TpauKe JaHHBIX,
BXOJSIIEeM B MOPT U nepeaasath ero Voice VLAN. Briarogaps sToMy 060pyaoBaHie MOXKET BCEra OTHO-
cUThCA K onpeienieHHoi Voice VLAN naske eciiv roJJocoBoe YCTPOHCTBO OyIeT nepeMerieHo (pu3nyecKu
6e3 Mo uKauu KOHUTyparu KOMMyTaTopa.

JLJ1st KOppeKTHOM paboTH! (PyHKIIMOHAJIA TIOPT, Ha KOTOpoM HacTpoeH Voice VLAN, nomkeH ObITh

HacTpoeH B pexxume Hybrid, u Voice VLAN pa3spelieH B HETETUPOBAHHOM peKUME.

15.2.1 Kondwurypamusa Voice VLAN

1. Beioop VLAN kak Voice VLAN:

Komannga Onucanue
voice-vlan vlan <vlan-id> Briopate VLAN B kavyectBe Voice VLAN.
no voice-vlan Otmenuts BoiOOp VLAN B kauectBe Voice VLAN.
! B pesicume 2n06anvhoti Konbuzypauuu

2. [loGasnienue romocoBoro odopynobanus B Voice VLAN

Komannga Onncanne
voice-vlan mac <mac-address> Briopate MAC-agpec roaocoBoro o0opyaoBaHUs 111
<mac-mask> priority <priority-id> no6aenenus B Voice VLAN.

[mame <voice-name>]

no voice-vlan {mac <mac-address> Vnamute MAC-azpec roaocoBoro 000py10BaHHs U3
mask <mac-mask> | name Voice VLAN.

<voice-name> | all}

! B pedcume 2n06anvHoli KoHpuzypayuu
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3. Bximouenue Voice VLAN Ha noptax

Komannga Onucanne
switchport voice-vlan enable Brmounts dpyHkuuio Voice VLAN Ha nopre.
no switchport voice-vlan enable Beikmounts pynkimmio Voice VLAN Ha mopre.
! B pesicume xongbuzypayuu nopma

15.2.2 IIpumep xoucurypamuu Voice VLAN

Cuenapwii:

s IP-tenedonoB ucnonszyercss VLAN 100, 11 koMibioTepa NOAKIIOUYEHHOTO yepe3 TesnedoH
- vlan 199. Ycrpoiicteo IP-phonel” nmeer MAC-agpec 00-03-0f-11-22-33 1 nonkiioueH K NopTy KOM-
myTaTtopa gel, “IP-phone2” umeer MAC-anpec 00-03-0f-11-22-55 1 noakmo4YeH K mopTy KOMMYyTaTopa
Ethernet ge2.

Kondwuryparus 6yaeT BHIISIETh CIeTYOIIM 00pa3oM:

switch(config)#vlan 100,199

switch(config)#voice-vlan vlan 100

switch(config)#voice-vlan mac 00-03-0f-11-22-33 ff-ff-ff-ff-ff-00 priority 5 name
IP-phonel

switch(config)#voice-vlan mac 00-03-0f-11-22-55 ff-ff-ff-ff-ff-00 priority 5 name
IP-phone2

switch(config)#int gel-2

switch(config-if)#switchport mode hybrid

switch(config-if)#switchport hybrid native vlan 199

switch(config-if)#switchport hybrid allowed vlan 100 untag

switch(config-if)#switchport voice-vlan enable

15.2.3 Pemenue npo6sem ¢ Voice VLAN

VYo6enurech, uto Voice VLAN HacTpoeH Ha nopte B hybrid untag pexume.

Vo6enurech, uro MAC-anpec VOIP ycTpoiicTBa BXOAUT B HACTPOCHHBIA TUara3oH s Voice
VLAN.

15.3 Protocol-VLAN

®ynkuumonan Protocol-VLAN no3Bosnsier HazHayath VLAN Ter Ha npuxonsiinue Ha MOpT KaJapbl
Ha OCHOBaHMM THNa Kazapa u nons Ethertype. Takum o6pa3oM MOXHO omMemath TpapuK onpeaeIeHHbIX
nipotokosioB (IPv4, IPv6, PPPoE) B otnenshbiii VLAN.
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HacTpoiika Protocol-vlan npousBoguTcs myTem cO34aHus IPYIIIIBI, I1€ YKa3blBA€TCS TUIl ITaKeTa
u ethertype. 3arem Ha (puznyeckoM UHTEpderice HacCTpauBaeTCs COOTBETCTBUE Irpy bl U HoMepa VLAN.

KommyTartop nopaepxusaet 8 rpymni Protocol-VLAN.

15.3.1 Kondurypamus Protocol-VLAN

1. Co3nanue rpymmsl Protocol-VLAN:

Komannga Onucanne

protocol-vlan group <N> mode Co3zpgatb rpynmy protocol-VLAN:

{ethernet | llc | snap} etype <ethertype> | <N> - Homep rpynmsi oT 1 10 8;

ethernet | llc | snap - Tun nakera (Ethernet2, LLC nwm
SNAP);

<ethertype> - Homep ethertype B HEX ¢popmare.

no protocol-vlan group N Vnamuts rpynny protocol-VLAN.

! B pesicume 2nobanvrolti konguzypayuu

2. Hactpoiika Protocol-VLAN nHa nopre:

Komannga Onucanme

switchport protocol-vlan group N vlan | Bximounts npussasky VLAN X k rpymnme

X [priority 0-7] protocol-VLAN N.
[priority 0-7] - yctanoButh nnpuoputet COS nakeToB
mig VLAN X.

no switchport protocol-vlan group N Vnamute npussasky VLAN X k rpymnne protocol-VLAN
N.

! B pexcume xongpuzypavuu nopma

3. IIpocmotp unpopmarmu o Protocol-VLAN:

Komanjga Onucanue

show protocol-vlan BeiBon nH(popmanimu o protocol-VLAN

! B Admin peaicume
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15.3.2 IIpumep kondurypamuu Voice VLAN

Cuenapmii:

Tpebyetcs Bce PPPoE nakets! (Ethertype 0x8863 1 0x8864) npuxonsiiume Ha mopt gel momeriarsb

B VLAN 100, octanpable makeTsl HazHauath B VLAN 200.

Kondwuryparus 6yaeT BHIISIETh CIeIYOMUM 00pa3oM:

switch(config)#vlan 100,200

switch(config)#protocol-vlan group 1 mode ethernet etype 0x8863
switch(config)#protocol-vlan group 1 mode ethernet etype 0x8863
switch(config)#int gel

switch(config-if)#switchport protocol-vlan group 1 vlan 100
switch(config-if)#switchport protocol-vlan group 2 vlan 100
switch(config-if)#switchport mode hybrid
switch(config-if)#switchport hybrid allowed vlan 100 untag

switch(config-if)#switchport hybrid native vlan 200

VLAN
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16. BPDU-Tunnel

BPDU-Tunnel - 510 ¢pyHK1IMOHA, NO3BONSAIIIMI NepeJaBaTh C1yXeOHbI TpaduK NPOTOKOIOB
KaHAJIbHOTO YPOBHS 0e3 u3MeHeHUil. PyHKIIMOHAT MOKET ObITh M0JIE3€H, HAPUMED, P MOIKII0YEHUH
reorpapuyecKky pacrpe/ieJIeHHO KopnopaTuBHOi cetu 4yepe3 L2-kaHanbl onepatopa. B aTom ciyuae
TpaduK ciykeOHBIX MPOTOKOJIOB, TakuX Kak STP, MoxeT momeniats HOpMaJIbHOM paboTe KOMMYTAaTOPOB
oneparopa 1 HaooopoT. BPDU-Tunnel mo3BosisieT nepegaBath TaKMe Kapbl IPO3PAYHO JIsI KOMMYTaTOpa
oreparopa.

Jis aToro, Ha noprax co BkaouyeHHbIM BPDU-Tunnel, y nakeToB onpeaesieHHbIX TPOTOKOJIOB 3a-
MeHsteTcst DST-MAC Ha crienimanbHbIil multicast-mac 1 oTripaBisieTcst Bo Bce opThl B Vlan. Y Hao60porT,
IIPY NOJIyYEHUHA KOMMYTAaTOPOM IakeTa cO crenuanbHbM multicast-mac, oH 3amensiercss Ha DST-MAC
IIPOTOKOJIA.

Hanpumep, npu nonyuennn STP BPDU co crangaptaeiv MAC 01:80:C2:00:00:00 Ha nopt ¢
BkmoyeHHbIM BPDU-Tunnel, mac 3amensiercsa Ha 01-00-Oc-cd-00-02 u makeT oTmpasisieTcsi BO Bce
MOpTHI, ¥ HaoOopoT, npu norydyenun nakera ¢ DST-MAC 01-00-0c-cd-00-02 Ha modom mopty, MAC

MeHnsieTcs Ha 01:80:C2:00:00:00 u otnipaBisieTcs B nopT co BkoyeHHsM BPDU-Tunnel.

16.1 Koundwurypamusa BPDU-Tunnel

1. Hactpoiika BPDU-Tunnel:

Komannga Onucanne

bpdu-tunnel-protocol {stp | gvrp | dotlx | Bkmounts BPDU-Tunnel ns nporokonos STP, GVRP,

| user-defined-protocol <name> Dotlx mim mpoToKoJia 3a/1aBaeéMoro MoJib30BaTeJIeM.
protocol-mac <mac> } {group-mac Komanna nossosnsiet BeiOpate MAC-anpec rpymimsl Ha
<mac> | default-group-mac} KOTOPBI Oy/ieT 3aMeHeH opuruHainbHbii MAC-azipec.

protocol-mac <mac> - opurnHaabHelii MAC-azpec
NPOTOKOJIA;

default-group-mac - MAC-aapec 1o yMo4aH1io
(01-00-0c-cd-00-02);

group-mac <mac> - HazHauuTb MAC-azipec rpymnrsl

BpyuHyio (J1io6o# myabTikacT MAC-azpec).

no bpdu-tunnel-protocol {stp | gvrp | Boikmouuts BPDU-Tunnel gyist nporokonos STP, GVRP,

dotlx | user-defined-protocol <name> } Dotlx nim npoTokoia, 3a1aBaeéMoro Mmojib30BaTeseM.

! B pesicume 2n06anvHoti Konguzypauuu
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2. Bkmouennie BPDU-Tunnel na nopre:

Komannga Onucanme

bpdu-tunnel-protocol {stp | gvrp | dotlx | Bkmounuts Ha nopre BPDU-Tunnel as nporokonos

| user-defined-protocol <name> } STP, GVRP, Dot1x wiu npoTokosa, 3a1aBaéMOro
II0JIb30BaTEJIEM.

no bpdu-tunnel-protocol { stp | gvrp | Beikmounts Ha nopre BPDU-Tunnel aiig nporokonos

dotlx | user-defined-protocol <name> } STP, GVRP, Dot1x wiu npoTokosa, 3a1aBaéMOro
TI0JIb30BaTEJIEM.

! B pexcume xonguzypavuu nopma

16.2 IIpumep xkoncpurypanuu BPDU-Tunnel

Kak noka3ano Ha pucyHke 7, onepatop npeaocrasiset kimeHty L2 VLAN g coenuHeHus reo-
rpadudecku yaaneHHbx puranos yepe3 kommyTtaTtopsl PE1 1 PE2. B cBoto 04yepeib, KIMEHT UCTIOb3YET
kommyTtaropsl CE1 u CE2 114 noak/Io4eHus K ceTu onepaTtopa. B cBoeil ceTr KJIIMEHT UCIIOb3YeT AJIA
pe3epBupoBanust nporokon STP u LLDP. Heo6xonumo Hactpouts BPDU-tunnel a1 KoppekTHo nepe-

naur BPDU STP u LLDP u3 cetu kiMeHTa 1o ceTu orneparopa.

BPDU-tunnel

sazea ce2

CeTb KNWeHTa

CeTb KnNueHTa

Puc. 7: BPDU-Tunnel

Kondurypanus kommyratopa PE1:

switch(config)#bpdu-tunnel-protocol stp default-group-mac
switch(config)#bpdu-tunnel-protocol user-defined-protocol LLDP protocol-mac
01-80-c2-00-00-0e group-mac 11-11-11-11-11-11

switch(config)#interface gel

switch(config-if)#bpdu-tunnel-protocol stp
switch(config-if)#bpdu-tunnel-protocol user-defined-protocol LLDP
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Konpurypauus kommyraropa PE2:

switch(config)#bpdu-tunnel-protocol stp default-group-mac
switch(config)#bpdu-tunnel-protocol user-defined-protocol LLDP protocol-mac
01-80-c2-00-00-0e group-mac 11-11-11-11-11-11

switch(config)#interface gel

switch(config-if)#bpdu-tunnel-protocol stp
switch(config-if)#bpdu-tunnel-protocol user-defined-protocol LLDP

[Mocse npuMeHeHHs JaHHOU KOH(MUTYpaluu OyJeT IPOUCXOIUTh ClIeAylolee:

1. IIpu monyyeHnu Kajpa MPOTOKOJA KAHATBHOIO YPOBHSI KOMMYTATOpP WHKAICYIUpPYyeT MakKeT,
a umeHHo 3aMmeHsieT MAC-aapec Ha3HaueHUs] HA KOHKpeTHbId multicast MAC-aapec (0 yMoT4aHUIO
01-00-0c-cd-00-02) u oTripaBisieT gajiblie 10 CeTH;

2. Ha npyrom koHue cetu kajap aeuHkarcyaupyercs, MAC-anpec Haznauenus 01-00-0c-cd-00-02

MCEHACTCA Ha OPHFHHaHbHLIﬁ.
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17. Q-in-Q (Double VLAN)

®ynkumsa Q-in-Q, rakxke nsBectHasd kak Double VLAN, cootserctByeT crannapty IEEE 802.1ad,
KOTOpBI# siBsieTcs pacumpenueM ctangapta IEEE 802.1Q. Ona no3BossieT 100aBisTh B MAPKUPOBAHHbIE
kazpsl Ethernet Bropoii Ter IEEE 802.1Q.

Buemmnuii ter VLAN nHassiBaetcs Service VID wim SVID, Buytpennuit VLAN - Customer VID
nm CVID.

Jist koppekTHOI padoTel QinQ, MOpT KOMMYyTaTOpa co BKJIOYeHHBIM dot1g-tunnel selective mo-

’keH ObITh B pexkume hybrid. SVID vlan gomkHbI ObITh pa3pellieHbl B pekuMe untag.

17.1 Hacrpoiika Q-in-Q

Selective QinQ - 310 pyHKIMOHAT, TO3BOJISIIONINI TETUPOBATh MaKeThl BHENTHUM Terom VLAN
(SVID) B 3aBucumoctu ot BHyTpeHHero tera VLAN (CVID) B cooTBeTCTBUM ¢ TPeOOBAHUSIMU TOJTb-
30BaTesiss. JTO MO3BOJSIET BHIOMPATh KAHAJBI Mepe/laun [JIsl Pa3HbIX TUIMOB TpaduKa C pa3HbIM TeroM
VLAN.

1. Bxinouenue gpynkimu selective QinQ

Komannga Onucanme
dot1q-tunnel selective enable Bxuimounts Ha nHTepeiice pyHkuuio Selective QinQ.
no dotlq-tunnel selective enable Boikmounts Ha untepderice pynkumio Selective QinQ.

! B pexcume xonpuzypavuu nopma

2. HacTpoiika rmpaBujl CONOCTABJICHUSI BHEIIIHETO TIra BHY TPEHHEMY

Komannga Onucanue

dotlq-tunnel selective s-vlan <SVID> Co3zgatp npasuio 11 QinQ.

c-vlan <CVID-LIST> <SVID> - BHemuii Tar Vlan;

<CVID-LIST> - cnincok CVID, k KoTOpsIM OyneT
nobasiaTbes <SVID>.

no dotlq-tunnel selective s-vlan Vnanute npaBuio QinQ ans <SVID>.
<SVID>

! B pexcume koHgpuzypauyuu nopma
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3. [Ipocmotp npaBun ans QinQ Ha unTepdericax.

Komanga Onucanue

show dotlq-tunnel BriBo uH(popMalyu o co3JaHHbIX npaBuiax 11 QinQ

Ha UHTepdeicax.

! B Admin pesicume

17.2 Ilpumep xoncdpurypanmuu Q-in-Q

Cuenapuii 1: PeanmzoBats port-based QinQ. Ha Bce makeTsl mpuxoasinue B MopT ge3 A0JIKeH
no6asnsarecs SVID 10.

Kongwuryparnus OyaeT BHIISAETh CIeTyOIIM 00pa3oM:

switch(config)#int ge3

switch(config-if)#dotlg-tunnel selective enable
switch(config-if)#dotlqg-tunnel selective s-vlan 10 c-vlan 1-4094
switch(config-if)#switchport mode hybrid

switch(config-if)#switchport hybrid allowed vlan add 10 untag

Cuenapmui 2: [y naketoB npuxoasmmx B mopt ge3 ¢ Vlan 15, 35 - 40 gomkeH 100aBIAThCS
SVID 10, a ng nuamasona Vlan 100 - 150 go6asnarsca SVID 15. Ha naketst ¢ Vlan 1000 1 Vlan 1001
BHEIIHUI T3r H00ABIATHCS HE JOKEH.

Konduryparms OyneT BHITISAAETh CIeLyOIIM 00pa3oM:

switch(config)#int ge3

switch(config-if)#dotlq-tunnel selective enable
switch(config-if)#dotlg-tunnel selective s-vlan 10 c-vlan 15, 35-40
switch(config-if)#dotlg-tunnel selective s-vlan 15 c-vlan 100-150
switch(config-if)#switchport mode hybrid
switch(config-if)#switchport hybrid allowed vlan add 1000,1001 tag
switch(config-if)#switchport hybrid allowed vlan add 10,15 untag
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18. VLAN-translation

VLAN-translation - 310 ¢yHkuus, koropas nosposser npeodpazoBath Ter VLAN mnakeTta B
HOBBIl, B COOTBETCTBUM C TPeOOBaHUAMU. DTO MO3BOJIIET OOMEHMBATLCS JaHHBIMU B pa3Hbix VLAN.

VLAN-translation MoxeT ObITh UCIIOJIb30BaH Ha OOOUX HAIpaBJIeHUAX TpaduKa.

18.1 Hacrpoiika VLAN-translation

1. Bxinoyenue pynkiuu VLAN-translation Ha nopre:

Komannaa Onucanune
vlan-translation enable Bxmouuts Tpanciasumio VLAN Ha nopre.
no vlan-translation enable BeiximounTts Tpancaauuio VLAN Ha nopre.
! B pesicume xongdbuzypavuu nopma

2. Coznanue cootBeTcTBUil VLAN-translation Ha nopre:

Komannga Onucanne
vlan-translation <old-vlan-id> to BxutiounTh Ha mopte rnpeodpa3oBaHue Tera
<new-vlan-id> {in | out} <old-vlan-id> B HOBbIII <new-vlan-id>.

in - 171 BXOAAIIMX Ha MOPT MAKETOB (151 KOPPEKTHOMN
paboTHI HAa IOPTE JOJIKEH OBITh pa3peleH
<new-vlan-id>);

out - UICXOAAIIMX C MOPTA MAKETOB (JJIs1 KOPPEKTHOM
padoTHI Ha TIOPTE JOJDKEH OBITh pa3pericH
<old-vlan-id>).

no vlan-translation <old-vlan-id> {in | Beikmounts Tpancsimio VLAN Ha nopre.

out}

! B peacume xonguzypauuu nopma

3. Oro6paxenue Hactpoek VLAN-translation:

Komanna Onucanne

show vlan-translation [IpocMOTp CKOH(UTYPUPOBAHHBIX COOTBETCTBUM

tpa”cyasaiu VLAN.

! B Admin pescume
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18.2 IIpumep xondurypamuu VLAN-translation

Cuenapuii: Ha pucynke 8 uzoopaxeHna Tornosorus ¢ npumenenuem VLAN-translation. [Torpanuy-
Hele kommyTatopsl PE1 u PE2 Nutepuer-nipoBaiigepa nogaepxusaioT VLAN 20 s nepenauu tpaduka
mexay CE1 u CE2 u3 kimeHTcKoit cetn uepe3 cooctBeHHblil Vlan 3. TTopt gel PE1 noakmouen k CE1
B VLAN 20, nopt gel0 nonkimoven k myoanynoit cetu B VLAN 3, nopt gel PE2 nonkimoven k CE2 B
VLAN 20, nopt gel0 noxakmoyen k myosmuHoi cet B VLAN 3.

Kondwurypamus kommyTtaropoB PE1 u PE2 OyneT BhIIsiieTh cieayommm o0pa3om:

switch(config)#vlan 3,20
switch(config)#interface gel
switch(config-if)#switchport mode trunk
switch(config-if)#vlan-translation enable
switch(config-if)#vlan-translation 20 to 3 in
switch(config-if)#vlan-translation 3 to 20 out
switch(config-if)#exit
switch(config)#interface gel0

switch(config-if)#switchport mode trunk

Ha nopty knueHTa

WLANZ0 B Trunk
CE1 / PE1

gel

e e
O] |

Trunk Connection geld runk Connection
P WLANZOD
vlan3

-:}Q / Cetb Knuenra 2
vlan3
PE2 Trunk Connection
e

Eell e

Trunk Connection |

CE2

CeTt lNpoeaiinepa BxogAwmia Tpaduk nepeeoanTcA
m3 VLAMNZ0 po VLAMN3I, ncxogrwmia

nepeaouTeA K3 VLANSI eo

Cetb Knwuetxra 1

BxopAwmA Tpadg e nepeeodnTcA
W3 VLAMNZ0 o VLAMN3, ncxogawmi
nepesoadTcA W3 VLANSI o
WLAMNZO

Ha nopty knuedTa
VLAMZ0 2 Trunk

Puc. 8: Toronorus ¢ npumenennem VLAN-translation
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19. STP, RSTP, MSTP

19.1 Oomme cBenennst o STP, RSTP u MSTP

STP - Spanning Tree Protocol (mpoTokos mokpeIBamoiero aepesa) - MpoTOKOJ KaHAJILHOTO YPOB-
Hs1, pazpadotanublii B 1985 rony u onucan B ctangapte IEEE 802.1D. OcHOBHOI ero 3ajaueit siBaseTCs
3alMTa OT neTesis B Tonosjoruu cety Ethernet, B KoTopoii MpUCYTCTBYET OIHO MJIM HECKOJIBKO U30BITOY-
HBIX coeuHeHni. Haimume Takux coeJUHEeHNH B CETH C KOMMYTAaTOPOM Oe3 UCTIOJIb30BAHUSI TPOTOKOJIOB
3alUTHI, TIPUBOAUT K TOMY, UTO IMMPOKOBEIATEIbHBIE U MHOTOAIPECHbBIE KAJAPHI B OOJIBINIUHCTBE CITy4aeB
nepeanTcsi OECKOHEYHO MOBTOPSISICh, B PE3Y/IbTAaTe Yero MpOIyCKHAsI CIOCOOHOCTh CETH OKa3bIBAETCsI
NPAaKTUYECKHU MOJHOCTHIO 3aHATa OECHONIE3HBIMU TOBTOPAMH.

STP aBTOMaTHUYeCcKH OJIOKUpYET Te COEAMHEHHs], KOTOPhIE B JaHHBII MOMEHT SIBJISIIOTCS M30bI-
TOUHBIMM JJIsI TIOJTHOM CBSI3HOCTH KOMMYTAaTOPOB B CETH, TEM CaMbIM IpeA0TBpalas BO3HUKHOBEHHE
LMKJMYECKAX MAPIIPYTOB NIEpeJadn KaJpoB.

[punnun padotst STP:

1. OnuH U3 KOMMYTaTOPOB BeIOUpaeTcs B poiu Root (KOpHEBOTO).

2. KaxJplii KOMMYTaTop IPOCUMTHIBAET KpaTdaiimmii myts K Root. Tor noprt, myTes uyepes
KOTOPBIN ABJISETCA KpaTYafllluM K KOPHEBOMY KOMMYTATOpy, HasbiBaeTcsA Root port.

3. JI1a Kaxxaoro CerMeHTa CETH MPOCUUTHIBAETCS KpaT4adIlInMi IyTh K KOPHEBOMY KOMMY-
taTopy. MocT, yepe3 KOTOpbIii MPOXOJUT ITOT MyTh, CTAHOBUTCS HA3HAUYEHHBIM [JIs1 3TOH CETH
(Designated Bridge). HenmocpeacTBEHHO MOAKIIOYEHHBI K CETH MOPT MOCTa — Ha3HA4YE€HHBIM
MIOPTOM.

4. Ha Bcex MocTax OJIOKUPYIOTCS BCE IOPTHI, HE SABJIAIOIIMECS KOPHEBBIMU U Ha3HAYEHHbIM.

RSTP (Rapid Spanning Tree Protocol) - ynyumenue STP, paspadoran B 2001 rogy u onucan
B crangapre 802.1w. [IpuHiun paGoTHl B 1IEJIOM OCTaeTCsl TEM Ke, HO PsJ BHEJPEHHBIX J0PabOTOK,
YIIPOILCHUI, YMEHBIIIEHNE BPEMEHN OXMAAHWUS COOBITHI WM OTKa3 OT TaiiMepoB, MO3BOJSAET CHU3UTD
BpeMs cxonumocTH Tonosioruu ¢ 30-50 cekynn (ayis STP) no 1-6 cekyHa.

MSTP (Multiple Spanning Tree Protocol) - mpoTokos MHOKECTBEHHOT'O CBS3YIOIETO JIEPEBa,
B KOTOPOM CO3HAI0TCS HE3aBUCUMBIE IK3EMIUISIPbl OKPBIBAOIIErO JepeBa. B onuH sk3emruissp MSTP
MOTYT BXO/IUTh HECKOJIbKO BUPTYaJIbHBIX CETEl MPH YCIOBUU, YTO UX TOIOJIOTHS OIMHAKOBA. MUHUMAITb-
HOE KOIM4ecTBO 3K3eMIUIIpoB MSTP cooTBeTcTBYeT KOJIMYECTBY TOIOJOIMUYECKH YHUKAJIBHBIX TPy
VLAN B nomene Broporo ypoBHs. MSTP Hanaraer BaXHOE OrpaHUYEHHE: BCE KOMMYTATOPHI, y4acT-
Bywoue B MSTP, nomxkHbl UMeTh OAMHAKOBO cKOH(puUrypuposanssle rpynnsl VLAN (MSTI - Multiple
Spanning Tree Instance), uTo orpann4rBaeT ruOKOCTb IPU U3MEHEHUH KOHGUryparmu ceti. CooTBeT-
ctBusi VLAN-MSTI 3anatorcsa agmunuctpatopom Bpyunyo. @opmat MSTP BPDU ananoruuen RSTP
BPDU. Jln1s cHukeHus Harpy3ku Ha kommyTtaTtopbl, Bce BPDU pasznuunbix MSTI kommyTaTopa o0beu-

Ha0Tca B oqud BPDU.
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Pernonst MSTP
HoBast KOHIIETIIMS BBI3bIBAJIA CJIOKHOCTH B IKCILTyaTalMH, TaK KaK ObUIO HEOOXOIMMO UEHTHYHO
KoH(purypuposath cooTBeTcTBUE VLAN-MSTI Ha Bcex kommyTaTopax. 715 ynpolieHus v noaaepxaHus
obpatHoii coBmectumocTH ¢ STP 1 RSTP Oblna pazpadborana koHuenuus peruoHoB. Pernon MSTP moxet
ObITh 00pa30BaH M3 HECKOJBKUX CMEKHBIX KOMMYTaTopoB ¢ oguHakoBeiMi MSID (MST Configuration
Identification), COCTOSIIMMU U3:
* Nms pernona MSTP;
 PeBusnsa KoHpurypauuu;
o JlafigxecTt coorBeTcTBUil VLAN-MSTI.
MSID no6aensiercs k MSTP BPDU Ttak, 4yro coxpansiercss coBmectumocth ¢ STP u RSTP.
ITpu stom MSTP BPDU, otnpaBiieHHble pa3HbIMM KOMMYTATOPaMH OJHOTO PErMOHa, BOCIPUHUMAIOTCS
cmesxHbMU STP/RSTP-kommyTatopamu kak RSTP BPDU onHoro kommyrtaTopa (puc. 9). Takum o6pazom
KOJIbLIEBasl TOTIOJIOTHSI HA Pa3HbIX KOMMYTaTopax MO-MpexHeMY nojjep:xuBaeTcs U B peruone MSTP

COXpaHseTCsl THOKOCTh YIPaBJIeHHS TPahUKOM.

Root Root
—
— —— — MST Region
MST Region E’ ‘ E? ‘ ‘E’
 E— | I— |

Puc. 9: Peruon MST B cetu

MSTP BHyTpH peruosna

JI7Isl Kak/1I0ro peruoHa BHIOMPAETCs] PErMOHAIBHBI KOPHEBO KOMMYTATOpP, OTHOCHUTENIBHO KO-
TOpOro cTpoutcsi BHyTpeHHee nokpbiBawoiiee nepeBo (IST - Internal Spanning Tree), oObeauHsIOIIECE
BCE KOMMYTATOpPbI perMoHa. PernoHaibHblil KOPHEBOH KOMMYTATOpP BHIOMPAETCs 110 HAUMEHbIIEMY TpH-
OpUTETY KOMMYTATOPa, a IPY PaBHbIX 110 MUHUMAJIBHOI CTOMMOCTH IyTH A0 KOPHEBOIO KOMMYTATOpa
BCeil ceTn (MO0 peruoHa, B KOTOPOM HAaXOAMTCsI KOPHEBOM KoMMmyTaTop). Ecim Takux KoMMyTaTopoB
HECKOJIbKO, TO CpeJI HUX BBIOMpAaeTCsl OUH ¢ HauMeHbIuM ID.

MSTP me:xay pernoHamu

JLJ1s1 321U THI TONOJIOT Ui COEIMHEHU S PA3JIMYHBIX PETMOHOB U OTIEJIbHBIX KOMMYTaTOPOB CTPOUT-
cst oomee mokpriBamwiiee aepeBo (CST - Common Spanning Tree). B kauecTBe KOpHEBOI KOMMYTaTOpa B
CST BbIOMpaeTCcss KOMMYTATOP C HANMEHBIMM IIPUOPUTETOM, a IIPH PaBHBIX ¢ HauMeHbImM ID. Kasx apiit
pernon MSTP npencrasnserca nina CST kak oraesbHsiil BUpTyanbHblii kommyTaTop. CST coBmecTHO
¢ IST Bcex pernonoB opmupyioT nosiHoe nokpseiBawiiee aepeBo cetu (CIST - Common and Internal
Spanning Tree).
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banancuposka tpacpuxka 8 MSTP
[TapameTpsl KOMMYTaTOpa U €r0 MOPTOB MOTYT OBITh M3MeHeHs! 171 Kaxkgoro MSTI B otaesnsHO-
CTH, TaKUM 00pa3oM Tpaduk pasHbix rpynn VLAN MoxeT ObITh OTHPaBIICH MO pa3HBIM Iy TSIM, pacrpe-

JeJisisl Harpy3Ky 1o Bcell ceTH.

19.2 Kondurypamust STP, RSTP u MSTP

1. BeiopaTh pexxum Spanning tree:

Komannga Onucanue

spanning-tree mode {stp | rstp | mstp} BriOpaTh pexum spanning-tree.

3HayeHue 1o YMOJIYaHHUIO - 1Stp.

! B pesicume 2no06anvHoli konguzypauuu

2. BrunoueHre WM OTKJIIOUEHHUe spanning-tree ri00aJbHO WM Ha TIOPTE:
[Tpu otxkmouennu STP Ha mopre, mopt OGyiokupyeT Bxonsmme Ha Hero BPDU mnakeTtst. [Ipu ri10-
6ampHoM oTkoueHnr STP, BPDU nportyckaioTcss KOMMYTaTOPOM MPO3pPavyHoO, 32 UCKIII0UEHUEM MTOPTOB

¢ oTkJto4eHHBIM STP.

Komannga Onucanue
spanning-tree shutdown OTKJIIOYUTD TI00TTbHO (DYHKIIHMIO Spanning-tree.
no spanning-tree shutdown Bxutiounts r106anbpHO (yHKIMIO spanning-tree.

! B pesicume 2n106an1vH01l KOHDUYpayuu

spanning-tree disable OTKJIIOUUTDb PEKUM spanning-tree Ha OpPTe.
spanning-tree enable BrxuounTs pexum spanning-tree Ha OpTe.

! B pexcume KoHuzypayuu nopma

3. Hactpoiika pexumoB STP u RSTP.

3.1. HacTpouTth npropuTeT KOMMYTATOpA:

Komannga Onncanne

spanning-tree priority VYcTaHOBUTH IPUOPUTET Spanning-tree KOMMYTaTopa.
<bridge-priority>

no spanning-tree priority YCTaHOBUTH IPUOPUTET IO YMOTIAHHMIO.

! B pesicume 2no6anvhoti konguzypauuu
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3.2. HactpouTps napameTpsl opra:

Komanna

Onucanune

spanning-tree path-cost <cost>

no spanning-tree path-cost

! B pexcume koHgueypauyuu nopma

YCTaHOBUTH CTOMMOCTD Iy TH Yepe3 MOPT spanning-tree.

OTMEHHUTD YCTAaHOBKY CTOMMOCTH ITIYTH Y€PE3 IIOPT

spanning-tree.

spanning-tree guard root

no spanning-tree guard root

! B peacume xornguzypavuu nopma

Brmounts pynkimonan rootguard ajis nopra
spanning-tree.
[Toprt ¢ BKJIIOYeHHBIM rootguard He MOXKET CTaTh rO0t

port.

Boikmounts yHKIMOHAN rootguard 11 mopra

spanning-tree

3.3. HactpouTs TaiimMepsi:

Komannga

Onucanmne

spanning-tree forward-time <time>

no spanning-tree forward-time

! B pesicume 2n06anvhotl KoHDUzypauuu

YcranoButs 3HaueHue TaiiMepa Bridge Forward_Delay
1J1s1 KOMMYTaTopa.
Bridge_Forward_Delay - Taiimep nepexomaa nopra u3

craryca blocking B forwarding.

OtMeHuTh ycTaHOBKY Taiimepa Bridge_Forward_Delay.

spanning-tree hello-time <time>

no spanning-tree hello-time

! B pesicume 2n06anvHoti Konguzypauuu

YcranoButh 3HaueHue Taitmepa Bridge_Hello_Time aisa
KOMMYTaTOpa.

Bridge Hello_Time - Taiimep oTnpaBku spanning-tree
BPDU.

OtMmeHuTh ycTaHoBKY Taiimepa Bridge_Hello_Time.

spanning-tree max-age <time>

YcranoButh 3HaueHue TaiiMepa Bridge Max_Age s
KOMMYTaTopa.
Bridge_Max_Age - Taiimep BpeMeHH KU3HU JTyUIIIero

noJty4eHHoro spanning-tree BPDU.
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Komannaa

Onucanue

no spanning-tree max-age

! B pesicume 2n06anvHoli Konguzypauuu

OTMeHuTh YCTAaHOBKY Taiimepa Bridge_Max_Age.

spanning-tree max-hops <hop-count>

no spanning-tree max-hops

! B pesicume 2n106an1vHOt KOHDUYypayuu

Ycranosuts 3HaueHue cuerunka Max_Hop, koTopslid
onpejesAeT Kakoe KOJMIECTBO KOMMYTAaTOPOB MOKET

npoitt BPDU, 1o Toro kak 0yaeT oTOpOIIeH.

OtmeHuTs ycTaHOBKY cueTunka Max_Hop.

3.4. BKJIIOUMTh MEXAHU3Mbl YCKOPEHUSI CXOIUMOCTH:

Komannga

Onucanmne

spanning-tree link-type {auto |

point-to-point | shared }

no spanning-tree link-type

! B peacume xonguzypavuu nopma

BriGop MexaHu3Ma orpeesieHHsl TUIa MOAKJIIUEHHON K
HOPTY CETH.

auto - aBTOMaTUYECKOE OTpe/IesIeHNE THIIA COeANHEHHS;
point-to-point - Bcerga point-to-point;

shared- Bcerma shared.

BoccTraHoBUTH 3HaUEHUE IO YMOTYAHUIO (auto).

spanning-tree portfast

no spanning-tree portfast

! B pesicume xongbueypayuu nopma

Bkuiouenue MexaHu3ma portfast onpeessionero nopt

spanning-tree Kak rpaHUYHbIA.

BrikiioueHre mexanusma portfast onpeaesnsonero nopt

spanning-tree Kak rpaHUYHBIH.

3.5. BKIIOUATH MEXaHU3MBI 3alIHTBI TOIIOJIOTNHN:

Komannga

Onucanue

spanning-tree {bpdu-filter | bpdu-guard }
{enable | disable }

BKTI0YMTh MEXaHM3M 3AIUTHI OT HEKEJIaTeIbHBIX
BPDU.
bpdu-filter - orOpacsiBaeT nocTynawoume Ha MOpT
BPDU;

bpdu-guard - otkmouaet nopt npu nosydenuu BPDU.
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Komannaa

Onucanue

no spanning-tree {bpdu-filter |

bpdu-guard }

! B pexcume koHguzypauyuu nopma

OTKJIIOUUTH MEXAHU3M 3aILUTHI OT HEKEJIATEIbHBIX
BPDU.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

! B pexcume xonuzypavuu nopma

Urnopuposats ¢ar TC uz BPDU, nonyuenHoro ¢
3TOrO TOPTA, A TAKXKe 3aPEeTUTh ero 100aBIeHNe B

BPDU tpaHcaupyemsliii gajblie.

OTMEHUTH YCTAHOBJICHHYIO (DYHKITHIO.

spanning-tree restricted-role

no spanning-tree resticted-role

! B pexcume xongpuzypavuu nopma

3arnpeTuth MOpPTy CTAHOBUTHCS OOt TOPTOM.

OTMEHUTh YCTAHOBJIEHHYIO (PYHKIIHIO.

4. Hactpoiika pexxuma MSTP.
4.1. Kondurypanus MSTI:

Komannga

Onucanmne

spanning-tree mst configuration

! B pesicume 2n06anvH01 KOHDUYpayuu

Boiitu B pexum koHpurypupoanus MST.

region <name>

no region

! B pescume xonugbuzypupoganuss MST

3agaTh UM peruoHa.

Vnanuts ums pEeruoHa.

revision <0-65535>

! B peaicume xonugbuzypupoganus MST

YcTaHOBUTH YPOBEHb PEBU3UM OJIA PETUOHA.

3HayeHue o yMmodanuio - 0.

instance <1-63> vlan <vlan-id>

no instance <1-63> vlan [<vlan-id>]

! B peaicume xongbuzypupoganus MST

Ycranosuth coorBeTcTBe VLAN-MSTI.

Vnanuts instance 1eankoM wim Vlan.
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4.2. Hactpolika npuopuTeTa instance rio0aabHO:

Komannga Onucanue

spanning-tree instance <1-63> priority | priority <0-61440> - ycTaHOBUTb IpUOpUTETA instance

<0-61440> ¢ marom 4096 (uem MeHblIIe 3HaYeHUE, TEM BBIIIIE
IIPUOPUTET).

no spanning-tree instance <1-63> OTMEHUTh YCTAaHOBKY MPUOPUTETA.

priority

! B pesicume 2n06anvHoti Kongbuzypauuu

4.3. Hactpoka instance Ha ropre:

Komannga Onucanue
spanning-tree instance <1-63> path-cost <1-20000000> - 3a1aTh CTOMMOCTD Ty TH;
{path-cost <1-20000000> | priority priority <0-240> - ycTaHOBUTb IPUOPUTET NOPTA
<0-240> | restricted-role } spanning-tree B ykazanHoM MSTT;

restricted-role - BKJIIOUMTh OrpaHUYEHUE POJIM NOPTA,

(IOpPT HE MOXET CTaTh KOPHEBBIM).

no spanning-tree instance <1-63> OTMEHUTh YCTAaHOBJIEHHBIE JIEUCTBUS.

{path-cost | restricted-role}

! B pexcume xonguzypavuu nopma

5. IlpocMOTp HacTpoek spanning-tree:

Komannaa Onucanne

show spanning-tree [brief | interface OT0o0pa3uTh MHPOPMAIIUIO O COCTOSTHAN TIPOTOKOJIA.
<ifname> | mst [config | detail [interface
<ifname>] | instance <1-63> [interface
<ifname>] | interface <ifname> | statistics

[interface <ifname> [instance <1-63> |]]

! B Admin pesicume

19.3 IIpumep xoncpurypamuu MSTP

Ha Bcex xommyratopax B cetu (pucyHok 10) BkimoueH spanning-tree B pexume MSTP. Bce

MpaMeTphl Spanning-tree YyCTaHOBJIEHBI IO YMOJYAHUIO U PaBHbI.
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[To ymomyanuio MSTP dopmupyer ApeBOBHIHYIO TOIMOJIOTHIO, pactymiyio u3 SW1, 61okupys
n30bITOUHBIe coequHeHus. [1opTel ¢ moMeTkol X mepeBesieHbl B cocTostHue blocking, ocTajibHbIE B CO-

crostnuu forwarding.

HNmsa kommyTaTopa SW1 SW2 SW3 SW4
MAC-aapec kommyTatopa | ...00-00-01 | ...00-00-02 | ...00-00-03 | ...00-00-04
IIpuopurer komMmmyTaropa | 32768 32768 32768 32768
IIpuopuret nopta 1 128 128 128
IIpuoputeT nopra 2 128 128 128
IIpuopurer nopra 3 128 128
IIpuopurer nopra 4 128 128
IIpuopurer mopra 5 128 128
IIpuopureT nopra 6 128 128
IIpuopureT nopra 7 128 128
Croumocts nyTH 1 200000 200000 200000
Croumocts myTH 2 200000 200000 200000
Croumocts iyt 3 200000 200000
Croumoctsb nyTu 4 200000 200000
Croumoctsb nyTH 5 200000 200000
Croumoctsb nyTH 6 200000 200000
Croumocts iyt 7 200000 200000

Huxe npeacrasiieHa KoH(pUrypalyss KOMMyTaTOPOB IO yMOJIYaHUIO.

SWA1
| —
o -
SW2 i — SW3
5 4 3 IX 6 7
4 BX
SW4

Puc. 10: TIpumep ceTr ¢ KOJbIIEBOI TOMOIOTHEN

CkoHpurypupoBathb CeTb:
1. Ckoncpurypupoats VLAN:
* Coszgats VLAN 20, 30, 40, 50 nHa kommyTtaTopax SW2, SW3 u SW4;
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* [lepesectu noptsl 1-7 kommyTtaropoB SW2, SW3 u SW4 B pexum trunk.

2. CxkoHdurypupoatb MSTP:

* Onpegenutb kommyTatopsl SW2, SW3 u SW4 B pernon MSTP;

e Ycranosuth coorBeTcTBUE VLAN 20 u 30 - MSTI 3;
e Ycranosuth coorBeTcTBUe VLAN 40 u 50 - MSTI 4.

3. Pacnipeieiith Harpy3Ky, ONpeae/iuB KOPHEBbIE KOMMYTATOPHBI 151 Kaxaoro MSTI:

* YcranoButb nproputet KommyTtatopa SW3 pasueim 0 B MSTI 3;

* VYcranoButs npuoputeT kommyraropa SW4 pasusiv 0 B MSTI 4.

Koudurypanusa SW2:

SW2(config)#vlan 20,30,40,50
SW2(config)#spanning-tree mst configuration
SW2(config-mst)#region sw2-sw3-swd
SW2(config-mst)#instance 3 vlan 20,30
SW2(config-mst)#instance 4 vlan 40,50
SW2(config-mst)#exit

SW2(config)#interface gel-7
SW2(config-if)#switchport mode trunk

Konduryparms SW3:

SW3(config)#vlan 20,30,40,50
SW3(config)#spanning-tree mst configuration
SW3(config-mst)#region sw2-sw3-swd
SW3(config-mst)#instance 3 vlan 20,30
SW3(config-mst)#instance 4 vlan 40,50
SW3(config-mst)#exit

SW3(config)#interface gel-7
SW3(config-if)#switchport mode trunk
SW3(config-if)#exit

SW3(config)#spanning-tree instance 3 priority O

Koudurypammsa SW4:

SW4 (config)#vlan 20,30,40,50

SW4 (config)#spanning-tree mst configuration
SW4 (config-mst)#region sw2-sw3-swéd
SW4(config-mst)#instance 3 vlan 20,30

SW4 (config-mst)#instance 4 vlan 40,50

SW4 (config-mst)#exit

SWa4(config)#interface gel-7

SW4 (config-if)#switchport mode trunk
SW4(config-if)#exit

SW4 (config)#spanning-tree instance 4 priority O
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[Tocne npumeneHust onucanHou KoH(pUrypanuu kommyTtatop SW1 octaetcs kopueBbiM aist MST
0 Bceit cetu. B pernone sw2-sw3-sw4 kommyTtaTop SW2 CTaHOBUTCS PErMOHAIbHBIM KOPHEBBIM 151
MSTI 0, SW3 - gng MSTI 3, SW4 - mna MSTI 4.

MSTP renepupyet Tononoruu ansg MSTI 0, MSTI 3, u MSTI 4 (cm. puc. 11, 12, 13). ITopTsl ¢

nomeTkoil X nepeseneHbl B coctostHue blocking, ocranbhble B coctosiHuu forwarding.

sw1
/ \ )
SW2 s P S— SW3

b Se——
sSW2-swW3-swd 5X _’ 7X
sSwW4

2 2
SW2 s m— SW3
5 4 3X 36 7
MSTI 3
Region > S
sSW2-sW3-swé 5X 5’ X
SW4
Puc. 12: Toronorna MSTI 3
2 2%
SW2 pime P — SW3
5X 4 3 3X 6 %
MSTI 4
Region ¢ °
SW2-sW3-5W4 5 5’ 7
SW4

Puc. 13: Tononorusa MSTI 4

19.4 Pemenue npoodJiem npu koncgpurypanun RSTP/MSTP

s Brmovennss RSTP/MSTP wa nopty, RSTP/MSTP nomkeH ObITh BKJIOUEH ITI00aIBbHO.
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[TapameTtpst RSTP/MSTP B3auMocBsi3aHbI 1 clieIyeT COOI0IATh ClIeAyIONTe COOTBETCTBUS, MHA-

ye RSTP/MSTP moxeT paboTaTh HEKOPPEKTHO:

2 x (Bridge_Forward_Delay - 1 sec) >= Bridge_Max_Age
Bridge_Max_Age >= 2 x (Bridge_Hello_Time + 1 sec)

HyxHo Bcerna noMuuTs, uyto u3MeHeHue napamerpos RSTP/MSTP MoxeTr BbI3BaTh U3MEHEHUE

TOIIOJIOTHUH.
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20. KauectBo cepBuca (QoS)

QoS (Quality of Service) - 310 HaOOp BO3MOKHOCTE, KOTOPbIE MMO3BOJISIOT JIOTHYECKH pasjie-
JIITh TIPOXOJSIIUEA MO ceTH TpaUK HAa OCHOBAHWM KPUTEPHUEB M YNPABJATh KAUECTBOM KaXXIOTO THUIIA
Tpacduka, obecrieunBas Jydlinii cepBuc it BeiopanHoro Tpaduka. QoS obecnieunBaeT rapaHTHIO TIpe-
CKa3yeMoro cepBHca Tiepeaud JaHHBIX ISl BHITOJHEHUs TpeOoBaHui rporpamm. QoS He reHepupyet
JOTIOJTHUTEJIBHY IO TI0JI0CY, HO oOecrieunBaeT Ooee 3¢h¢peKTUBHOE YITpaBJICHHE CYIIeCTBYIOIIEH MPOITYCK-

HOI CIIOCOOHOCTBIO B COOTBETCTBHH C Tpe6OBaHI/IHMI/I HpI/IJ'IO)I(CHI/Iﬁ U TIOJIUTUKOM yHpaBJIEHUSA CETBIO.

20.1 Tepmunsni QoS

QoS: Quality of Service, kauecTBO cepBuca, 00ECIIEYNBAET rApaHTHUIO MPEJCKA3yeMOro CepBUca
niepe/iaun JaHHbBIX JIJIS BBIOJTHEHH S TPEOOBAHMIA TIPOTPaAMM.

Homen QoS: cereBas Tononorus, copMuUpoBaHHAsI YCTpOHCTBaMu, noaaepxkuBaomumMu QoS
11 oOecrieyeHus1 KadyecTBa CepBHCa.

CoS: Class of Service, ungopmarnius o kiaccudpukaiuu, nepenapaemas Ha 2 yposHe moaesiu OSI
B moa3arogioBke 802.1Q 3aronoeka Ethernet-kagpa. CoS 3aHumaeTt 3 6uTa, IO3TOMY MOXET IPUHAMATh

3Hauyenus ot 0 go 7.

Kaap 2 ypoeHa ¢ nonem 802.1Q/P

Anpec Anpec Tar 802.1Q | Ethertype DaHHble | CRC/FCS

HasHa4YeHWsa | WMCTOYHWKA
LB ouTta saHumMaeT none CoS

Puc. 14: ITosxe CoS

MNpeambyna

ToS: Type of Service, oqHOOaiTOBOE T0JIe B COCTaBe 3arojioBKa rnakera IPv4, ncnonb3yercs s

o0o03HaveHus tuna ceppuca IP-naketoB. Moxet comepxkath DSCP u IP-precedence.

Maket IPv4

lMNpoTokon
Bepcusa " Anpec Appec
W ANMHa 3aronoeka ToS (1 6aitr)|AnunHa| ID |Pnaru|Cmewwenune|TTL| BepxHero oTnpaBuTens nonyyarens

YPOBHS
JLIP presedence unu DSCP

Puc. 15: ITose DSCP

FCS|daHHble

IP precedence: unpopmanus o kinaccudukanuu, nepenasaemasi B IPv4 3aronoBke 3 ypoBHs
(mone ToS). 3anumaeT 3 6uTa, MOITOMY MOXET MIPUHUMATh 3HaYeHHs oT O 10 7.

DSCP: Differentiated Services Code Point, napopmarusa o kiaccudukamnyu, rnepeaaBacmas B
IPv4 3aronoske 3 ypoBHs (1rosie ToS). 3aHumMaeT 6 OUT, TO3TOMY MOXET MPUHUMATh 3HaYeHus ot 0 1o

63. Ilone nepecekaetcs ¢ IP Precedence, HO COBMECTUMO C HUM.
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Classification (kaaccndpuxanus): kiaccudukalys oTIe/NbHbIX 1AKETOB B TpaUKe B COOTBET-
cTBUM ¢ MHPOpMaIei o kiaccuduKkaryu, epe1aBaeMon B 3aroJIoBKe MakeTa Wi Ha OCHOBAaHUHM CITMCKOB
KoHTposs goctyna (ACL).

Policing (ynpaBjeHue nosocoii npomyckanms): neiicteue Mexanusma QoS Ha BXoje, KOTopoe
YCTAHABJIMBAET MOJMTUKY JIJIs TTOJIOCH! TpaduKa U yIpaBJisieT KIacCU(UIIMPOBAHHBIMU MTAKETaMH.

Remark (nepemapkupoBka): aeiictere Mexann3ma QoS Ha BXoje, BHIIOTHSIOIIEEe TepeMapKu-
POBKY IMaKeTa B COOTBETCTBUU C HACTPOEHHOM MOJMTUKOIA.

Scheduling (ynpaBienue ouepensimu): neifictBue mexaHnusMa QoS Ha BHIXOJE, KOTOpOE MpH-
HUMaeT pellieHre O repejiade Wid cOpoce MakeToB, B 3aBUCUMOCTU OT HACTPOUMKHU OYepead B KOTOPYIO

IIOMEIICH ITaKeET.

20.2 Peamzamust QoS

Crenmgpukanyu nepegaun IP-nmakeToB 0XBaThIBAIOT aApecalvio U CEPBUCH UCTOYHMKA U TOJY-
yaresiad Tpaduka, a TakKe ONUCHIBAIOT MEXaHU3M IPABUJIbHOI Nepefauu MakeToB C UCHOJIb30BaHUEM
npoTokoyioB ypoBHsi 4 mozpemu OSI (manpumvep TCP). B GonpimHcTBe ciyvaeB IP ncnombs3yer mak-
CHMaJIbHO BO3MOXXHYIO TPOIYCKHYIO CITIOCOOHOCTh BMECTO MEXaHM3Ma 3aIlUThI TOJOCHI MPOITYCKAHHUSI.
ITO NpUEMIIEMO JJI TAKUX CEPBUCOB, KaK eKTpoHHasA noyura uid FTP, HO 11 nocTosHHO pacTymmx
00bEMOB MYJIbTUMEAUIAHBIX CEPBUCOB ITOT METO]] HE MOXET YIOBJIETBOPUTH TPEOOBAaHMS HEOOXOAUMOM
MPOITYCKHOM CIOCOOHOCTH Ml HU3KHX 3/I€PKEK.

Hcnonb3ys pasnuuHsle MeToasl, QOS onpeenser NpUoOpuTeT s KakI0ro BXOAAIIEro NakeTa.
Nupopmanus o kinaccudukanum coaepiurcs B 3aroioBke [P-nakera 3-ro ypoBHs WM B 3ar0JIOBKE Kajipa
802.1Q ypoBHs 2. QoS obecnieurBaeT OIMHAKOBBII CEPBUC J1s] TAKETOB C OJMHAKOBBIM IPUOPUTETOM, B
TO K€ BpeMs [l ITAKETOB C Pa3HBIM IPHOPUTETOM CEPBUC MOXET oOecrieunBaThes pa3Hblil. KommyTtaTop
WM MapuIpyTH3aTop ¢ noajepxkoir QoS MoxkeT odecneunBaTh pa3aMdHyI0 IPOMYCKHYIO0 CIIOCOOHOCTD
B COOTBETCTBHMHU C MH(pOpMaLmeii o kiaccudukalmu, noMevyatb Tpauk B COOTBETCTBUM C HACTPOSHHOM
MOJIMTHKOM, a Takxe cOpachlBaTh HEKOTOPBIE MAKEThl C HU3KUM IMPHOPUTETOM B CITy4ae HEXBATKH MOJIOCHI
npomyckanus. QoS MokeT ObITh CKOH(PUTYPHPOBAH THOKO: CTETIEHb CJIOKHOCTH 3aBUCHUT OT TOIOJIOTHH

CEeTH ¥ ITyOUHBI aHaIN3a TpaduKa.

20.3 bazoBaa moaeanb QoS

BazoBas monmeny QoS (pucyHok 19.3) cocrout u3 4 yacreit: Classification (knaccudukarus)
u Policing (ynpasieHue nosnocoii npomyckanus) - AeicTBus Ha Bxojae, Remark (nepemapkupoBka) u
Scheduling (rmranupoBanme) - aeficTBre Ha Bhixoje. Ha cxeme Huke nzoOpaxena 6azoBast mozesb QoS.
Classification (k1accudpukanms). Knaccuduimpyet Tpaguk B COOTBETCTBUH C KIaccupUKau-
OHHOI MH(OpPMAIIUEil TAaKETOB U OIpeessieT HOMep UCXOIAIIei ouepeind B KOTOpyIo OyleT moMellleH
nakeT. B 3aBUCMMOCTH OT THUIIOB MAaKETOB M HACTPOEK KOMMYTAaTOpa KiIacCH(pUKaIMsA 0O0ecreunBaeTcs

pasnmuHbBIM 0O6pa3oM. CxeMa HYKe IMOKa3bIBaeT Mporiece Kiaccudukanuu (pucyHok 17).
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HATTEX  PykoBoacTBo agMuHHCTpaTopa 1o padote ¢ ITO 1yt KOMMYTaTOpPOB CEpUH S5XXX, SOXXX
Ingress Egress
- L. il A -
. =~ ! ~
Classification » Policing » Remark » Scheduling
Knaccuipmkauyma. ¥npaeneHWe Nonocon MepemaprvpoBKa. YnpagneHWA odYepeqAMA
HazHaqeHue nponyckaHWA. OTEpocKTE MameHnTE (NnaHMpoBaHune). MNoMecTUTE
NaKeTam WMK NPONYCTHTE NEKETEl B OPUIMHANEHOE 3HAYEHUE NakeTsl B O4EpEOH B
BHyTpeHHero COOTEETCTEMH © MOMWTHEDR DSCP wnu CoS. COCTEETCTEWMH C BHYTDEHHWMM
npuopuTeToM (int-Prio),

npuopuTeTe (Int-
Prioc) v npuopuTeTa
cOpoca (Drop Prec)

B COOTRETCTEMM C

wHihopmayven o
NPUOPMTETE NaKeTa.

QrPEHUYEHUA NoNockl
Tpadmka.

Puc. 16: Bazosas monens QoS

NEenocTaEMTE CEPRHE B
COOTBESTCTEMK C BECOM
oYepenH M NPMopUTETOM
chpoca.

Policing (ynpaBjeHne moJjiocoil mpomyckaHusi). MoXeT BBIMOMHATHCS HAa MOTOKE JAHHBIX C

LIEJIBIO BbIJIEJIEHU I [TOJIOCHI KJIACCU(PUIIMPOBAHHOMY Tpa UKy B COOTBETCTBUU C HACTPOEHHOM MOJUTUKON

Remark (mepemapkupoBka). [To3ossiet 3amenuTs opuruHaibHoe 3HaueHne DSCP u CoS kagpa.

Scheduling (padora ¢ oyepensavu u mianuposanue). KomMmyTaTop nmpuHMMaeT pelieHue o

nepeade wim cOpoce Makera Ha OCHOBE HACTPOEK ouepelieil 1 3arnoHeHHOCTH Oydepa.

Oa

h 4

IHaaHaueHue wexoaAuLei

OYepean HAa OCHOBAHWK
DSCP-queue

YetaHoska CoS HeTt

Kaapa B 3HauyeHWe
no YMOon4aHWg

Kagp c 8021027

HasHaueHne WCKoaALen
ouepeau Ha OCHOBaHWK

CoS-queue

Hauano Policing u
Remarking

Puc. 17: TIpouecc knaccudukany nNakeToB
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20.4 Kondurypamusa QoS

1. HacTpoiika rio0aabHBIX TapaMeTpPOB:

Komanna

Onucanune

mls qos queue weight <w0> <w1>
<W2> <w3> <w4> <w5> <wb> <w7>

no mls qos queue weight

! B pesicume 2n06anvHoti kKonguzypauuu

I/I3MeHI/ITb BECa oqepeaeﬁ 10 YMOJIYaHUIO.
<wl> ... <w7> - Bec <0-127>.

Bec 0 nepexiouaeT ouepeap B peskum Strict-priority.

BepHyTh 3HaUeHUs Beca ouepeaeit o yMoIdaHuio - 1 2
345678.

2. Hacrpoiika kapTs mpeodpazoBanmii CoS:

Komannga

Onucanue

mls qos map cos-queue <q0> <ql>
<q2> <q3> <qg4> <q5> <qb6> <q7>

no mls qos map cos-queue

! B pesicume 2n06anvHoll KoHDUzypauuu

3ajaTh COOTBETCTBUE HOMepa ouepeau 1 3HaueHus CoS.
<q0> - Homep ouepenu <0-7> nia CoS 0
<q1> - Homep ouepenu <0-7> nist CoS 1

<q7> - Homep ouepeau <0-7> gis CoS 7

BepnyTb 3HaueHus no ymonyanuio - 0123456 7.

3. Hacrpoiika kapTsl npeodpazobanuii DSCP:

Komannga

Onucanmne

mls qos map dscp-queue <DSCP1>
[<DSCP2> [... [<DSCP8>]]] to <queue>

no mls qos map dscp-queue

! B pedcume 2n06anvHoli KoHpuzypayuu

3amaTh COOTBETCTBUE HOMEPA OUepe Iy U 3HAUCHUS
DSCP.

<DSCP> - 3nauenue DSCP <0-63>;

<queue> - HoMep ovepean <0-7>.

BepHyTh 3HaUY€HUA 10 YMOTYAHUIO:

<DSCPO-7> - 0, <DSCPS8-15> - 1, <DSCP16-23> - 2,
<DSCP24-31> - 3, <DSCP32-39> - 4, <DSCP40-47> - 5,
<DSCP48-55> - 6, <DSCP56-63> - 7.
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4. Hactpoiika QoS Ha noprax:

Komannga

Onucanune

mls qos queue weight <w0> <w1>
<W2> <w3> <w4> <w5> <wb> <w7>

no mls qos queue weight

! B pesicume xongbueypayuu nopma

YcTaHOBUTE Bec ouepeeit Ha (pU3NIECKOM MOpTeE.
<wl> ... <w7> - Bec <0-127>.

Bec 0 nepexiouaeT ouepeap B peskuMm Strict-priority.

BepHyTb 3HaueHus Beca ouepeeit o yMOI4aHuo - 1 2

345678.

mls qos trust cos

no mls qos trust cos

! B pexcume koHgueypauyuu nopma

3ajaTh JOBEpUE METKE COS JJIsl BXOAALIEero Tpaduka Ha

uHTepdeiice.

OTMEHUTH AOBEPUE METKE COS MJI BXOOALIETO Tpa(bI/IKa

Ha uHTepdeiice.

mls qos trust dscp

no mls qos trust dscp

! B pesicume Kongbuzypayuu nopma

3anaTh JoBEpUe METKE COS JJIsl BXOAsAIIEero Tpaduka Ha

uHTepderice.

OTMeHUTD 0BEpUE METKE COS JIJIS1 BXOIALIEro Tpaduka

Ha uHTepdeiice.

mls qos default-cos <0-7>

no mls qos default-cos

! B pesicume xongbueypayuu nopma

3anarte 3HaueHue COS s BXonsiero B uHTepgeiic

Tpaduka 6e3 METKH.

Vnanute 3Hauenue COS a5 Bxoasiero B uHTepdeiic

Tpaduka 6e3 METKU.

5. [Mpocmotp kaptel CoS:

Komanna

Onucanne

show mls qos maps cos-queue

! B Admin pesicume

Oto6paszuth kapty CoS - Ouepep.
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6. [Tpocmotp kaptet DSCP:

Komanga Onucanue

show mls qos maps dscp-queue Oto6paszuth kapty DSCP - Ouepenp.

! B Admin peaicume

7. IIpocmotp HacTpoek QoS Ha uHTepdeiice:

Komannga Onucanme

show mls qos interface <ifname> OTto0pa3uTh HacTpoiiku QoS u uHpopMaIHIO O Bece

ouepezeit Ha pusrueckoM UHTepderice.

! B Admin pesicume

20.4.1 IIpumep xoncpurypamuu QoS

IIpumep 1:

Heo6xoaumMo nmpruopuTe3npoBaTh MyIbTHKACT Tpaduk, nmenomuii CoS 2 1 MOBBICUT IPUOPHUTET
s tpadguka ¢ CoS 3 (VOIP). 3a noprom gel Haxonutcs kimeHT ¢ IPTV, 3a noprom ge2 - KJIMEHT ¢
VOIP, nopt XE1 - uplink.

Konduryparnus kommyTtatopa OyaeT BHIJIAIETD CJeAYOIIIM 00pa3oM:

Switch#configure terminal

Switch(config)#interface xel

Switch(config-if)#mls qos trust cos
Switch(config-if)#mls qos queue weight 1 2 20 4 5 6 7 8
Switch(config-if)#exit

Switch(config)#interface gel

Switch(config-if)#mls qos queue weight 1 0 3 4 56 7 8
Switch(config-if)#exit

Switch(config)#interface ge2

Switch(config-if)#mls qos queue weight 1 2 20 4 5 6 7 8

Switch(config-if)#mls qos default-cos 3

20.4.2 Pemenne npoodJieM npu HacTpoike QoS

[Tpu ogHoBpemenHom noBepun Metkam CoS u DSCP, npuoputer DSCP Bbiite.
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20.5 Policy-map

Policy-map (kapTa MoJUTHK) - TO3BOJISIET CBSI3aTh MOJIUTUKY, TaKUe KaK OrpaHUYEHHUE IOJIOCHI,
n3Menenre Metok CoS wim DSCP, ¢ kapramu Kj1accoB, TEM CaMbIM IPUMEHUB UX K PA3JIMYHBIM IOTOKAM
JaHHBIX.

Class-map (kapTa KJIACCOB) UCTIOJIb3YIOTCS /1J1s1 3a/1aHUSI KPUTEPUEB, HA OCHOBE KOTOPBIX CETEBOM
Tpaduk OyneT rpynnupoBarthcs B Kjaccel. Kpurepun MoryT 3aaBathest Ha ocHoBe ACL, metok CoS nmm
VLAN ID pns knaccudukaium noToka JaHHBIX.

[Tocne Toro kak komaHnoi class-map 3aaaHbl Kjiacchl Tpaduka M UX KPUTEPUU, KOMaHJIOM
policymap 3amaeTcs moauTuka padoOThl C KJIaccamH, a KOMaH/a service-policy nmpuBs3bIBaeT MOIUTH-

KY K UHTep(eiicy.

20.5.1 Hactpoiika Policy-map

1. Hactpoiika KapThl KJIaCCOB:

Komannga Onucanne

class-map <class-map-name> Co3zpatp KapTy KJIacCOB C MIMEHEM <class-map-name> 1

BOUTH B peXUM €€ KOH(PUTYPUPOBAHMUSI.

no class-map <class-map-name> VYnanurte KapTy KJIaccoB ¢ UMeHeM <class-map-name>.

! B pesicume 2n06anvHoti kKonguzypauuu

match {access-group <acl-index> | cos Hactpouts kputepuil COOTBETCTBUS JaHHBIX KapTe
<cos-list> | vlan <vlan- list>} KJIaCCOB Ha OCHOBE:

access-group <acl-index> - 1-199, 1300-2699;

cos <cos-list> - 0-7; vlan <vlan-list> - 1-4094.

no match {access-group | cos | vlan} VYnanute KpuTepuii COOTBETCTBUS.

! B pesicume Kongbuzypayuu kapmol KAaccos

2. Hacrpoiika kapThl NOJUTHK:

Komanjga Onucanue

policy-map <policy-map-name> Co3narth KapTy NOJIUTHUK ¢ UMEHeM <policy-map- name>

Y BOITHU B peXUM €€ KOH(UTYpUPOBaHUS.

no policy-map <policy-map-name> VYnanute KapTy NOJUMTHUK C UMEHEM <policy-map-name>.

! B pedcume 2n06anvHoli KoHpuzypayuu
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Komannaa

Onucanue

class <class-map-name>

no class <class-map-name>

! B pexcume xongpueypauuu kapmol NOAUMUK

3anath 1715 TEKYIed KapThl MOJMTUK aCCOLIMAIUIO C

KapTOﬁ KJIaCCOB C UIMECHEM <class—map—name>.

OTMEHUTH aCCOLIMALIUIO.

set {cos <new-cos> | ip-dscp <new-dscp>
| ip-precedence <new-precedence> |

ip-tos <new-tos> | queue <new-queue>}

no set {cos | ip-dscp | ip-precedence |

ip-tos | queue}

! B pedscume KoHpuzypayuu Kapmol KAACCo8

6 Kapme noaumux

[TpucBouTsh KiaccupuIMpoBaHHOMY TpaUKy HOBOE
3HaYCHUE.

€oSs <new-cos> - 0-7;

ip-dscp <new-dscp> - 0-63;

ip-precedence <new-precedence> - 0-7;

ip-tos <new-tos> - 0-255;

queue <new-queue> - 0-7.

OTMEHUTH IIPUCBOCHUE.

police <CIR> <CBS>

no police <CIR> <CBS>

! B pesicume xongbuzypayuu kapmol KAaccos

6 Kapme noaumuk

3anath orpaHUYEHNE CKOPOCTH.

<CIR> - 1-10000000 Kbits/sec;

<CBS> - 0-16000 Kbyte.

CIR (Committed Information Rate) —
rapaHTUPOBaHHAsl CKOPOCTDb Nepeayuu IaHHbIX.

CBS (Committed Burst Size) — pa3mep burst.

OTMEHUTD OI'paHUYCHUEC CKOPOCTH.

packet-capture

no packet-capture

! B peaicume xongbuzypayuu oeticmaus 015

class-map 6 policy-map

VYceranoButs aeiictBue packet-capture.
CoBmecTHOe Mcnonb3oBaHue packet-capture ¢ Jpyrumu

action B policy-map He IpUMEHUMO.

OtmenuTs aeiicTBue packet-capture.
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3. IlppumeHeHne KapThl IOJIMTUK Ha NOPTE:

Komannga Onucanne
service-policy input [IpyMeHuTH KapTy MOJUTUK C UMEHEM
<policy-map-name> <policy-map-name> aJisl BXOASAIIEro TpaguKa Ha IOpTe.
no service-policy input ViamuTe KapTy MOJUTHK C UMEHeM <policy-map-name>
<policy-map-name> IU1s1 BXOJALLIETo Tpaduka Ha IopTe.
! B pexcume xonguzypavuu nopma

20.5.2 IIpumep HACTPOIKH KAPThI NOJUTHUK

Cuenapmii 1
Yeranosuts ACL nipaBuiio, pritsTpytomee no MAC v nomo ethertype, 1 ycraHaB/MBalolee METKy
ip-dscp s Tpadpuka npuxoisero Ha nopt gel.

Konpurypanus kommyTtatopa OyaeT BHIJIAIETD CJeAYOIIUM 00pa3oM:

Switch(config)#access-1list 102 permit mac 0101.0202.0000 0000.0000.FFFF
0133.2222.1100 0000.0000.00FF 0x806
Switch(config)#class-map cl
Switch(config-cmap)#match access-group 102
Switch(config-cmap)#exit
Switch(config)#policy-map pl
Switch(config-pmap)#class cl
Switch(config-pmap-c)#set ip-dscp 32
Switch(config-pmap-c)#exit
Switch(config-pmap)#exit
Switch(config)#interface gel

Switch(config-if)#service-policy input pl

Cuenapmii 2
N3menenue ip precedence B IP-3aronoBke Tpaduka npuxonsiero B vlan 10 nopra gel.

Kondpurypanus kommyTtatopa OyaeT BHIIAIET CJeAYOIIUM 00pa3oM:

Switch(config)#class-map cl
Switch(config-cmap)#match vlan 10
Switch(config-cmap)#exit
Switch(config)#policy-map pl
Switch(config-pmap)#class cl

Switch(config-pmap-c)#set ip-precedence 5
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Switch(config-pmap-c)#exit

Switch(config-pmap)#exit

Switch(config)#interface gel
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan all

Switch(config-if)#service-policy input pl
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21. L3 unrepdeiic 1 MapmpyTu3anus

KoMmMyTaTop noaaepxxuBaeT He TOJIbKO LL.2-koMMyTaluio, HO ¥ annapatHyo L3-mapipyTuzanuio.
KomMmMyTaTop nmeet BO3MOXHOCTh HACTPOilku L3 nHTEpdeiicoB, a Takke CTAaTUHUECKUX MapILIPYTOB.

WNurepdeiic ypoHs 3 sBaseTcs He (PU3NYECKUM, a JIOTMYeCKUM uHTepdeiicoM Ha ocHoBe VLAN
Y MOXET COZIepKaTh OJIMH WJIA HECKOJIbKO L2 mopToB, npuHaaexammumx K 3roi VLAN, unm He cogepxkatb
L2 noptoB. UtoOsl unTepdeiic ypoBHs 3 OblT B cocTossHuA UP, HE0OX0auMO, 4T0OB KaK MUHUMYM
OJIVH MOPT YPOBHS 2, MpUHAMJIEKALTHIA K 3TOMY HHTepdeicy, Obl1 B coctossuuu UP, unaue untepdeiic
ypoBH# 3 Haxogutcs B coctossHun DOWN. KommyTtaTop MoxeT ucnons3oBats IP-afgpeca HacTpoeHHbIe
KaK CTaTMYEeCKH, TaK M JMHAMMUYECKM Ha uHTepdeice YpoBHS 3 AJisl CBS3M C APYTMMU yCTPOHCTBAMU
yepe3 [P-ripoTokor.

CraTuyecknil MApIpPYT - 3TO MapIIPYT MPOXOKIEHHS MaKeTa B CTOPOHY MOACETH Ha3HAYEeHU S
yepes3 gateway, SIBHO YKa3aHHbI pu KoHpurypauu. CTaTiueckue MapipyThl OOBIYHO MCHONB3YIOTCS
JUI yKa3aHUs MapuipyTa 0 YMOJIYAHUIO WM TOr[a, KOrZa HyKHO BPEMEHHO yKas3aThb MapLIpyT A0
MOJICETH B CJIydae yXYAIIEHHs KauyecTBa OCHOBHOTO MapIpyTa, JUOO MpPU OTCYTCTBUHM BO3MOKHOCTH
MCIOJIb30BaTh POTOKOJI IMHAMUYECKON MaplIpy TU3ALMU.

Ha xommyTtaropax SNR cepuu S5210G noctynHa anmapaTHas MapLIpyTH3alusi Ha CKOPOCTH

nopra.
21.1 Hacrpoiika uatepcerica ypoBHsa 3
1. Co3path uHTEpdeEiC yrpaBieHus YpoBHSA 3:
Komanga Onucanue
interface vlan<vlan-id> Cozgats VLAN-unrepdeiic.
<vlan-id> - Homep vlan ot 2 10 4094.

no interface vlan<vlan-id> Vnanuts co3panneiii VLAN-unTepderiic.
! B pesicume 2n06anvhoil KoHuzypauuu

2. Hactpouts onucanue untepderica VLAN:

Komannga Onucanne
description <text> Jo6aeuth ormucanue <text> VLAN-untepdeiicy.
no description Vnanute onucanue VLAN-unrtepdeiica.

! B pexcume kongueypuposanus interface

vian
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3. VYeranoButs cratnyeckuii [P-anpec unrepdeiicy ynpasieHus: ypoBHs 3:

Komannga Onucanne
ip address {<ip-address/mask> | Haznauuts [P-anpec VLAN-unrepdeiicy.
<ip-address> <mask>} [secondary] <ip-address/mask> - ip-ajipec ceTu ¢ ykazaHuem

npedukca MackH;

<ip-address> <mask> - ip-ajipec ceTu ¢ ykazaHuem
MacKH;

secondary - yCTaHOBUTb JIONIOJIHUTEJIbHBIN ip-apec Ha
VLAN-unTepdeiic.

no ip address{<ip-address/mask> | Vnanuts cratnueckuii [P-anpec ¢ VLAN-unrtepdeiica.

<ip-address> <mask>} [secondary]

! B pesxcume xongueypuposarus interface

vian

4. Ounamuyeckoe nonyudenue [P-anpeca Ha untepdeiice ynpasienus ypoBHs 3:

Komanna Onucanune

ip address dhcp Bxumounts DHCP-kment Ha VLAN-unTtepdeiice nis
nonyyenus IP-agpeca or DHCP-cepsepa.
Komanna MoxkeT NpuMeHATbCS TOJAbKO HA OJJHOM

interface vlan.

no ip address dhcp Boikmounts DHCP-kmment Ha VLAN-unTepderice.

! B pesicume xongbuzypuposanus interface

vian

show ip dhcp-client OTto0pa3uTh noiyyeHHsii [P-anpec.

! B Admin pescume

5. Hacrpoiika onumu 60 Ha DHCP-kiuenre:
[Ipu Bkmouennom DHCP-knuente, Ha VLAN-unTtepdeiice, no ymonuanuio B onuuu 60 - Vendor
class identifier kJiueHT nepeaeT CTPOKY UAECHTUMUIMPYIONIYIO POU3BOIUTENSI M MOJIE]Ib KOMMYTATOpA.

Ity nHPOPMAIIUI0 MOXHO U3MEHUTh YKa3aB COOCTBEHHYIO:

Komanna Onucanne
ip dhcp client vendor-identifier YcTaHOBUTH COOCTBEHHOE 3HaUeHUE <string> B
<string> nepenaaemoii ormmu 60 - Vendor class identifier.
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Komannaa Onucanue

no ip dhcp client vendor-identifier [TepenaBath B onuuu 60 - Vendor class identifier

3HAYCHUEC UCTIOJIb3YEMOEC 110 YMOJTYAHHIO.

! B pesicume 2n06anvHotl KoHDUYypauuu

21.2 Hacrpoiika cTaTH4eCKoil MapIupyTH3aIuu

J106aBUTb CTATUYECKUIT MapPIIPYT:

Komanna Onucanne
ip route {<ip-address/mask> | Co3aaTh 3aMUCch CTATHUECKOTO MapIIpyTa AJIsl CETH, C
<ip-address> <mask>} YKa3aHUEM IILJTI03a Yepe3 KOTOPHIA JOCTYIHA 3Ta CETb.

{<gateway-ip-address>} [description
<name>]

no ip route {<ip-address/mask> | Vianuth co3gaHHbI CTATUYECKUI MapIIPyT.
<ip-address> <mask>}
{<gateway-ip-address>} [description
<name>]

! B pedcume 2n06anvHoli KoHpuzypayuu
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22. Dynamic Arp Inspection

Hunamuueckas nposepka ARP (Dynamic ARP Inspection win DAI) 3amminaer jgokajibHyIo

cetb ot cnyunra ARP nakeros.

DAI ucnonbsyet ungopmarnmio u3 6a3sl ganabix DHCP nyist npoeepku naketoB ARP u 3ammtst

OT noaMeHbl. Korjaa 3710yMbIIUIEHHUK TBITAETCSl UCIIOJIb30BATh NOAAEbHBIA MakeT ARP 1y nmonmeHst

agpeca, KOMMYTaTop cpaBHHMBaeT aapec ¢ 3amucsamu B Tabsuiie DHCP Binding. Eciu MAC-aapec wim

IP-anpec B makete ARP He cOOTBeTCTBYeT NeiicTBYyIOIIEH 3anucu B Ta0umIe, TO TaKeT OTOpachBaeTCsl.

B DAI moryT ObITh HACTPOEHBI JAOBEPEHHBIE MOPTHI, HA KOTOpPHIX BXoisiue ARP nakersl He

MIPOBEPSIOTCH.

22.1 Hacrpoiika Dynamic Arp Inspection

1. Bruounts Dynamic Arp Inspection rio6anbHoO:

Komannga

Onucanue

ip arp inspection vlan <vlan-range>

no ip arp inspection vlan <vlan-range>

! B pesicume 2n06an1vH01l KOHDUYypauuu

Bxinounts DAI Ha ocHOBe VL AN, 1100a/16HO.

(MaxkcumaitbHOe KomuecTBO Vlan co BkmoueHHBIM DAI - 16).

Boikmouuts DAI rio0anbpHO.

2. Hactpouts DAI Ha noprax:

Komannga

Onucaunmne

ip arp inspection trust

no ip arp inspection trust

! B pesicume xongbuzypayuu nopma

Hasznauuts nopr B kauecTBe 1oBepeHHOro mis DAL

HazHauuTh nopt Kak He goBepeHHbI 1ist DAI

(10 YMOJIYaHHUIO).

3. Hactpouts sumut ARP-cooOmienmii:

Komannga

Onucanmne

ip arp inspection limit-rate <rate>

no ip arp inspection limit-rate <rate>

! B pexcume xonguzypauuu nopma

Hactpouts mumut ARP-coo01ienuii B cekyHay aJis

nopra.

Vnanuth mumut ARP-coob1menuit (o ymonryanuio).
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4. HactpouTh JONoMHUTEBHYO TIpoBepKy ARP-coobmmennit:

Komannga Onucanne

ip arp inspection validate BxurounTh JONOMHUTENIBHYIO IPOBEPKY
ARP-coo0rienuii Ha iopTe:

- UaeHTUYHOCTEL senderMac u srcMac;

- KoppekTHOcTb senderIP (ne sBisercs all-zero,

multicast uam broadcast).

no ip arp inspection validate OTKJTIOYHUTD JOTIOJHUTEIBHYIO IPOBEPKY

ARP-coo061ieHuit Ha rmopre.

! B pesicume xongbueypayuu nopma

5. OTo6pazuth cocrosiHue pyHKuMoHana DAI:

Komannaa Onucanue
show ip arp inspection OTto6pazuth obiiee coctostaue pyHkimoHana DAI Ha
KOMMYTaTope.
show ip arp inspection interface OTto6pa3uth coctostare pyHkImonana DAI Ha opre.

<if-name>

! B Admin pescume

22.2 IIpumep ucnoab3oBannsa Dynamic ARP Inspection

DHCP-cepgep u 11K nons3zoBatens npunaainexar Vlan 10. DHCP-cepsep noakimodeH K uHTep-
(eiicy gel kommyrtaropa. I1K nonb3oBaresns nogkiioyeH K MHTepdency ge2 KoMMyTaTopa U Noiaydaer
IP-agpec nunamuyecku yepe3 DHCP.

KoHdurypanus koMmMmyTaTopa BbIVIAAUT CJIEAYOIIUM 00pa3oM:

Switch(config)#vlan 10

Switch(config)#ip dhcp snooping
Switch(config)#ip dhcp snooping binding
Switch(config)#ip dhcp snooping vlan 10
Switch(config)#ip arp inspection vlan 10
Switch(config)#interface gel
Switch(config-if)#switchport access vlan 10
Switch(config-if)#ip arp inspection trust
Switch(config-if)#ip dhcp snooping trust
Switch(config-if)#exit
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Switch(config)#interface ge2
Switch(config-if)#switchport access vlan 10

Switch(config-if)#ip arp inspection limit-rate 50

B 3TOM ciydyae kommyTtaTop OyneT nepexBarhiBaTh cooOmeHuss ARP Tonbko ¢ mopra ge2, ¢
orpanndenueM B 50 pps. Kaxapiii pa3 npu nonydennn ARP-cooOmenus dynkimonan DAI cpaBHuT
JaHHbIe B COOOICHHWM C 3aluchio B 0asze, copmupoBaHHON B mporiiecce Mouutopuara DHCP. Ipu
obHapyxeHuu 3anmucu ARP-coo0OmeHue OyneT otmpasieHo aanpiie. Ecim 3amuck oTCyTCTBYeT B 6a3e, TO

nakeT OyJgeT OTOpOILEH.
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23. DHCP snooping u option 82

C nomosio DHCP snooping koMmyTaTop KoHTpoaupyeT porecc nonydyeHuss DHCP-kimnenTom
IP-agpeca nuna npenorspaiienus atak DHCP u nossnenusa nenerutumusix DHCP-cepBepoB B cety,
yCTaHaBJIMBasl JOBEpEHHbIE U HeOBepeHHble MOpThl. COOOIIEHUsI U3 JOBEPEHHBIX MMOPTOB MEPeNaloTCs
KOMMYTaTOpoM 0e3 mpoBepku. OOBIYHO, JOBEPEHHBIE MOPTHI UCTIONB3YIOTCS I noakmodenuss DHCP-
cepsepa i DHCP relay, a HegoBepennsle - 111 noakaodyennss DHCP-kimentoB. KommyTtarop nepegaer
coobuienuss DHCP-3anpocoB U3 HeioBepeHHBIX NOPTOB, HO He nepenaer DHCP-oteets. Kpome Toro,
npu nonyyenun DHCP-oTBeTa U3 HeJOBEpEHHOTO MOPTa, KOMMYTATOP 3a0JOKUPYET 3TO COOOIICHMUE.

Ommust 82 nporokona DHCP ucnionbs3yercs ajist Toro, utoOs! npouagopmuposath DHCP-cepsep
O TOM, OT KaKoro KOMMYyTaTropa M 4epe3 Kakoil ero mopt Owut moiydeH 3anpoc. DHCP-snooping mo-
6asnset onuuio B DHCP-3anpocs! ot kimeHTa u nepenaet ux cepsepy. DHCP-cepep, B cBoio ouepep,
npenocrasiser [P-anpec u Apyryo KoH(pUIypaluoOHHY0 HH(OPMALIMIO B COOTBETCTBUM C MIPEIHACTPO-
€HHbIMU NOJIUTUKAMU Ha OCHOBAaHMM MH(MOpMaluy, MOoJyuYeHHOR B 3aronoBke onuuu 82. [Ipumenenue
ormuu 82 npo3payno s kimeHTa. Coodenne DHCP moxkeT BKJTIOYaTh MHOKECTBO TOJICH pa3IMIHbIX
onuuid. Onuus 82 - ogHa u3 HUX. OHa JOIKHA pacoiararbes Mocje ApYrux OnLMiA, HO 10 onuuu 255.

3aroyioBoK onuuu 82 MOXET COepKaTh HECKOIbKO cad-omuuii (puc.18). RFC3046 onuceiBaet 2

ca0-omuu Circuit-ID u Remote-ID.

Code Len SubOpt Len SubOpt Len

82 | N 1 N OptionData 2 N OptionData

Puc. 18: ®opmat ommum 82

23.1 Hactpoiika DHCP snooping

1. Bkimounts DHCP Snooping:

Komannga Onucanne
ip dhcp snooping Brxumounts pynkuuio DHCP snooping.
no ip dhcp snooping Beikmounts pyskimo DHCP snooping.

! B pedicume 21006a1vHOl KOHPuUYypayuu

ip dhcp snooping vlan <vlan_range>. Bxmouuts pynknuio DHCP snooping nias VLAN

<vlan_range>

no ip dhcp snooping vlan <vlan_range> | Beikimounts pynkuuio DHCP snooping nas VLAN
<vlan_range>.

! B pedicume 21006a1vHOl KOHPUYpayuu
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2. HactpouTtb OBEpEHHBIE IOPTHI:

Komanpga

Onucanne

ip dhcp snooping trust

no ip dhcp snooping trust

! B peacume Konguzypauuu nopma

Haznaunts MOPT B KAYE€CTBE JOBECPEHHOTIO.

Haznaunts MOpPT B KAYECTBC HEAOBCPECHHOT'O (I'IO

YMOJTYAHUIO).

3. Brumounts po6asnenve omuu 82 DHCP snooping:

Komanpga

Onucanmne

ip dhcp snooping information option

no ip dhcp snooping information

option

! B pesicume 2nob6anvrHoli Kongbuzypayuu

Brxunounts oo 82 miis nodasnenuss DHCP snooping.

Brikmounts no6aenenue omuu 82 DHCP snooping.

4. HactpouTh aTprOyThl Onuu 82 riaodaibHo:

Komanpga

Onucanne

ip dhcp snooping information option
self-defined remote-id <remote-id>

no ip dhcp snooping information

option self-defined remote-id

! B pesicume 2n06anvHoll KoHuzypayuu

3anaTh KOHTEKCT <remote-id> B IBOIHBIX KaBbIYKaX HE
JUIMHHee 64 CUMBOJIOB, Mepe/1aBaeMblil B KauecTBe
cab6-omuu Remote-1D, no6asnsemoii B DHCP-3ampochi,
noydeHHsle ¢ uHTepdeiica. BoaMoxHO ykazath
cJeyiolue KIIIoUM:

%v: vlan-id;

9%0M: local MAC B BepXHEM perucTpe;

%om: local MAC B HUJKHEM perucTpe;

%R: client MAC B BepxHEM perucTpe;

9or: client MAC B HUXKHEM PerucTpe;

9op: portID - Homep nopTa.

BoccranoButs koHurypanuio 1o ymoadaauo (VLAN

MAC xommyTaTopa, (popmar asciti).

ip dhcp snooping information option

self-defined subscriber-id <circuit-id>

3agaTh KOHTEKCT <circuit-id> B JBOMHBIX KaBbIUKaX HE
JUTMHHEe 64 CUMBOJIOB, MepeJaBaeMblii B KAUeCTBE
cat6-ommuu Circuit-ID, no6asisiemoit B DHCP-3anpochl,

NoJTy4eHHble ¢ uHTepdeiica.
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Komanpga

Onucanne

no ip dhcp snooping information

option self-defined subscriber-id

! B pesicume 2n06anvHOll KOHBUzypayuu

Bo3MoXHO yka3aTh clieAyIolue KIouu:
9ov: vlan-id;

%M. 1ocal MAC B BepXHEM pErucTpe;
9om: local MAC B HUJKHEM perucTpe;
%R: client MAC B BepXxHEM perucTpe;
Yor: client MAC B HMKHEM PErucTpe;

9op: portlD - Homep nopTa.

BoccranoButh koHdurypaimio no ymomdanuio (VLAN ID

HOMeEp NopTa, popMar ascii).

ip dhcp snooping information option
self-defined remote-id format {hex |

acsii }

no ip dhcp snooping information

option self-defined remote-id

! B pesicume 2nob6anvroli kongbuzypayuu

3anath popmar omuu 82, cab-omiuu Remote-1D,
no6asnsiemoit DHCP-snooping. [I71s1 koHpurypammm

aTpuOyTOB [0 YMOTYAHMIO IPUMEHseTCs (popMart ascii.

BoccranoButs koHpurypanuio no ymondanuio (VLAN

MAC xommyTaTOopa, popmar ascii).

ip dhcp snooping information option
self-defined subscriber-id format {hex |

acsii}

no ip dhcp snooping information

option self-defined subscriber-id

! B pedicume 21006a1vHOl KOHPuUypayuu

3anath ¢popmar omuu 82, cabd-omiun Circuit-ID,
no6asnsiemoit DHCP-snooping. [11s1 koHpuUrypamum

aTpUOYTOB MO YMOJTUAHHIO IPUMEHSIETCS TONbKO hex

opmar.

BoccranoButs koH(purypanuio no ymondanuio (VLAN ID

HOMep 1opTa, popmar ascii).

5. HacTpoutb aTpuOyThI OImiuu 82 Ha rmopre:

Komanpga

Onncanne

ip dhcp snooping information option
self-defined subscriber-id <remote-id>

3agaTh KOHTEKCT <remote-id> B JBOMHBIX KaBbIUKaX HE
JUTMHHEee 64 CUMBOJIOB, TepeJaBaeMblii B KaueCTBe
cab6-ommuu Remote-1D, no6asnsemoiit B DHCP-3amnpocht,
MoJTydeHHble ¢ MHTepdeiica.

BosmoxxHO YKa3aThb CJICAYIOIHNE KITIOYA:

DHCP snooping u option 82 117




HATTEX  PykoBoacTBo agMuHHCTpaTopa 1o padote ¢ ITO 1yt KOMMYTaTOpPOB CEpUH S5XXX, SOXXX

RU.13725199.01.01.00001-12 34 01

Komanpga

Onucanne

no ip dhcp snooping information

option self-defined subscriber-id

! B pedcume xonguzypauuu nopma

%v: vlan-id;

9%0M: local MAC B BepXHEM perucTpe;

%om: local MAC B HUKHEM perucTpe;

%R: client MAC B BepxHEM perucrTpe;

Yor: client MAC B HUKHEM PETUCTPE;

9op: portID - HomMep nopTa;

[Tpu oTCyTCTBMM HACTPOWKM Ha MOpTE, (popmaT onuun

dbopmupyeTcsi B COOTBETCTBUU C TTI00QTLHON HACTPONKOI.

OTMEHUTH HaCTpOfII(I/I Ha IOPTE€ U NPUMCHUTDH 3HAYCHUA

YCTAHOBJICHHBLIC T. J100AJILHO.

ip dhcp snooping information option

self-defined subscriber-id format {hex |

acsii}

! B pedxcume xonguzypauuu nopma

3anmath popMmar ascii wim hex pis cad-onmym Remote-I1D
omuuu 82, nodasnsiemoit DHCP-snooping.
Jist KoHpUTryparmy aTpuOyTOB MO YMOTUYAHHIO

npuMeHsieTcsi hopmar ascii.

6. Hacrpoiika policy:

Komanpga

Onucanne

ip dhcp snooping information option

policy { drop | keep | replace }

no ip dhcp snooping information

option policy

! B pedicume 21006a1vHol KOHPuUypayuu

HacTpowuts npaBuiio o6padotku Bxonsmux DHCP-Request
MaKEeTOB ¢ omiueil 82 Ha untrust moprax.

drop - oTOpOCUTDH TAKET, €CIM B HEM €CTh OIIIHS;

keep - ocTaBUTH CyIIECTBYIOUIYIO ONLIMIO 82 B MTAKETE;

replace (1o ymon4aHuio) - 3aMEHUTh OMIMIO0 82 B MAKeTe.

Komanga BHITIOTHSAET YCTAaHOBKY 3HA4Y€HUA 10 YMOJIYAHUIO

(ip dhcp snooping information option policy replace).

7. IlIpocmotp HacTpoek DHCP snooping:

Komannga

Onucanmne

show ip dhcp snooping

! B Admin pesicume

Otobpaxenue coctosiaus dhep snooping 1 KOHGpUryparmm

Ha uHTepdericax.
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23.2 IIpumep Hacrpoiiku DHCP snooping

Ol

_
MK11P:10.10.10.5

Switch1

gerall

Wnra3 DHCP cepeep

Puc. 19: Hacrpotika DHCP snooping

Kak nokaszano Ha pucynke 19, IIK1 nogkimoueH k HegoBepeHHOMY Mopry gel koMmyTaTopa
Switchl u nonyyaer konpurypauuio yepe3 DHCP, IP-agpec kamnenra 10.10.10.5. DHCP-cepsep u nuno3
MOJKJIIOYEHBI K MopTaM KommyTaTopa xel 1 u xel2 cooTBeTCTBEHHO, HACTPOEHHBIM KaK JI0BEPEHHbIE. 3J10-
ymbiiieHHUK [TK2, nogkmoyeHHblii K HeloBepeHHOMY NopTy ge2 nbitaetcs noaaeaats DHCP-cepsep,
noceutast jtoxkasie DHCP ACK. ®ynknuss DHCP snooping 3¢ ¢eKTHBHO OOHApYRHUT U 3a0JIOKHpYeT
TAKOW THUII aTaAKHU.

Kongurypanusa kommyrtatopa Switchl:

Switchl(config)#ip dhcp snooping
Switchl(config)#interface xell
Switchl(config-if)#ip dhcp snooping trust
Switchl(config-if)#exit
Switchl(config)#interface xel2
Switchl(config-if)#ip dhcp snooping trust

23.3 IIpumep xondurypamuu DHCP snooping ¢ omiuen 82

DHCP-knueHT
— Switch1 |
OJ =7 M
_-—;I..‘ KX

DHCP-cepeep

Puc. 20: Hacrpoiika onmmu 82 qyist DHCP snooping
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Kak nokazano Ha pucyske 20, kommyTtatop ypoBHs 2 Switchl ¢ Bkmouenasiv DHCP-snooping
nepenaetr DHCP-3anpocs cepBepy u otBethl 0T DHCP-cepBepa kimeHTy. [1ocie Toro kak Ha KoMMyTa-
Tope OyzeT BKoueHa pyHKIws podaienus onmuu 82 st DHCP snooping, Switchl Oyznet no6aBisathb
uHpopmanumio o kommyTtarope, uHTepdetice 1 VLAN kireHTa B cOOOIIeHUs 3ampoca.

Konpurypaums kommyTaropa Switchl (MAC address is £8:f0:82:75:33:01):

Switchl(config)#ip dhcp snooping
Switchl(config)#ip dhcp snooping information option

Switchl(config)#interface xe25

Switchl(config-if)#ip dhcp snooping trust

ITpumep konpurypanyu ISC DHCP Server aia Linux:

ddns-update-style interim;

ignore client-updates;

class "SwitchlVlan10Customerl"{

match if option agent.circuit-id="Switchlgel"and option agent.remote-id=£8£082753301;
+

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name-servers 192.168.10.3;
authoritative;

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "SwitchlVlan1OCustomerl";

+}

ITocne onucannbIx Bbille HacTpoek DHCP-cepBep OyneT BblAeIATh afpeca U3 Juara3oHa

192.168.102.51-192.168.102.80 nJ1g1 ycTpONCTB, OJKJIIOUEHHBIX K KOMMYyTaTopy Switchl.

23.4 Pemenne npooJiem ¢ koHcurypamueis DHCP snooping

* [Iposepsre, BroueH 1 DHCP-snooping;
* Ecim nopt He pearupyet Ha JjioxxHbie DHCP cooOrienus, npoeepbTe, HACTPOEH JIM 3TOT

MOpPT KaK HGIIOBCPCHHHﬁ.
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24. DHCP Snooping Binding

®dynkuuonan DHCP Snooping Binding no3sosnisier peanu3oBath KOHTPOJIb JOCTYIA MOJIb30Ba-
teseit, nonyvatomux [P-anpeca no DHCP, Ha ocHoBanuu aHanuza DHCP naketoB npoxoasimmx yepes
KOMMYTaTop.

[Tpu Bkmoyenun DHCP Snooping Binding, DHCP naketst B Vlan, rae BksnioueH DHCP Snooping,
aHAIM3HPYIOTCA KomMMmyTaTopoM. [Ipu ycnemnom nonydenun IP-agpeca KIMEHTOM CO3/1aeTCs 3alUCh B
binding Tabnuiie, KoTopas cBsA3bIBaeT nonyueHHsli IP-anpec ¢ MAC-aapecom, VLAN 1 HomMepoM ropTa,
K KOTOpPOMY THOAKJII0YEH KJIMEHT.

Ha moprax koMMyTaTopa MOXHO BKJIIOUUTb KOHTPOJIb TpapKa Ha OCHOBAHUU JAHHOUN TaOJIUIIHL,
IpY KOTOPOM Tpaduk OyJeT NpoIrycKaThCs TOJILKO B TOM citydae, ecim IP-agpec, MAC-anpec nCTOUHMKA,
Vlan u nopT Ha KOTOpbIH MpHILEI MaKeT, COOTBETCTBYIOT 3anucH B binding Tabnune. Takum oOpazom
TpaduK He JIETUTUMHBIX KJIMEHTOB (He noayuuBiux aapec no DHCP) 6ynet 3a010KupoBaH.

JIONOJTHUTENPHO MOXHO HACTPOUTh OIPAHUYEHHUE 10 MAKCUMAaJIbHOMY KOJIMYECTBY KJIMEHTOB,

padoTaOIIKX 32 MOPTOM.

1. Bximounts pynkumio DHCP snooping binding:

Komannga Onucanue
ip dhcp snooping binding Brmounts pyHKIMIO OTCIIEKMBAHKS TTAKETOB.
no ip dhcp snooping binding Bk 1I04MTh (PYHKIUIO OTCIEKUBAHUS [TAKETOB.
! B pesicume 2n06an1vH01l KOHDUYpayuu

2. MMpocmotp Tadmmiel DHCP snooping binding:

Komannga Onncanne

show ip dhcp snooping binding Oto6pazuth 3anucu B Tabimie DHCP snooping
binding.

! B Admin pedcume

3. Ounctka tabmmie DHCP snooping binding:

Komannga Onucanne

clear ip dhcp snooping binding Ounctuth Tabmuiy DHCP snooping binding.

! B Admin pedcume
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4. Bxmouuts pyHkumio npussaizku DHCP Snooping Binding k nonb3oBateinio:

Komannga

Onucanmne

ip dhcp snooping binding user-control

no ip dhcp snooping binding

user-control

! B pexcume koHgueypauyuu nopma

BrxunrounTs KOHTpOIIL Tpacuka Ha ocHoBanuu DHCP

Snooping Binding Ha nopre.

Boeikmounts npussazky DHCP Snooping Binding

ITIOJIB30BATEJIIO.

5. BKimounTh OrpaHnveHrue MakcuMalibHoro konuyectBa KiimeHToB B DHCP Snooping Binding:

Komannga

Onucanue

ip dhcp snooping binding user-control

max-user X

no no ip dhcp snooping binding

user-control max-user

! B pexcume xonguzypauuu nopma

SaHaTb OI'paHUYCHUEC KOJIMYECTBA IIPUBA30K Ha IOPTE.

X - MakcuMaJIbHOE KOJIMYECTBO IoJIb30oBaTesei (0T 1 go
254).

OTMEHUTH OIrpaHUYCHUC KOJIMYECTBA ITPUBA30K Ha

nopre.
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25. DHCP Relay

DHCP Relay - ¢ynkimonan, odecrnieunBatoniuii perpancisiuio DHCP-nakeToB OT KireHTa K
cepsepy. [lockonbky nporokon DHCP ocHoBan Ha mmpokoseniatesibHoi paccbuike, DHCP nakeTsl He
MPOXOAAT uepe3 mapiupyTuszaropsl. Kommyrtarop, Beictynaommii B posiu DHCP Relay, nepexBatbiBa-
et broadcast maketst or DHCP-kimenTa u nepeHanpaniiser ux Ha 3aaansbii agpec DHCP-ceppepa
Kak unicast. [TomyuyuB otBer ot DHCP-cepBepa, kommyTtaTop nepeHanpanisier naketst DHCP-kiventy
KOTOpPOMY OHU IIpeJHa3Havaauch. B pesysnbrare BHeapenuss DHCP-Relay, oqun DHCP-cepsep moxeT uc-
MOJIb30BAThCS /17151 Pa3HbIX CETMEHTOB CETH, YTO YIOOHO B aIMUHUCTPUPOBAHHUH U TIO3BOJISIET YMEHBIIUTD
pasmep L2 cerMeHTOB B CETH.

KommyTaTopbt SNR-S5210 nopnepxuBatot nsa Buga DHCP Relay:

DHCP-Relay (L3) - craniapTHbIi BUJ, TP KOTOPOM B KJIMEHTCKOM Vvlan J0JKeH ObITh HACTPOEH
IP-agpec.

DHCP Relay share-vlan - no3sonsier nepecsuiath DHCP naketst 6e3 Hactpoiiku [P-anpeca B

kiamedTckoMm VLAN.

25.1 DHCP-Relay (L3)

Cranpgapthbiii DHCP Relay ncnonb3yeTcs B ciiydasix, KOrjga KOMMYTATOp SIBJISIETCS HUTIO30M IS
DHCP-knuento. [Ipu nomomm DHCP-Relay kommyTtatop perpanciupyer DHCP nakeTsl oT KjimeHTa
K cepBepy M 0OpaTHO, Tak Kak B 3TOM ciiyyae L2 CBA3HOCTb MeX/y HUMH OTCYTCTBYeT. ljisl HACTpPOii-
k1 DHCP Relay Heo6xoaumo rino6anbHo BKIOUNATH (pyHKIoHan DHCP-relay, yka3zats agpeca DHCP

cepsepos U BkounTb DHCP Relay Ha L3 unTepdeiice B KOTOpOM HaXOAATCS KJIUEHTHI.

25.1.1 Koundurypamus DHCP-Relay (L3)

1. I'mo6ansHOe BkmoueHrne DHCP-Relay:

Komanna Onucanne
ip dhcp relay enable I'mo6anpHoe Brmovenue ¢ynkimu DHCP-Relay.
no ip dhcp relay enable I'mo6anbHoe Beikmovenue pynkimu DHCP-Relay.

! B pesicume 2n06anvHoti KOHDUYpauuu

2. Kondurypuposanue agpeca DHCP-cepsepa:

Komanna Onucanne

ip dhcp relay address <IP-address> 3anars ip-aapec DHCP-cepgepa.

HonyckaeTrcs KoH(pUrypupoBaHue A0 8 ip-aapecoB.

DHCP Relay 123



HATTEX PykoBoacTBO agMuHHCTpaTopa 1o padote ¢ ITO miist KoMMyTaTopoB cepuy s5xxx, soxxx  RU.13725199.01.01.00001-12 34 01

Komannaa Onucanue

no ip dhcp relay address <ip-agpec> Vnamuts anpec DHCP-cepsepa.

! B pesicume 2n06anvHoli Konguzypauuu

3. Bkmouenne DHCP-relay Ha kimmenTckom L3 nntepdeiice:

Komannga Onucanne
ip dhcp relay enable Bxmounts DHCP-Relay na unrepdgeiice.
no ip dhcp relay enable Ortkmounuts DHCP-Relay Ha untepdeiice.
! B peacume xonugbuzypauuu Interface VLAN

4. IIpocmotp HacTpoek DHCP-Relay:

Komannga Onucanne

show ip dhcp relay OTtob6paxenue nHGOPMAIIUU O COCTOSIHUM, HACTPOESHHbIX

untepgeiicax u agpecax DHCP-cepsepos.

! B Admin pesicume

25.1.2 IIpumep xkoucpurypamuu DHCP-Relay (L.3)

Cuenapuii: Ha kommyTtatope Bkimouena rodansHo ¢pyHkius DHCP-Relay. DHCP-kimenT nop-
KioueH K uatepgeiicy vlan 200 ¢ HactpoeHHbIM Ha HEM agpecom 20.20.20.1 1 BKIoYeHHOM (pyHKLMER
DHCP-Relay. DHCP-cepgep nogkimniouen k unrepgericy vlan 100 ¢ agpecom 10.10.10.1. Agpec DHCP-
cepepa 10.10.10.10. Ha DHCP-cepBepe noyikeH HaXOAUThCS KOH(UTYpallMOHHBIA (aiin ¢ mynom [P-
angpecoB u3 cetu 20.20.20.0/24.

Konduryparus 6yaeT BHIISAAETh CIeIyOIUM 00pa3oM:

switch(config)#ip dhcp relay enable
switch(config)#ip dhcp relay address 10.10.10.10
switch(config)#vlan 100,200
switch(config)#interface v1anl100
switch(config-if)#ip address 10.10.10.1/24
switch(config-if)#exit

switch(config)#interface v1an200
switch(config-if)#ip address 20.20.20.1/24
switch(config-if)#ip dhcp relay enable
switch(config-if)#exit

switch(config)#interface gel

switch(config-if)#switchport mode access
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switch(config-if)#switchport access vlan 100
switch(config-if)#exit
switch(config)#interface ge20

switch(config-if)#switchport mode access

switch(config-if)#switchport access vlan 200

DHCP-cepeep
10.10.10.10

vlan 100
GE1l

— 4

GE20

DHCP-knueHT

wlan 200

|

Puc. 21: Hactpoiika DHCP-Relay

25.2 DHCP Relay share-vlan

DHCP-Relay share-vlan ucnons3yercs B cilydasix, KOrna Ha KOMMYTaTOpe HEKEJIATEIbHO UMETh
unrepdeiic ¢ IP-anpecom (B nessx 6€30MaCHOCTH, SKOHOMUM AAPECHOTO MPOCTPAHCTBA U.T.I1.) U B TOXKE
BpeMs ecTh HeoOxoaumMocTh nepeckiiath DHCP nakeTs Ha cepsep. s Bkimoyennss DHCP Relay share
vlan He06X0AMMO II0OATLHO BKITIOYUTH AaHHBINA (DYHKIIMOHAI, HACTPOUTh uplink nHTEpdeiic (B KOTOpPHIii
oyayt ornpasinaTtecss DHCP naketst), Hactpouth IP-anpec DHCP-cepBepa Ha uplink unTepdeiice u

HACTPOUTDb KJIMeHTckuii L3 unTepdeiic u3 koroporo O0yayT nepecsuiatbesi DHCP nakeTst.

25.2.1 Kondurypamuss DHCP Relay share-vlan

1. I'no6anpHoe BkmouyeHne DHCP Relay share-vlan:

Komannga Onucanne
ip dhcp relay share-vlan enable I'mo6anshoe Broyenue pyHkimu DHCP Relay
share-vlan.
no ip dhcp relay share-vlan enable [mo6ansHOe oTkmouenune ¢pynkuun DHCP Relay
share-vlan.
! B pesicume 2no6anvroti konguzypauuu
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2. Bximouenue uplink-interface:

Komannga

Onucanmne

ip dhcp relay share-vlan
uplink-interface

no ip dhcp relay share-vlan
uplink-interface

! B peacume xougbueypayuu Interface VLAN

3anate uplink-interface gis interface vlan.
KomaHa MOXeT ObITh BBIITOJIHEHA TOJIBKO HA OTHOM

interface vlan.

Vnamuts uplink-interface ¢ interface vlan.

Cosznannble ip-ampeca share-vlan 6yayT ymnaneHsl.

3. 3agats ip-anpec DHCP-cepsepa:

Komanna

Onucanune

ip dhcp relay share-vlan address

<ip-aapec>

no ip dhcp relay share-vlan address

<ip-azgpec>

! B peacume xonugbuzypayuu Interface VLAN

3apaTth ip-aapec cepsepa Ha uplink-interface.

Vnanuts ip-agpec cepsepa.

4. Bxmouenue DHCP relay Ha kiuentckom L3 untepdeiice:

Komannga

Onucanne

ip dhcp relay share-vlan

customer-interface

no ip dhcp relay share-vlan

customer-interface

! B pesicume xongpueypavyuu Interface VLAN

BxkmounTs share-vlan Ha kJiMeHTCKOM UHTEpQeiice.

Ortkmounts share-vlan Ha KJIMeHTCKOM HHTEpdeiice.

5. IIpocmotp Hactpoek DHCP-Relay share-vlan:

Komannga

Onucanmne

show ip dhcp relay share-vlan

! B Admin pescume

OTto0paxeHre nHMHOPMAIK O COCTOSTHUM, CTaTyCe,
HACTPOEHHBIX UHTep(eiicax u aapecax

DHCP-cepBepos.
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25.2.2 IIpumep xoncpurypanuu DHCP Relay share-vlan

DHCP-knueHT
Switc._m

> zed¥

DHCP-cepeep

Puc. 22: Hactpoiika DHCP-Relay share-vlan

Cuenapwii:

Vlan12 npenHa3zHaveH Uil ypaBJieHUs] KOMMYTaTopoM, B vlan13 paGoTaeT KJIMEHT MOJIKJII0YEH-
Hblid B opt 10. MapmpyTtuszanus B vlanl3 ve npousBoaurcs. Heo6xonumo nepecouiats dhep 3anpocht
OT KJIMEHTA Ha cepiep ¢ agpecom 1.1.1.1.

J171s1 pean3anum crieHapysi HEOOXOANMO Ha KOMMYTaToOpe BKJIIOUNTH I1o0anbHO (pyHKImo ip dhep
relay share-vlan. Bkmounts gpyHkimio uplink-interface na vlan12 u ykasats ip-anpec DHCP-cepsepa. Ha
KJIMEHTCKOM MHTepdetice vlanl3 BkmounTs (pyHKIMIO customer-interface.

Konduryparms OyneT BHITISAAETH CAeLYOMIM 00pa3oM:

switch(config)#ip dhcp relay share-vlan enable
switch(config)#vlan 12,13

switch(config)#interface vlanl2

switch(config-if)#ip address 192.168.2.9/24
switch(config-if)#ip dhcp relay share-vlan uplink-interface
switch(config-if)#ip dhcp relay share-vlan address 1.1.1.1
switch(config-if)#exit

switch(config)#interface ge24

switch(config-if)#switchport mode trunk
switch(config-if)#switchport trunk allowed vlan add 12,13
switch(config-if)#exit

switch(config)#interface vlani3

switch(config-if)#ip dhcp relay share-vlan customer-interface
switch(config-if)#exit

switch(config)#interface gelO

switch(config-if)#switchport mode access

switch(config-if)#switchport access vlan 13
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25.3 DHCP Relay broadcast suppress

DHCP Relay broadcast suppress - komaHjaa s 1ojaBjieHusi pacrpoctpaHeHusi Broadcast

3ampocoB OT KinMeHToB B Vlan, rae Bkimodyen DHCP-Relay (L3) uimu DHCP Relay share-vlan.

Komannaa Onucanue

ip dhcp relay broadcast supress Bxutounts koMaHAy U151 NOJABJIEHUS PACIIPOCTPAHEHUS

Broadcast 3anpocos.

no ip dhcp relay broadcast supress OTKJIIOYATh KOMaHAY JJ1s1 MOAaBJICHUS

pacnipoctpaHenus Broadcast 3arpocos.

! B pesicume 2n06anvHoli kKonguzypauuu

DHCP Relay 128



HATTEX PykoBoacTBO agMuHHCTpaTopa 1o padote ¢ ITO miist KoMMyTaTopoB cepuy s5xxx, soxxx  RU.13725199.01.01.00001-12 34 01

26. DHCP-cepgBep

DHCP (RFC2131) - cokpamenue or Dynamic Host Configuration Protocol (ITpotokon [u-
Hamuueckoil Kongurypanuu Yszna). DHCP nossosiser auHamuyecku Ha3HauuTh [P-anpec, a Takxke ne-
penaTth XOCTy Jpyrue napaMeTpbl CeTeBOM KOH(pUrypaluy, Takhue Kak MaplpyT no ymonyanuio, DNS-
cepBep, MecTornooxeHue (aitia oopa3a MPOUTMBKY U IpyTHe.

DHCP - umeer apxutektypy “kiameHT-cepep’. DHCP-KJMeHT 3ampammBaeT CeTeBOil agpec u
npyrue napametpbl y DHCP-cepepa, cepBep npeaocTaBiisieT CETeBOM aJipec U apaMeTpbl KOH(Urypa-
uuu kimentam. Eciiu DHCP-cepeep 1 DHCP-kiMeHT HaxoAsATCsl B pa3HbIX MOJCETSIX, 151 IepeHanpan-
JIeHU s TTaKeTOB MOXkeT ObITh HacTpoeH DHCP-relay.

B o6mem cirydae mporiecc npeaocTaBieHus aapeca u apyrux qanHbix mo DHCP Beirsaur core-
JYIOIIUM 00pa3oM:

1. DHCP kumeHT otrpasiser mmpokosemiareabhelil 3aripoc DHCPDISCOVER;

2. IIpu nonyuyenun DHCPDISCOVER nakera DHCP cepsep ornpasnser DHCP kimenty
DHCPOFFER mnaket, conepxainuii Ha3HayaeMblid [P-aapec u 1pyrue napameTpsl;

3. DHCP kauent otnpasiseT mupokosewmateabupli DHCPREQUEST;

4. DHCP cepsep ornpasiser naker DHCPACK kimeHty u kiumeHT nonydaer IP-aapec u
JpyTHye napaMmeTpsl;

Briieyka3zaHHble 4eThIpe 3Tana 3aBeplIaloT NPOLECC TMHAMUYECKOr0 Ha3HAYEHUsl apaMeTpOB.
Opnako, eci DHCP cepeep 1 DHCP kiMeHT He HaxonsTCs B OJHON CETH, CEpBEP HE CMOXET IOJy-
YUTh HIMPOKOBEIIATE/IbHbIE MaKkeThl, oThpaBieHHble DHCP kianentom. 115 nepecbulky TaKMX MaKeTOB
ucnonedyercsi DHCP-relay, kotopeiii nepeHanpaBuT mupokoBewiaTesnpHble nakersl or DHCP-kivenTa
cepBepy Kak unicast.

KommyTtaropel SNR MoryT 6biTh HacTpoensl B kauectBe DHCP cepgepa.

26.1 Kondwurypamms DHCP-cepBepa

1. Bxumounts DHCP server:

Komannga Onucanne
ip dhcp-server enable Bxmounts gpynkiuio DHCP-cepsep.
no ip dhcp-server enable Boikmouuts pynkuuio DHCP-cepsep.

! B pesicume 2106a1bH0T KOHDuUYpayuu

2. Hactpouts nyn DHCP-aapecos:

Komannga Onucanue

ip dhcp pool <name> Cosnarb nyn agpecon aiisi DHCP-cepBepa v BoiiTH B

PEKUM ero KOH(UryprUpOBaHUSI.
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Komannaa

Onucanue

no ip dhcp pool <name>

! B pesicume 2n06anvHoli Konguzypauuu

Vnamuts nyn anpecos aiiss DHCP-cepsepa.

2.1. HactpouTb nepeiaBaeMble MapameTpsl:

Komannga

Onucanne

network-address {<IP-address> |
<IP-network>/<mask>} {<IP-address-
start-range> } { <IP-address-stop-range>}

no network-address

! B peaxcume xongpueypauuu DHCP pool

Jo6aBuTth obnacTh aapecoB B Tekymuit DHCP pool, a
TAK’KE HAYAJIbHBIA M KOHEYHBIA agpec UCIIOIb3yEMOT0

Iara3oHa B 9TOH 00JIacTH.

Vnanute obsacth agpecoB u3 Tekymero DHCP pool.

default-route {<addressl> |

<hostname>}

no default-route

! B pexcume xongpueypauuu DHCP pool

3aaaTh 1UTI03 110 YMOJTYAHUIO.

yﬂaﬂI/ITb aZpecC NJI03a o yMOJI4YaHUIO.

dns-server{<address1> | <hostname>}

no dns-server

! B peacume xongbuzypavuu DHCP pool

3apate agpec DNS-cepsepa.

VYnamute anpec DNS-cepsepa.

option-121 hex <hex-string>

no option-121

! B pexcume xongpueypauuu DHCP pool

3anath 3HaueHue onuuu 121 B hex ¢popmare ( aymHa

npedukca, aapec npedukca, UTI03)

OtkmounTs niepeaady onuuu 121.

max-lease-time <seconds>

no max-lease-time

! B peaxcume xongpueypauuu DHCP pool

3amaTh MaKCUMaJbHOE BpEMA ap€HbI agpeca B

CCKYHIax.

BepnyTb 3HaueHue 1o ymomnuanuio - 7200 cexyHz.

DHCP-cepsep

130



HATTEX PykoBoacTBO agMuHHCTpaTopa 1o padote ¢ ITO miist KoMMyTaTopoB cepuy s5xxx, soxxx  RU.13725199.01.01.00001-12 34 01

Komannaa

Onucanue

default-lease-time <seconds>

no default-lease-time

! B peacume xongpuzypavuu DHCP pool

3anaTh BpeMs apeH[Ibl ajipeca B CeKyHax,
UCTIONIb3YeMOe B CJIydae, eCii KJIMEHT CaMOCTOSITeIbHO

HE yKa3aj BpEMs UCIOJIb30BaHUA aapeca.

BepHyTh 3Hauenue no ymomyanuio - 600 cexkyH,.

3. HacTpouTh NOCTOSIHHO BBIAEJISEMBII aipec IS XOCTa:

Komanna

Onucanune

ip dhcp-server hardware-address
{<name>} {<HW-addess>}
{<IP-addess>}

no ip dhcp-server hardware-address
<IP-addess>

! B pesicume 2no06anvHoti kKonguzypauuu

3agate MAC anpec 1151 GUKCUPOBAHHOTO HA3HAYEHUS

ajpeca.

Vnamute MAC anpec 11 GUKCUPOBAHHOTO HA3HAYECHU S

ajpeca.

4. [IpocMoTp MH(pOPMALIMK U AUATHOCTHKA!

Komanna

Onucanue

show ip dhcp-server

show ip dhcp binding

! B Admin pedcume

[TpocmoTtp cratyca DHCP-cepBepa.

IIpocmortp BeiAeneHHbIX [P agpecos.

26.2 IIpumep xoncpurypamuu DHCP-cepBepa

B nmpumepe ykazana Hactpoiika DHCP-cepsepa aisa Beigenenus IP agpecos B Vlan1 u3 auanazona

10.16.1.2 - 10.16.1.253. JononuutensHo no DHCP Beigaercs mappyT no ymoauanuio Ha 10.16.1.1, an-

pec DNS cepgepa - 10.16.1.254 u cratnueckuii MmapuipyT Ha ceTb 192.168.12.0/24 na numno3 10.16.1.254.

[P agpec 10.16.1.210 ¢pukcupoBaHHO 3a/1aH 1151 HA3HAYEHH S yCTPOUCTBY, umeroiiemy MAC-anpec

0000.2223.ABCD.

Switch(config)#ip dhcp server enable

Switch(config)#interface vlanl

Switch(config-if)#ip address 10.16.1.1 255.255.255.0

Switch(config-if)#exit
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Switch(config)#ip dhcp pool A

Switch(config-dhcp-pool)#network 10.16.1.0/24 10.16.1.2 10.16.1.253
Switch(config-dhcp-pool)#max-lease-time 3600
Switch(config-dhcp-pool)#default-route 10.16.1.1
Switch(config-dhcp-pool)#option 121 hex 18COA80COA1001FE
Switch(config-dhcp-pool)#dns-server 10.16.1.254

26.3 Pemenne npo6.em npu Hactpoiike DHCP-cepBepa

Ecin DHCP-kmeHT He MoskeT nosyuuTs [P agpec u 1pyrue ceTeBble mapaMeTpbl, OCJIE IPOBEPKU
KabeJis ¥ KIMEHTCKOro 000pyJOBaHMs CJIeyeT BBIIOJIHUTD ClIeyIollee:

* IIposepsnre, 3anymien iu DHCP-cepsep;

* Eciiu DHCP xymment 1 DHCP cepBep HaxoasiTcsi HE B OJHOM CETH U HE UMEIOT MPSIMOI
L2-cBa3HOCTH, IPOBEPHTE, HACTPOEHA JIM HA KOMMYTATOPE, OTBEYAIOILIEM 3a IIEPECBUIKY MTAKETOB,
ynkuusa DHCP-relay;

 IIposepsre, umeer u DHCP-cepeep aapecHBlil Iyl B TOM k€ CEIrMEHTE, YTO M aJpec

interface vlan kommyTtartopa, nepenanpasJsiomniero DHCP-nakeTs.
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27. PPPoE Intermediate Agent

PPPoE (Point to Point Protocol over Ethernet) — 3710 TyHHeIMpYIOLIMII TPOTOKOJI, KOTOPbIiA
MO3BOJIsIET MHKarcyapoBaTh I[P mam gpyrue mportokossl uepe3 coeauHenusi Ethernet, yctanaBivBas
COEJIMHEHNE «TOYKa-TOYKa», KOTOpPOe UCIOJb3yeTcs AJis TpaHcnopTtupoBku IP-naketos. Takoe coenu-
HeHHe MOXeT ObITh ycTaHoBJieHO ¢ BRAS, npemocTapiisist mojp30BaTesio MIMPOKOIOIOCHBIA TOCTYI |
HCIIOJIb3YI0LIEe ay TECHTU(DUKALIHIO.

PPPoE Intermediate Agent npenocTasiiseT BO3MOKHOCTh MHKANCyIMpoBaTh B nakeTsl PADI
(PPPoE Active Discovery Initiation), PADR (PPPoE Active Discovery Request) u PADT (PPPoE Active
Discovery Termination) JAONOSHUTEJNIbHBIE JaHHBIE, WACHTU(DUIIUPYIONTUE MECTOMOJIOKEHUE MOIh30Ba-
TeJIsl, HapUMep mac-aJpec KOMMYTaTopa, HOPT KOMMYTaTopa, vlan mojb30BaTesis, 4To oOecreunBaeT
JIOTIOJIHUTEJIbHbIE BO3MOXHOCTH J1J1s1 IPOBEPKHU NOJJIMHHOCTH.

PPPoE Intermediate Agent Tak:xe BKJI0YaeT B ceOst PyHKIIUIO JOBEPEHHOTO MopTa pppoe intermediate-
agent trust, KoTopasi MO3BOJISAET 3a0IOKUPOBATh preM HesxenatebHbIX PADO u PADS-nakeToB ¢ Helo-
BEpPEHHBIX NMOPTOB. PyHKIIKA BKIIIOYAETCS HA MTOPTE, 32 KOTOPBIM HAXOAUTCS CEpPBEp.

Jlnst HacTpoiiku BcTaBku B nakeT vendor-specific TAG neo6xonumo:

1) Brmounts rnodansho onmuio PPPoE Intermediate Agent;

2) 3apate cab-omumio Circuit-ID - naeHTH(pUKATOP MOAMUCYMKA (C KAKOTO MOpPTA MPHUXOAUT
3anpoc) /i Remote-ID - ynaneHHblil uneHTU(UKATOP (MASHTU(PUKATOP CAMOTIO PETPAHCIIATOPA).

®opmar Circuit-ID u Remote-ID 3anaetcs B Buje mabaoHa, B KOTOPOM MOKHO YKa3aTh MPOU3-
BOJIbHBIA TEKCT C KJIIOUaMH, 3HAYEHUs1 KOTOPBIX MOACTABISAIOTCS B MOMEHT (DOPMUPOBAHUS OMIIUH.

[Mpumep mabnona omun PPPoE-nakeTa:

IIa610H IIpumep B koaupoBKe ascii IIpumep B kogupoBke hex
interface %p interface ge2 69 6e 74 65 72 66 61 63 65 20 00 02
vlan%v vlan100 76 6¢ 61 6e 00 64
MAC - %R, MAC - 00:D8:61:6F:E4:CC, 4d 41 43 20 2d 20 00 d8 61 6f e4 cc 2¢ 20 50
PORT - %p PORT - ge7 4f 52 54 20 2d 20 00 07
ovTop 100ge2 00 64 00 02

3) 3amath KOIMPOBKY ascii nim hex 1715 Tekcra B nepegaBaemoit cad-omnuuu Circuit-ID u Remote-
ID. Ecnu komupoBKy He yKa3bBaTh, TO MO YMOTYAHUIO Oy/IeT UCTIONL30BAThCS asCii;

4)Bxmouuts omuio PPPoE Intermediate Agent Ha uHTepdeiice, B KOTOpOM OyeT J00aBIAThC
B naket vendor-specific tag;

5) Ioprt, 3a koTopeiM Haxoautcss PPPoE-cepBep, Ha3HAUMTh B Ka4eCTBE TOBEPEHHOTO.
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27.1 Kondwurypamuss PPPoE Intermediate Agent

1. Bruounts rmodansHo omivio PPPoE Intermediate Agent:

Komannga

Onucanmne

pppoe intermediate-agent

no pppoe intermediate-agent

! B pesicume 2n06anvH0tl KOHDUYpayuu

Bxmounts oniio PPPOE Intermediate Agent

IOOAIBHO.

Otkmounts onumio PPPoE Intermediate Agent

D100aJIbHO.

2. 3amath cab-oniuio, 100aBsseMBble TOJISI U KOTUPOBKY:

Komannga

Onucanmne

pppoe intermediate-agent self-defined
{circuit-id | remote-id} {<string> | ascii |
hex}

no pppoe intermediate-agent
self-defined {circuit-id | remote-id}

! B pedicume 2n06anvHoli KoHpuzypayuu

3anats cab-onumio circuit-id wim remote-id u
HACTPOUTD J00aBJIsieMble TIOJIsA, YKa3aB KOHTEKCT
<string> B JBOIHBIX KaBbIUKaX HE JIMHHEE 64
CUMBOJIOB, I1epe/1aBaeMblil B KauecTBe cal-OMIuu ¢
KOIUPOBKOIi ascii miu hex.

B xoHTekcTe MOXKHO yKa3aTh CJEAYIOLUE KIIOYH:
9ov - HOMED Vlan;

%M - nokanbhplii MAC B BEpXHEM pErucTpe;
%om - noxanbHblii MAC B HUKHEM PEerucTpe;
%R - xsmentckuii MAC B BEpXHEM perucTpe;
Yor - xymentckuii MAC B HM)KHEM PETUCTPE;

9op - HOMED TIOpTA.

Vnamuts cab-onmuio circuit-id uim remote-id 1 BepHyTh

KOJIMPOBKY IO YMOJTYAHUIO B ascii.

3. Hactpouts PPPOE Intermediate Agent Ha untepdeiice:

Komannga

Onucanue

pppoe intermediate-agent

no pppoe intermediate-agent

! B pesicume Kongbuzypayuu nopma

Bxmounts dpynkimio PPPoOE Intermediate Agent.

Otxmounts pyHkuuio PPPoE Intermediate Agent.

PPPOE Intermediate Agent
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Komanga

Onucanue

pppoe intermediate-agent trust

no pppoe intermediate-agent trust

! B pexcume xonpuzypavuu nopma

HaznauuTth IOPT B KAYECTBE JOBECPEHHOTIO.

Hazunauuts MOPT B KAYE€CTBE HEAOBEPEHHOTI'O.

27.2 Ilpumep xoncgurypamuu PPPoE Intermediate Agent

—'\\_\\gel

/
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/
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=
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Puc. 23: Kondurypaums PPPoE 1A

Kak noka3ano Ha pucyHke 23, PPPoE-kiuenTs u cepBep noakmoueHsl kK onHoil L2 Ethernet

cetu. KnmeHTHI TTOJKITIOYEHbI K nopram gel nu geZ, a CEPBEP HAXOOUTCA 3a MOPTOM xel. Ha KJImeHTCKUX

noptax B PPPoE-nakeTs Tpedyercs BctaBiaTh Vendor-specific-tag B popmare ascii: circuit-id - ’interface

<ums_nopTta>" u remote-id - “mac-address <mac-aapec KoMMmyTaTopa>".

Kondwuryparus OyaeT BHIISIETh CIeTyOMIM 00pa3oM:

Switch(config)#pppoe
Switch(config)#pppoe
Switch(config)#pppoe
Switch(config)#pppoe
Switch(config)#pppoe

intermediate-agent
intermediate-agent
intermediate-agent
intermediate-agent

intermediate-agent

Switch(config)#interface xel

Switch(config-if)#exit
Switch(config)#interface gel

Switch(config-if)#exit
Switch(config)#interface ge?2

self-defined circuit-id ascii
self-defined circuit-id "interface %p"
self-defined remote-id ascii

self-defined remote-id "mac-address %m"

Switch(config-if)#pppoe intermediate-agent trust

Switch(config-if)#pppoe intermediate-agent

Switch(config-if)#pppoe intermediate-agent

PPPOE Intermediate Agent
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28. AAA

AAA - cokpamenue ot Authentication, Authorization and Accounting (AyteHTudgukanus, As-

TOpU3alKs, YYET) U UCTIONb3YETCs MPU MPEJOCTaBIEHUU JOCTYIIA B CETh, K YIPABJICHHUIO 000PYJOBaHUEM

U yIpaBJeHHs 3TuM joctynom. Hanbonee pacnpocTpaHeHHBIMUA IPOTOKOIAMU JJIs1 LIEHTPAIM30BAaHHOTO

ynpasieHuss AAA ssisiorcst Radius u Tacacs+.

28.1 RADIUS

RADIUS - 5T0 0uH U3 caMblX paclpOCTPAHEHHBIX CETEBBIX KJIMEHT-CEPBEPHBIX MPOTOKOJIOB,

UCTIOJIb3YEMBIA 111 LIEHTPAJM30BAaHHOTO YIIPaBJICHUsI aBTOpU3alMel, ayTeHTU(pUKaMel U ydyeTa Mpu

3aIpoce J0CTYIIA MOJIb30BaTeel K pa3nuHbIM ceTeBbIM cirysk0am. Kiment RADIUS 00bdHO UCTIONB3Y-

eTcs Ha ceTeBoM ycTpoiicTte s peamsan AAA. Cepep RADIUS xpanut 6a3y naHubix aiist AAA

Y CBA3BIBAETCA C KIMEHTOM 4epes nmpotokon RADIUS.

28.1.1 Koundurypamus RADIUS

1. Hactpouts RADIUS-cepBep u ero napamerps:

Komannga

Onucanmne

radius-server host {A.B.C.D |
<hostname>} [key {OI7} <string>]
[auth-port <port1>] [acct-port <port2>]

[retransmit <n>] [timeout <sec> |

no radius-server host {A.B.C.D |

<hostname>}

! B pesicume 2n06anvHotl KoHDUzypauuu

Hactpouts RADIUS-cepsep c ip-agpecom A.B.C.D umm
umeHeM <hostname>.

key {0 | 7} <string> - kimou RADIUS-cepsepa,

0 - B OTKpBITOM BUJE,

7 - B IM(PpOBaHHOM;

auth-port <portl> - 3a1aTh NOPT 151 AKKAYHTHUHI'A, TIO
ymoyanuio 1812;

acct-port <port2> - 3agats nopt RADIUS nns
ayTeHTU(UKaLKK, 110 yMoadanuio 1813;

retransmit <n> - KOJMYECTBO IONBITOK IOBTOPHOM
otnpaBku naketoB Ha RADIUS-cepBep, o ymoimyanuio
0;

timeout <sec> - TaiiMayT 0XU1aHUs OTBETA OT CEpBEpa,

110 YMOJIYaHUIO 5 CeK.

Vnamute RADIUS-cepBep u3 koHpurypauuu.
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2. Cospgats rpynmy cepsepoB RADIUS (ommoHaisHO):

Komannga

Onucanue

aaa group server radius <name>

no aaa group server radius <name>

! B pedicume 2n06anvHoli KoHpuzypayuu

Coszpars rpynny cepsepoB RADIUS.

VYnamuts rpynmy cepsepos RADIUS.

3. lobaButs ceprep B rpymmy cepsepoB RADIUS (ormuoHanbHO):

Komannga

Onucanue

server { A.B.C.D | <hostname>}

no server { A.B.C.D | <hostname>}

! B pesicume Kongbuzypayuu zpynnel
cepsepos RADIUS

Ho6asuts RADIUS-cepsep B rpymmy.

Vnamutes RADIUS-cepsep u3 rpymms.

28.1.2 Ilepenaya ypoBHs NpuBUJIErnil noab3oBarelist yepe3 RADIUS

Jlist mepenaun ypoBHS MPUBWIETUI HEOOXOJUMO YTOOBI B OTBETE Ha 3ampoC ayTeHTU(UKAITUM

RADIUS-cepBep otnpasisiin vendor-specific arpuOyT ¢ kogom 240 v co 3HaYCHHEM YPOBHS ITPUBUJICTHIA

3nauenune atpudyta RADIUS-cepBepa VpoBeHb npuBHierni
1 network-user
10 network-operator
15 network-administrator

Bstom CJIy4dae 1NOJIb30BATEJII0 aBTOMATUYCCKH HA3HAYAIOTCA IIpaBa B COOTBETCTBUM C ITOJTYYCHHBIM

ypOBHEM NpuBWjeruid. Eciim ypoBeHb NMPUBWIETHA HE MEPENAaeTCsd, TO MO yMOJYaHUIO IOJb30BATEIIb

nojyyvaet npusuieruu network-administrator.

[Ipumep HacTpoiiku nepenaun ypoBHs npusuieruii 115 FreeRadius cepsepa.

B nupekTopuu freeradius coszngaem aiin (cnoBaps) /usr/share/freeradius/dictionary.snr co cieny-

IOIIUM COJEPKUMBIM:

VENDOR SNR 40418

BEGIN-VENDOR SNR

ATTRIBUTE SNR-User-Priv 240 integer
END-VENDOR SNR

B kondurypanmonnsiii ¢aiin /ust/share/freeradius/dictionary no6aBisieM co3JaHHBIII HAMH CJIO-

Bapb:
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$INCLUDE /usr/share/freeradius/dictionary.snr

B ¢aiine /etc/freeradius/users co3maem mosp30BaTesisi ¢ HEOOXOAUMbBIM ypoBHeM nipusmiieruii (1,10
wm 15):

user Cleartext-Password := "password"

SNR-User-Priv = 10

28.1.3 IlIpoBepka mapoJisi enable uepe3 RADIUS

[Ipu BKimouennn npoBepku naposs enable uepes RADIUS, nanmpumep koman10ii “aaa authentication
enable radius”, kommyTaTop otrpasisieT Ha RADIUS-cepBep 3anpoc aBTopu3anmu ¢ IMEHeM I0Jb30Ba-

tensa $enab15$. CoorBercTBeHHO Ha RADIUS-cepBepe qoimkeH ObITh 3aBEJEH TAKOM MOJIb30BATENb.

28.2 TACACS+

TACACS+ npeacrasnser codoii noxoxuit Ha RADIUS ceaHcoBbIfl IPOTOKOI KOHTPOJIS AOCTY-
na. [Iporokon TACACS+ ucnonb3yer Tpu He3aBUCUMbIe (DyHKIUM: AyTeHTU(UKaLMsA, ABTOpU3aLUs U
AkkayHTUHT (y4ér). B otmmume ot RADIUS nporokon TACACS+ ucnonbzyetr TCP u mmdgpoBanue
nepeaBaeMbIX JaHHbIX 1715 oOecrieyeHus O6e3onacHocTd. TACACS+ MoxeT ObITh UCTIOJIb30BAH NP aB-

TOpPU3ALMU U ayTeHTU(PUKAIMKM TOIb30BaTesel g AOCTyNa K KOMMYyTaTtopy Mo telnet, console mu
ssh.

28.2.1 Koundurypamuss TACACS+

1. Hactpouts cepsep TACACS+ u ero napamMeTpsi:

Komannga Onucanne
feature tacacs+ BxmounTts nnporokon TACACS+.
no feature tacacs+ Ortkmounts nipotokosa TACACS+.

! B pesicume 2no06anvHoli konguzypauuu

aaa authorization line vty exec tacacs+ | Bxiouuts aBTOpusanuio yepe3 TACACS+.

no aaa authorization line vty exec OtkmounTth aBTopu3anuio yepe3 TACACS+.
tacacs+

! B pesicume 2n06anvHoti Konguzypauuu
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Komannaa Onucanue

tacacs-server host {A.B.C.D | Hactpouts TACACS+ cepsep c ip-agpecom A.B.C.D
<hostname>} key {0I7} <string>] [port wii uMeHeM <hostname>.

<string>] [timeout <sec>] key {0 | 7} <string> - ximou TACACS+ cepsepa,

0 - B OTKpBITOM BH/IE;

7 - B I pOBAHHOM;

port - nopt ot 1 10 65535;

timeout <sec> - TaiiMayT OXHJIaHUS OTBETA OT cepBepa

1-60 cek. ITo ymonmyanuio 5 cek.

no tacacs-server host {A.B.C.D | Vnamure TACACS+ cepBep u3 KOHpUTYpaLyu.
<hostname>}

! B pesicume 2n06anvHoli Konbuzypauuu

2. Cospats rpynmy cepepoB TACACS+ (ONMIMOHAIBHO):

Komanna Onucanme
aaa group server tacacs+<name> Cosparts rpynny cepepoB TACACS+.
no aaa group server tacacs+ <name> Vnamuts rpynmy cepepoB TACACS+.

! B pedicume 2n06anvHoli KoHpuzypayuu

3. [lobaButs ceprep B rpyrmy ceppepoB TACACS+ (OIMIMoHaNIbHO):

Komanna Onucanne
server { A.B.C.D | <hostname>} Hob6aeuts TACACS+ cepBep B rpymity.
no server {A.B.C.DI<hostname>} Vnamute TACACS+ cepBep U3 IpyIbl.

! B pexcume koHgpueypauuu epynnol
cepsepos TACACS+

28.3 Kondwurypamms AAA

HacTtpoiika AAA 3akimodaeTcsi B BBIOOpe METOJOB M UX MOpsAKe, AJIs Ay TEeHTU(DUKALIMY U ydeTa
MOJIb30BaTeIei, a Takxke JJisl IPOBEPKHU MapoJis Nepexo/ia B IPUBUIETMPOBAHHbBII PexXUM.
JlocTynHble METOAbl ABTOPU3ALIMY U YUeTa:
* group <uMs rpymmsr> - rpymmna cepsepos Radius mmm Tacacs;

* group radius - 3ape3epBUpPOBaHHOE UM TPYIIIbl, BKJIIOUaoIas Bce cepeepa Radius;
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* group tacacs+ - 3ape3epBUPOBAHHOE UMsI IPYIIIIBI, BKJIOUaIas Bce cepBepa Tacacs+;

* local - aaa ¢ MCTIOJIL30BAHMEM JIOKAJIHLHOM Oa3bl MOJIb30BaTeNeH;

¢ None - OTKJIIOYEHUE aBTOpU3AlIUU.

HOpHI[OK METOAOB OIIPEACJIACT NMOPANOK ITIPOBEPKU YUETHBIX 3anucei nojib3oBateneil. Ecim meton

ABTOPU3AIMU IO KAKOW-TO MPUYMHE HEJOCTYIEeH, HallpuMep OTCYTCTBYeT cBs3b ¢ Radius cepBepom, TO

KOMMYTAaTOp HEePEXOUT K CJIEIYIOIIEMY METOly aBTOPU3AIIHH.

1. Hactpoiika napaMeTpoB ay TeHTU(HUKAIMHU [10JIb30BaTENEH:

Komannga

Onucanue

aaa authentication login { console |

remote } { group <name> | local } [none]

no aaa authentication login { console |
remote } { <method1> [ <method..> ] }

! B pesicume 2n06an1vH01l KOHDUzYypauuu

HacTtpoutb MeToap! ayTeHTU(]UKAIIK [T TOCTyIA K
KOMMYTaTOpy.

console - 11 10CTyMa Yepe3 KOHCOJIbHBIN MOPT;
remote - 1151 yJajJeHHOro goctymna yepes telnet/SSH;
3Havenuss <method>:

group <name> - ayTeHTU(UKAIMs1 Yepe3 TPyIy
CEpPBEPOB C UMEHEM <name>;

local - nokanbHas ayTeHTUUKALINS;

none - OTKJIOYUTH MPOBEPKY ayTEHTU(UKALINY.
['pynnel ¢ umenamu radius u tacacs+ 3ape3epBUpPOBaHbI
Y BKJIIOYAIOT BCE HACTPOEHHbIE cepBepa radius uam

tacacs+ COOTBETCTBEHHO.

BepHyTh HaCTPOIKY MO YMOITYAHUIO - Yepe3 JIOKAIbHYIO

ayTeHTU(UKALIUIO.

2. Hactpoiika napameTpoB ayTeHTU(PUKALUH [J151 IPOBEPKU enable:

Komannga

Onucanune

aaa authentication enable {local | group

radius [local] | group tacacs+ [local]}

! B pedcume 2n06anvHoli KoHpuzypayuu

Hactpouts MeTon ayTeHTU(UKALUK 1)1 Iepexo/ia B
NPUBUJIETUPOBAHHBINA PEXKUM.

local - nokanbHas ayTeHTU(UKALNS;

group radius - ayrentudukanus yepes ceppepa Radius;
group tacacs+ - ayTeHTU(]UKaIMS yepes cepBepa
Tacacs+;

I'pynnsl ¢ umenamu radius u tacacs+ 3ape3epBUpPOBaHEBI
Y BKJIIOYAIOT BCE HACTPOEHHBIE cepBepa radius uiu

tacacs+ COOTBETCTBEHHO.
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3. Hacrpolika napameTpoB yuera

Komannga Onucanne
aaa accounting default Hactpouts mMeTon 1714 yuera.
{ <method1> [ <method..> | } 3navyeHuss <method>:

local - okasnbHbIA yUeT;

group <name> - y4eT yepe3 IpyIiny CepBepoB C
UMEeHeM <name>.

I'pynnet ¢ umenamu radius u tacacs+ 3ape3epBUPOBAHbBI
Y BKJIIOYAIOT BCe HACTPOCHHBIE cepBepa radius uim

tacacs+ COOTBETCTBEHHO.

no aaa accounting default BepHyTb HaCTpPOIKy 110 YMOJTUAHUIO - Yepe3 JIOKAJIbHBIHA
{ <method1> [ <method..> ] } y4er.

! B pedcume 2n06a1vHoli KOHPuzypayuu

28.4 Orpannuenne gocryna kK ynpasjeHuio no Telnet u SSH

J17151 oBbIIeHHsT 0€30MAaCHOCTH TIPU UCTIONB30BaHUM NpoTokosioB Telnet 1 SSH mMokHO ycTaHo-

BHUTB access-list co CIIMCKOM Pa3pCIICHHLIX UJIX 3alTPCIICHHbIX IP- aaApeCoOB IJId YIaJICHHOI'O TOAKJIIOYCHU A.

Komannga Onucanue
aaa authentication ip access-class OrpaHuyeHue A0CTyNa K yIpaBJIeHUI0 KOMMYTaTOpPOM
<200-399> in (telnet | ssh) no nnpotokosiaM Telnet wim SSH cornacno ACL.
no aaa authentication ip access-class OTMEHUTh OrpaHUYEHHE JOCTYTIA.

<200-399> in (telnet | ssh)

! B pesicume 2no6anvholi konguzypauuu

28.5 IIpumepsnl HacTpouku AAA

Cuenapui 1:

Heo6xoaumMo HaCTpOUTh ay TEHTU(UKAIHIO OCTYIa K KOMMYTATOPY /JIs yAaJIeHHbIX MOJIb30BaTe-
neit uepes nporokos RADIUS, B ciyyae HegoctynHoct RADIUS-cepBepa ayreHTH(DMKaLMSA HE JOJIKHA
IIPOXOJNTD.

IIpu nocTyne yepes KOHCOJbHBIN IOPT, CHaYaJla NPOBEPKa AOJIKHA BbINOIHATHCA yepe3 RADIUS-
cepBep, P €ro HeJIOCTYIHOCTH Yepe3 JIOKAJIbHYI0 0a3y MoIb30BaTeNe.

[TpoBepka enable naposns nomkHa BemonHATcs yepe3 RADIUS, 3aTem jokaibHO.
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JlJ1s1 JaHHOTO ClieHAapHsl HACTPOMKA KOMMYTaTOpa Oy/IeT BHIIJISAAETh CJIeIyI0IUM 00pa3oM:

Switch#configure terminal
Switch(config)#radius-server host 1.1.1.1 key O key
Switch(config)#aaa authentication login remote group radius

Switch(config)#aaa authentication login console group radius local

Switch(config)#aaa authentication enable group radius local

Cuenapmui 2:

Heo6xoauMo HaCTpOWUTh ayTEHTU(MUKALIUIO JOCTYNA K KOMMYTATOPY AJIsl YJaJIEHHBIX MOJIb30Ba-
tesied yepes 2 rpymnbl TACACS+, B ciiydae HeIOCTYITHOCTH CEPBEPOB ay TEHTU(PUKALIMS POXOJUTh HE
noskHa. [TpoBepka enable nmaposist 10/1KHA BHIIOIHATCS JIOKATBHO.

[Ipu moctyne yepe3 KOHCOIbHBIN MOPT, CHAYaJla MPOBEepPKa JIO)KHA BBHITIONHATLCS Yepe3 BCce cep-
Bepa TACACS+, npu uxX HEJOCTYITHOCTH Yepe3 JIOKAIbHYI0 6a3y MoJb30BaTeseH.

JIJ1s1 JaHHOTO ClieHapHs HACTPOMKA KOMMYTaTopa Oy/IeT BHIIJISAAETh CJIeTyI0IUM 00pa3oM:

Switch#configure terminal

Switch(config)#feature tacacs+

Switch(config)#aaa authorization line vty exec tacacs+
Switch(config)#tacacs-server host 10.10.10.10 key 0 pasSwOrd
Switch(config)#tacacs-server host 10.10.10.11 key O pasSwOrd
Switch(config)#tacacs-server host 20.20.20.20 key 0 pasSwOrd
Switch(config)#tacacs-server host 20.20.20.21 key 0 pasSwOrd
Switch(config)#aaa group server tacacs+ grl
Switch(config)#server 10.10.10.10

Switch(config)#server 10.10.10.11

Switch(config)#aaa group server tacacs+ gr2
Switch(config)#server 20.20.20.20

Switch(config)#server 20.20.20.21

Switch(config)#aaa authentication login remote group grl gr2
Switch(config)#aaa authentication login console group tacacs+ local

Switch(config)#aaa authentication enable local

Cuenapmii 3:

Heo0xoauMo orpaHuuuTh yAajleHHOe MOAKII0YeHne K KOMMYyTaTopy 1o npotokony SSH paspe-
VB COEJUHEHHE TOJIBKO C ip-agpeca 10.10.10.50.

B pexume riodanpHO KOH(pUTrypanuu co3paercs access-list ¢ paspemenasiv [P-agpecom, nocie
Yero JIaHHOE MPABUJIO NPUMEHSIETCS ISl ay TeHTU(dUKauuy 1o mpotokony SSH.

JlJ1s1 JTaHHOTO ClieHapHsl HACTPOMKA KOMMYTaTopa Oy/IeT BHIIJISAACTh CJIeIyI0IUM 00pa3oM:

Switch#configure terminal
Switch(config)#access-1list 300 permit host 10.10.10.50

Switch(config)#aaa authentication ip access-class 300 in ssh
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29. IGMP

IGMP (Internet Group Management Protocol) - npotroko:n ynpasienus rpymnnoBoi (multicast)
nepenaveii JaHelx B IP-ceTsax. IGMP ucnone3yeTrcs MapuipyTu3aTopamM U XOCTaMu IJ1s1 OpraHu3aluu
IIPUCOEIMHEHHUS] CETEBBIX YCTPOMCTB K IpyIaM MHOT0aIpecHOil pacchliku (multicast). Mapuipytusarop
ucnons3yeT multicast-anpec 224.0.0.1 miis ornpaBku IGMP-coo01ieHuns 3amnpoca moATBepKAeHU s YWIeH-
cTBa B rpynmax. Ecii xocT nprcoequHseTcs K Kakoil-1mmoo rpyrme, oH JommkeH oTrpaButs IGMP-3anpoc

Ha COOTBETCTBYIOIMI apeC IPyIIIIbL.

29.1 IGMP Snooping

IGMP Snooping ucrionb3yercst aiis npociymmBanus IGMP-cooOmmennii 1 KOHTposst multicast
tpaduka. Ha ocHoBe IGMP-coo01ieHunit kommyTaTop BeJeT Tadymily repeaapecanuy multicast. Tpaduk
OTIMPABJIAETCS TOJBKO HA MOPTHI, C KOTOPBIX MOCTYIXJI 3a[IPOC HA MHOTOA/IPECHYIO TPYIIITY.

KommyTtarop nogaepxkuBaet pexum ontumusanuu IGMP cooOiienuit (report suppression) mis
ymeHblieHus koandectsa IGMP nakeroB B cetu. B gjaHHOM pexnMe KOMMYTATOP PETPAHCIMPYET HE
Bce IGMP cooOmienns, a TOJIbKO Te KOTOpble HEOOXOMUMBI JJIsI TOOABJICHHS WM YOAJIeHUs TIOAITUCKH.
Tak ke B pexxuMe report suppression BO3MOXHO MPUHYauTeIbHOEe u3MeHeHne Bepcuu IGMP naketoB u
3aganue [P-agpeca uctounuka qist IGMP nakeros. Ilpu BkitoueHuu (hyHKIMU igmp Snooping, pekum

report suppression BKJIIOYAETCS MO YMOTYAHHIO.

29.1.1 Hacrpoiika IGMP Snooping

1. Bkmounts IGMP Snooping:

Komannga Onucanne
igmp snooping Bxmounts IGMP Snooping.
no igmp snooping Beikmounts IGMP Snooping.

! B peacume xonguzypauuu interface vlan

2. Hactpouts IGMP Snooping:

Komanna Onucanne

igmp snooping report-suppression BrJtiounTh peskum report suppression (10 yMOJIYaHUIO).

no igmp snooping report-suppression | BeikiounTh (PyHKIMIO report suppression.

! B pexcume kongpueypayuu interface vian
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Komannaa

Onucanue

igmp snooping querier

no igmp snooping querier

! B pexcume xongueypauuu interface vlan

Brmounts pyHkimonan General Querier.

Beixsounts (pyHkuronan General Querier.

igmp snooping mrouter interface

<interface-name>

no igmp snooping mrouter interface

<interface-name>

! B peaicume xongbuzypayuu interface vlan

3agaTte mrouter nopT <interface-name>.

Vnanute mrouter nopt <interface-name>.

igmp snooping fast-leave

no igmp snooping fast-leave

! B pesicume xongbueypayuu interface vlan

Bxuiounth (pyHKIMIO OBICTPOTO Y1aJdeHHs MOJIUCKU Ha
rpymny VLAN.

BbIKJTI0UMTH (DyHKIMIO OBICTPOTO yAaJeHUS MOJIUCKU

Ha rpynny a1 VLAN.

igmp snooping static-group <group-ip>
interface <IFNAME>

no igmp snooping static-group
<group-ip> interface <IFNAME>

! B pexcume xongueypauuu interface vlan

3aiaTh CTAaTUYECKYIO MOAMUCKY Ha Tpymmy <group-ip>
Ha unrepderic <IFNAME> s VLAN.

ViamuTh yKa3zaHHYI0 CTaTHYECKYIO MOANMCKY Ha IPyIIy.

igmp snooping static-group <group-ip>
source [ethernet | port-channel]
<IFNAME>

no igmp snooping static-group
<group-ip> source [ethernet |

port-channel] <IFNAME>

! B pexcume xongueypauuu interface vlan

3anate [P-anpec ucrounuka <source-ip> s

CTaTUYECKOW MOANMUCKH Ha IpyHIy <group-ip>.

Vnamuts [P-agpec nctounnka <source-ip> JJist

CTaTUYECKOW MOANMKMCKH Ha IpyHIly <group-ip>.

igmp snooping report source-address
<I[P-address>

3apate [P-anpec ucrounuka miis IGMP nakeTos.

Hcnonb3yeTcsi B pexkuMe report-suppression.
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Komannaa

Onucanue

no igmp snooping report

source-address

! B pexcume xongueypauuu interface vlan

OtMmenuTs 3a1anHbIi [P-agpec ucrounuka ninsa IGMP

ITaKETOB.

igmp snooping force-igmp-version 2

no igmp snooping force-igmp-version 2

! B peaicume xongbuzypayuu interface vlan

YCcTaHOBUTH TPUHYAUTEIBHO BEPCUIO 2 JIJISI BCEX
otnpasisieMbix IGMP nakeTos.

Hcnone3yeTcs B pexxume report-suppression.

BepnyTb 3HaueHue 1o ymomnuanuio. Mcnosnb3oBathb

Bepcuio 3 s Bcex ornpasisieMbix IGMP nakertos.

3. [IpocmoTp uHpOpMaLK U AUATHOCTUKA!

Komannga

Onucanue

show igmp snooping groups

[<group-ip> | <int-vlan-id> | <detail> ]

! B Admin pesicume

[TpocmoTp uHpOpMaAIK O MOJMUCKAX.

show igmp snooping interface
[<int-vlan-id>]

! B Admin peaicume

[IpocmoTp nHpOpMauu 0 igmp snooping Ha vlan

uHTepderice.

show igmp snooping mrouter vlan
<vlan-id>

! B Admin pedcume

[TpocMoTp nHpOpMaIUKM 0 HA3HAYEHHOM mrouter mopTe
g VLAN.

show igmp snooping statistics interface
<int-vlan-id>

! B Admin pesicume

[TpocMoTp cTaTucTuku igmp snooping 111 VLAN

<int-vlan-id>.

4. Ouuctka Tabmipl noamucok IGMP Snooping:

Komanna

Onucaunmne

clear igmp snooping group *

! B Admin pesicume

Ounctuth Tabmmiy noamicok IGMP Snooping.
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29.1.2 IIpumep nacrpoiiku IGMP Snooping

Cuenapuit Ne1: IGMP Snooping

Kak nokazaHo Ha pucyHke 24, noptel KommyTtaTopa 1, 2, 6, 10 u 12 no6asnens Bo VLAN 100 Ha
kommyTatope. Multicast MapipyTU3aTOp MOJKJIIOYEH K MOPTY 1, a 4 XocTa K ocTaibHbIM NopTam 2, 6, 10
u 12 coorBerctBeHHO. [Tockonbky IGMP Snooping o ymon4aHuio ri1o0aibHO BKJIIOYEH, HO BBIKJIIOUEH
st VLAN 100, on nomken 6biTh BkodeH aiss VLAN 100. Kpome Toro, mopt 1 gomkeH ObITh BHIOpaH B

kaudectBe Mrouter mopta 1yt VLAN 100. DT HACTPOMKYN MOXKHO OCYIIIECTBUTH CJIeIYIOIIM 00pa3oMm:

SwitchA#configure terminal
SwitchA(config)#interface vlani00
SwitchA(config-if)#igmp snooping

SwitchA(config-if)#igmp snooping mrouter interface gel

[Tpenmnosnoxum, 4To cepBep BeIaeT 2 MOTOKA C UCTIOJIb30BaHUEM IPYMIIOBBIX agpecoB 239.255.0.1
n 239.255.0.2. XocTel 3 nopToB 2 U 3 noanucaauch Ha rpymmy 239.255.0.1, a xoct u3 nopra 6 - Ha
rpynny 239.255.0.2.

Bo Bpems noarmicku, IGMP Snooping co3zpacT Tabmwiry, kKoTopast OyeT coaepkarh COOTBETCTBHE
noptoB 2 u 3 rpynmne 239.255.0.1, a moprt 6 - rpymme 239.255.0.2. B pe3ynbrare KaxIplid MOPT MOJYyYUAT
TpadUK TOJBKO TEX IPyHIl, KOTOPbIE OH 3alPOCUJ M HE MOMY4UT Tpaduk Apyrux rpym. Kaxiaeii nopt

CMOXET MOTYy4UTh TpaduK JII0OOH UX TPy, 3aMIPOCUB €€.

oy Vulticast Router

239.255.01 239.255.01 239.255.0.2

Mrouter port

Puc. 24: IGMP Snooping

Cuenapuii Ne2: IGMP Querier

Cxema, n300paxkeHHasi Ha pUCyHKe 25, peTepresia u3MeHeHus: BMecTo Multicast MapipyTu3za-
TOpa MOJKJIIOUYEH UCTOYHUK MYJbTHKACT TpaduKa, a MeXAy HUM U Switch A MOAK/II0OYEH KOMMYTaToOp
Switch B, Bemonnsomuii poias IGMP Querier. Ho nognucumky, MICTOUHUK M MOPTHI MEKAY HUMU Takxke
npuHagiexar kK VLAN 100.

Kondgurypanus Switch A takas ke, kak u B npeapiayuieM npumepe. Kondurypauusa Switch B
OyIeT BBIMIAAETH CIIeAYIOIM 00pa3oMm:
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SwitchB#configure terminal
SwitchB(config)#interface vlan100
SwitchB(config-if)#igmp snooping

SwitchB(config-if)#igmp snooping querier

—
CTOUHMEK L2 Genera_l C!uesne.; -
Multicast -:: :: " witc

Mrouter port —_—

__..-r.a.-_-...-— SwitchA

4 o

239.255.01 239.255.01 239.255.0.2

Puc. 25: IGMP Querier

29.1.3 Pemenne npodJem ¢ HacTpoiikoin IGMP Snooping

[Tpu HacTpoiike u ucnosb3oBanuu IGMP Snooping MOTyT BOBHUKHYTh ITPO0OJIeMbl U3-3a hu3mnde-
CKOI'O COE/IMHEHU s, a TAaK)Ke HEKOPPEKTHON HacTpoilku. IloaToMy npoBepsTe ciieyoniee:
* VY6enurech, 4TO (pr3NUECKOe COeAMHEHNE TPUCYTCTBYET;
* V6enurech, uto IGMP Snooping BKIIOYEH Kak I100aIbHO, Tak U B Hy:)kHOM VLAN;
* Vb6enurech, YTO mrouter mopT MPUCYTCTBYET;
* Hcnonp3yiiTe KOMaH/Abl JUArHOCTUKM JJISI IPOBEPKU CKOH(PUTYPUPOBAHHBIX NAPAMETPOB,

a Takxke 3anuceii B Tabmuie IGMP Snooping.

29.2 Multicast Destination Control
(PuabTpamusa IGMP nogmicok o aapecam multicast rpymm)

Multicast Destination Control 1o3BosisieT HaCTPOUTh CIIMCOK PA3pEIeHHBIX U 3aIpeleHHbIX

multicast rpynim s NOANUCYUKOB Ha MOpTe.
st paboter Multicast Destination Control Heo6xogum IGMP Snooping, 1mo3ToMy ero Hy:XHO

BKJIIOYUTH B TEX VLAN, B KOTOPBIX INIAHUPYETCHA €ro UCIIOJIb30BaATh.
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29.2.1 Hacrtpoiika Multicast Destination Control

1. Kondurypuposanue ACL:

Komanna

Onucanune

access-list <6000-7999>
[<1-2147483645> | remark] [deny |
permit] ip any [A.B.C.D/M | A.B.C.D
A.B.C.D | host A.B.C.D | any]

no access-list <6000-7999>

no access-list <6000-7999>
[<1-2147483645>] [(deny | permit) ip
any (A.B.C.D/M | A.B.C.DAB.CDI
host A.B.C.D | any)]

no access-list <6000-7999> remark

! B pesicume 2n06anvHoli Konguzypauuu

Co3pgatn access-list

<6000-7999> - nnanazon ACL;

<1-2147483645> - nuana3oH NpaBu;

remark - ums access list;

deny - oTOpOCHTD TAKET;

permit - IpOITyCTUTH TTAKET;

ip any - agpec multicast-uctToynuka (moaAepKUBaeTCs
TOJIBKO any - JI0OOH);

A.B.C.D/M - ip-anpec cetu Buna 239.255.1.0/24;
A.B.C.D A.B.C.D - ip-aapec cetu

Buga 239.255.1.0 0.0.0.255;

host A.B.C.D - ip-agpec KOHKPETHOIi IpyIbl
Hanpumep host 239.255.1.100;

any - mo0oi ip-aapec.
[Tonnoe ynanenune ACL.
Vnanenue npasuiia u3 ACL.

BrinonHsiercs no HOMEPY IIpaBUJia UM 110 ITOJTHOMY

NpaBuUITy.

Vnanenue umenu ACL.

2. ITpumenenne ACL Ha nopr:

Komanna

Onucanne

ip multicast destination-control
access-group <6000-7999>

no ip multicast destination-control

access-group <6000-7999>

! B pesicume Kongbuzypayuu nopma

[TpumenuTsb access-list Ha OPT KOMMYyTaTOpa.

Vnanuth access-list ¢ mopTa KOMMyTaTOpA.
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29.2.2 IIpumep nactpoiiku Multicast Destination Control

PazpernmThb Mosip30BaTeI0 NOANKMCHIBATHCS TOJBKO Ha olpeieieHHble multicast-rpymsl. st aTo-
ro HeoOXOAMMO BKJIIOUMTH igmp snooping Ha interface vlan, 3agate mrouter port, co3aarth access-list, B
KOTOPOM YyKa3aThb I'PpYyIIIbl pa3pC€HICHHBIC 1JIA IMMOAIIMCKUA U YCTAHOBUTD 3TO IIPaBUJIO HA KJIMEHTCKUH IOopT.

Kondurypauus kommyTaropa OyaeT cliefyoias:

switch(config)#vlan 3

switch(config)#interface xel,ge24

switch(config-if)#switchport access vlan 3
switch(config-if)#interface vlan3

switch(config-if)#igmp snooping

switch(config-if)#igmp snooping mrouter interface xel
switch(config-if)#exit

switch(config)#access-1list 6000 permit ip any host 239.255.3.153
switch(config)#access-1list 6000 permit ip any host 239.255.2.21
switch(config)#access-1list 6000 deny ip any any
switch(config)#interface ge24

switch(config-if)#ip multicast destination-control access-group 6000

29.3 duabTpanus IGMP nakeroB no Tunam query/report

C momoIpio JaHHON (PYHKIIMM MOXHO 3a0JI0KupoBaTh Bce BXxoasmue IGMP makets ¢ Turom

Report i Query.

29.3.1 Hacrtpoiika ¢puabrpanuu IGMP nakeros

1. brokuposka IGMP naketos tuna Query:

Komanna Onucanne
igmp snooping drop query Bxmounts 6;10kupoBky IGMP nakeroB tuma Query.
no igmp snooping drop query Otmenuts 610kupoBKy IGMP nakeToB tuma Query.
! B peacume xonguzypavuu nopma

2. bnokupoBka IGMP nakeros tuna Report:

Komanna Onucanme
igmp snooping drop report Bxumounts 6;10kupoBky IGMP nakeroB tuma Report.
no igmp snooping drop report Otmenutsb 610kupoBky IGMP nakeToB Tumna Report.

! B pesicume Kongbuzypayuu nopma
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29.3.2 IIpumep 0JIOKMPOBKH (uery M report makeToB Ha (PU3NYECKHUX MOPTaX

Ha knuenTckoM moprte ge24 HeoOxomumo 3a0J0KupoBaTh mpuem Query makeToB, a Ha uplink
nopre xel 3a0JI0KMPOBATh NAKETHI report.

Kondurypamus koMMmyTaTtopa OyeT clieayomas:

switch(config)#vlan 5
switch(config)#interface xel,ge24
switch(config-if)#switchport access vlan 5
switch(config-if)#exit
switch(config)#interface vlanb
switch(config-if)#igmp snooping
switch(config-if)#igmp snooping mrouter interface xel
switch(config-if)#exit
switch(config)#interface ge24
switch(config-if)#igmp snooping drop query
switch(config-if)#exit

switch(config)#interface xel

switch(config-if)#igmp snooping drop report

29.4 Orpannuyenue koaundectsa IGMP noanmucok Ha mopre

C MMOMOIIILIO JaHHOU (I)YHKLII/II/I MOKHO BBICTAaBUTb OI'PAHUYCHUEC HA KOJINYICCTBO 1gmp IIOAIMINCOK

Ha KJIMEHTCKOM IIOPTE.

29.4.1 Hacrpoiika orpaHuYeHNsl KOJN4ecTBa MOAMNCOK

1. OrpaHuyeHre KOJIMYecTBa MOJMUCOK Ha (PU3UIECKOM TOpTe:

Komannga Onncanne
igmp snooping limit group <1-1024> Bxmounth orpannyeHre NoANUCoK Ha nopre ot 1 1o
1024 rpymnm.
no igmp snooping limit group OTMEHHUTH YCTAaHOBJIEHHOE OTPaHUYCHUE.
! B pesicume kongbueypayuu nopma

29.4.2 Ilpumep orpanundenusi kouuectsa IGMP noamucok

VYcTaHOBUTD HA KJIMEHTCKOM MOPTE OrpaHuyeHue AJis igmp noAnucok Ha 10 rpym.

Kondurypanus kommyTtaTtopa OyaeT cieayomas:
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switch(config)#vlan 5

switch(config)#interface xel,ge24
switch(config-if)#switchport access vlan 5
switch(config-if)#exit

switch(config)#interface vlanb

switch(config-if)#igmp snooping
switch(config-if)#igmp snooping mrouter interface xel
switch(config-if)#exit

switch(config)#interface ge24

switch(config-if)#igmp snooping limit group 10

29.5 IGMP Snooping Authentication

JJ1st KOHTPOJIS TOCTYIA KJIMEHTOB K pa3IMuHbIM multicast-rpynmnaM Ucnoib3yercst (pyHKIIMOHAT

IGMP Snooping Authentication. [IGMP Snooping Authentication padotaeT cieytonpm oopazom. Ko-

712 XOCT MOCHIJIaeT COOOIEHHEe O IPUCOEAMHEHNH €r0o K MHTepecyoleil multicast-rpymnme, KOMMyTaTop

nocelnaet 3anpoc Ha RADIUS-cepsep, B koTopoM coaepxurcss MAC-agpec xocta, HOMEp opTa KOM-

myTtaropa u [P-agpec multicast-rpynmnel. Eciu Ha 3annpoc RADIUS-cepsep otBetun Request-Accept, To

OCYILIECTBJISIETCS MOANUCKA Ha rpymiy ¥ multicast-Tpaduk mpormyckaeTcsi B KJIMeHTCKuid nopt. Eciu

otBeT Request-Reject - mommucka oTkyoHsieTcss 1 multicast-Tpacduk Omokupyercs. [1si yMeHbIIeHUs

Harpy3ku Ha RADIUS-cepBep, 1oyyeHHbI OTBET KOMMYTATOp 3anMchiBaeT B K3l Ha 10 MuHyT. B Te-

YeHHe 3TOr0 BpEMEHH, P MOBTOPHBIX MOAMMUCKaX Ha multicast-rpymisl, 3arpockl Ha RADIUS-cepsep

OTIPABJIATHCS HE OYIyT.

29.5.1 Hactpoiika IGMP Snooping Authentication

1. Bkmounts IGMP Snooping:

Komannaa Onucanue
igmp snooping Bxuounts IGMP Snooping.
no igmp snooping Boikmounts IGMP Snooping.

! B pexcume xongueypauuu interface vian

2. Hactpouts aytentudukanuio aist IGMP Snooping:

Komannga Onucanne

aaa authentication igmp group radius | Bximouuts ayrentudukammo IGMP rpynn uepes

[none] RADIUS-cepsep.

none - pa3pemmuTh 1o0aBIeHHE TIONMCKH Ha TPy,

eciu RADIUS-cepsep He oTBeyaer.
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Komannaa Onucanue

no aaa authentication igmp group OtxmounTs ayreHtTudukanmio IGMP uepes
RADIUS-cepsep.

! B pesicume 2n06anvHotl KoHDUYypauuu

3. BkimouuTth ayTeHTUUKALIUIO igmp SNooping Ha KJIMEHTCKOM IOpTe:

Komanna Onucanne

igmp snooping authentication enable BxmounTts ayTeHTH(UKAIMIO igmp snooping uepes
RADIUS-cepsep.

no igmp snooping authentication OTkm0uYnTh ayTeHTU(UKALMIO igmp snooping yepes
enable RADIUS-cepgep.

! B pexcume xongpuzypavuu nopma

29.5.2 IIpumep nacrpoiiku IGMP Snooping Authentication

Ha xommyTaTope HacTpoeH vlan 20 g5 nopra ge2 ¢ BkoueHHBIM IGMP Snopping, 3a koTopsim
HaxoauTcs nosb3oBaresb v vlan 100 nsa mopra ge24, 3a kotopbiMm Haxonutcss RADIUS-cepsep. s
KOHTPOJISI MHOT0Q/IPECHBIX TPYIIIT pa3pelIeHHBIX MOJIB30BATEI0 B COOTBETCTBUHM C MOJIMTUKOM, TpeOyeTcs
HacTpouTs ayTeHTUhuKanuo 111 IGMP Snooping. RADIUS-cepsep nmeet anpec 10.10.10.10.

Kongurypanusa kommyTaTopa ciaeayouas:

switch#configure terminal
switch(config)#radius-server host 10.10.10.10 key O secret
switch(config)#aaa authentication igmp group radius
switch(config)#vlan 20,100

switch(config)#interface vlan20
Switch(config-if)#igmp snooping
switch(config-if)#exit

switch(config)#interface vlan100
switch(config-if)#ip address 10.10.10.1/24
switch(config-if)#exit

switch(config)#interface ge24
switch(config-if)#switchport access vlan 100
switch(config-if)#exit

switch(config)#interface ge2
switch(config-if)#switchport access vlan 20

switch(config-if)#igmp snooping authentication enable
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30. Multicast VLAN

B ciydae, eciim nonmydarenn Multicast Tpadguka HaxoasaTcs B pasHbix VLAN, B kaxaom VLAN
CO3JaeTCsl CBOSI KOMMS OHOTO U TOTO Ke TpaduKa, 4YTO MOKET CKa3aThCsl Ha CBOOOJHOM MOJI0ce Mpo-
nyckaHusi kaHasnos. [Ipo6nemy penraer Multicast VLAN - TexHosorusi, Kotopasi mo3BoJisieT cepBepy
repeaBaTh MyJIbTUKACTOBBIA MOTOK B 00HOM VLAN, B TO BpeMs Kak KOHEYHBIE I10JIb30BATEI CMOTYT
MoJIy4yaTh ero, Haxoasich B pa3inunbix VL AN, noakimodasick k ogHoMmy Multicast VLAN. [Tonb3oBarenu
MOJKJIIOYAIOTCS K MYJbTUKACTOBOM pacChlIKE U OTCOEIUHSAIOTCS OT Hee, ucnoib3ys ¢pyHkuuonan IGMP
snooping. DTo NO3BOJISIET He NepeaaBaTh multicast moTok Bo Bce nosb3oBareabckue VLAN 1 9KOHOMUTh
pecypchl 000pyIOBaHUS.

Multicast VLAN nonnep:xuBaeTcs Ha moptax B pexumax Access u Hybrid a1 HeTerupoBaHHOTO
Tpaduka. s KoppekTHOi padoTsl B pexnme Hybrid Heobxoaumo nodaBuTh multicast-vlan Ha opT B

pexume untag.

30.1 Hacrpoiika Multicast VLAN

1. Hactpoiika Multicast VLAN:

Komannga Onucanme
igmp snooping multicast-vlan Hasznauute Vlan <vlan_id> B kauecTBe Multicast
<vlan_id> VLAN.
no igmp snooping multicast-vlan OTMEHUTh YCTAHOBJIEHHYI0 KOMaH/Y.

! B pedacume 2106a1vHoli KOHPUYpayuu

igmp snooping Bxmounts IGMP snooping ny1s1 Multicast VLAN.

no igmp snooping OTMEHUTDb YCTAHOBJIEHHYIO KOMaHJY.

! B pexcume xongueypauuu unmepgheiica

Vian

switchport association multicast-vlan AccouupoBath pu3nuecKkuil uHTepdenc kommyTaropa
<vlan_id> ¢ multicast Vlan <vlan_id>.

no switchport association OTMEHUTD YCTAaHOBJIEHHYIO KOMaH/Y.

multicast-vlan

! B pexcume xongpuzypavuu nopma
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30.2 IIpumep nacrpoiiku Multicast VLAN

el@ el
9 9 Switch B
Switch A gel gelb ge20
Multicast
Source wvi v 2

Puc. 26: Hactpotika Multicast Vlan

Kak noka3zaHo Ha pucyHke 26, uctounuk Mutlicast-Tpauka nogk/iodeH kK KomMmyTaropy Switch
A uepes nopt gel kotopomy HazHaueH Vlan 20. Switch A noax/o4YeH Kk KOMMyTaTopy ypoBHs 2 Switch
B uepes nopt gel0, koTopelit HacTpoeH B pexuM trunk. K kommyTaTopy Switch B nonkmo4yeHs! XoCTbl
nosnb3oBareseit TV1 u TV2. TV1 noakmoudeH k nopty gel5, kotopsiil npunaanexut Vlan 100, a TV2
MOJIKJII0YeH K nopty ge20, kotopseiid mpuHagiexxut Vlan 101. Switch B nogkmoden k Switch A depe3
nopt gel. Vlan 20 HactpoeH kak Multicast Vlan.

Hacrpoiika Multicast VLAN B pe:kume Access

Kondurypauus kommyTtaropa A:

SwitchA#configure terminal

SwitchA(config)#vlan 20

SwitchA(config)#interface gel,gel0
SwitchA(config-if)#switchport mode trunk
SwitchA(config-if)#switchport trunk allowed vlan add 20
SwitchA(config-if)#exit

SwitchA(config)#interface vlan20
SwitchA(config-if)#igmp snooping

SwitchA(config-if)#igmp snooping mrouter interface gel

Konduryparus kommyTaTopa B:

SwitchB#configure terminal

SwitchB(config)#vlan 20,100,101
SwitchB(config)#interface gel
SwitchB(config-if)#switchport mode trunk
SwitchB(config-if)#switchport trunk allowed vlan add 20
SwitchB(config-if)#exit

SwitchB(config)#igmp snooping multicast-vlan 20
SwitchB(config)#interface vlan20
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SwitchB(config-if)#igmp snooping
SwitchB(config-if)#igmp snooping mrouter interface gel
SwitchB(config-if)#exit

SwitchB(config)#interface gelb
SwitchB(config-if)#switchport mode access
SwitchB(config-if)#switchport access vlan 100
SwitchB(config-if)#switchport association multicast-vlan 20
SwitchB(config-if)#exit

SwitchB(config)#interface ge20
SwitchB(config-if)#switchport mode access
SwitchB(config-if)#switchport access vlan 101

SwitchB(config-if)#switchport association multicast-vlan 20

Hactpoiika Multicast VLAN B pexkumve Hybrid

KoHudurypammsa kommyTaTtopa A:

SwitchA#configure terminal

SwitchA(config)#vlan 20

SwitchA(config)#interface gel,gel0
SwitchA(config-if)#switchport mode trunk
SwitchA(config-if)#switchport trunk allowed vlan add 20
SwitchA(config-if)#exit

SwitchA(config)#interface vlan20
SwitchA(config-if)#igmp snooping

SwitchA(config-if)#igmp snooping mrouter interface gel

KoHnpurypaumsa kommyTtaropa B:

SwitchB#configure terminal

SwitchB(config)#vlan 20,100,101
SwitchB(config)#interface gel0
SwitchB(config-if)#switchport mode trunk
SwitchB(config-if)#switchport trunk allowed vlan 20
SwitchB(config-if)#exit

SwitchB(config)#igmp snooping multicast-vlan 20
SwitchB(config)#interface vlan20
SwitchB(config-if)#igmp snooping
SwitchB(config-if)#igmp snooping mrouter interface gel
SwitchB(config-if)#exit

SwitchB(config)#interface gelb
SwitchB(config-if)#switchport mode hybrid
SwitchB(config-if)#switchport hybrid allowed vlan 20 untag
SwitchB(config-if)#switchport hybrid native vlan 100
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SwitchB(config-if)#switchport association multicast-vlan 20
SwitchB(config)#interface ge20
SwitchB(config-if)#switchport mode hybrid
SwitchB(config-if)#switchport hybrid allowed vlan 20 untag
SwitchB(config-if)#switchport hybrid native vlan 101

SwitchB(config-if)#switchport association multicast-vlan 20
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31. ACL

Access Control List (cncoxk KOHTposs JOCTyna) - 3TO MexaHu3M ¢uibTpauuu IP-nakeTtos,
MO3BOJISIOIIMI KOHTPOJIMPOBATh CETEBON TpaduK, pa3pelias UM 3arpeliasi MpoXoxJeHUe MakeToB Ha
OCHOBE 3a/laHHBIX NMPU3HAKOB. [lob30BaTeb MOKET CAMOCTOATENBHO 3a4aTh KPUTEPUH (DUIBTPALMA
ACL u npuMeHUTh (pUIBTP Ha BXOJALIEE 10 OTHOLIEHUIO K KOMMYTaTOpPy HalpaBJieHUE Tpaduka.

Access-list - nmocnenoBaresbHbIii HaOOp mpaBui. Kaxgoe mpaBuio cocTOMT U3 MH(GOPMAIUU O
unbTpe u geficTBUM MpY OOHAPYKEHUU COOTBETCTBUS NpaBmity. MHdopmalus, BKIIIOYEHHAs B TIPABIJIO,
MpeCcTaBIsgeT co00i 3(pPeKTUBHYI0 KOMOMHAIIMI0 TaKUX YCJIOBHiA, Kak ucxomusiil [P-anpec, IP-ampec
nonyyaressi, Homep nporokona IP u mopt TCP, nopt UDP.

Crniucku gocTyna MOXHO KJIacCU(pPUIIMPOBATH MO CIEAYIOINUM KPUTEPHUAM:

» Kpurepuii Ha ocHOBe MH(pOpMaIU O PUIIBTPE:
— IP ACL (¢punbtp Ha 0OCHOBE MH(pOPMALMK YPOBHS 3 WX BHILLIE);
— MAC ACL (ypoBH4 2);
— MAC-IP ACL (ypoBeHs 2, 3 Wi BbILLE).

» Kpurepuii ci10)kHOCTH KOH(UTYypaLuu: cTaHAapTHbIN (standard) u pacimpenHslii (extended).

PacmmpeHHblil pexrM MO3BOJISIET CO3/1aBaTh OoJiee TOUHbIE (PUITHTPHL.
» Kpurepuii Ha OCHOBE HOMEHKJIATYPbl: HyMEPOBAHHBII NI UMEHOBAHHBIN.
Onmcanne ACL n1okHO OXBaTbIBaTh TPYU BBHILIEYTIOMSHYTHIX aclleKTa.

Access-group - 310 onucanue npussa3ku ACL k BXonsieMy HarpabjeHHIO TpaduKa Ha KOH-
KpeTHOM uHTepderice. Ecnu rpynmna ngoctyna co3jaHa, BCe MaKeThl U3 BXOJSLIEr0 HalpaBJIeHUs Yepes
unTepdeiic OymyT cpaBHMBaThCS ¢ TipaBuiiom ACL.

ACL moxeT coiepxaTh ABa JEHCTBUSA IpaBUIa M JEHCTBUA MO YMOJIYAHUIO: «Pa3pELUEHUE»
(permit) wim «oTka3» (deny). Access-list MOXET COCTOSITb U3 HECKOJIbKUX MpaBuil. PUIbTP CpaBHU-
BaeT yCJIOBUS IAKeTa C MpaBWIaMu, HauMHasl C IEPBOro, 0 MEPBOro COBIAAEHHUS, OCTAIbHbIE MIPABUJIA
He OyayT oOpaboTansl. [T106a1bHOE IeficTBIE IO YMOTYaHHIO IPUMEHSIETCS TOJIBKO B TOM Cllydae, eciid

ACL npumeHeH Ha uHTepdeiice, HO B HEeM HeT paBuJl, JMOO /1J1s1 IOJIyYEeHHOT O MTaKeTa HeT COBIMAaJeHU.

31.1 Hacrpoiika ACL

1. Hactpouts HymepoBaHHblii standard IP access-list:

Komanna Onucanne
access-list {<1-99> | <1300-1999>} Cospate npaBwio HymepoBaHHoro standard 1P
[<1-2147483645>] {deny | permit | access-list c Homepom u3 auanazona 1-99 wm
remark } <source-ip-addr> 1300-1999 ¢ ykazanueM agpeca XocTa.

Ecnu nanneiit access-list He co3gaH, oH OyaIeT co3/1aH
TIOCJIE IPUMEHEHU S TAHHOW KOMAaH/IbI.

deny - oTOpOCHTH TTAKET;

permit - MpoONyCTUTh MaKeT;
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Komannaa

Onucanue

no access-list {<1-99> | <1300-1999>}
[<1-2147483645>] [deny | permit]
[<source-ip-addr>]

! B pesicume 2n06anvHoti konguzypauuu

remark - nms access list.

Vnamute co3panHoe npaBuiio (6o ACL noiaHOCThIO,

IpY YKa3aHUU TOJIKO HOMepa access-list).

access-list {<1-99> | <1300-1999>}
[<1-2147483645>] {deny | permit]

<source-ip-addr> <source-wildcard>

no access-list {<1-99> | <1300-1999>}
[<1-2147483645>] [deny | permit]

[<source-ip-addr> <source-wildcard>]

! B pesicume 2n06anvHotl KoHDUYypauuu

Co3spgath npaBuiio HymepoBaHHoro standard IP
access-list c Homepom u3 auanazona 1-99 wm
1300-1999 ¢ ykazanuem ajapeca cetu. Ecim naHHbIiA
access-list He co3liaH, OH Oy/eT co3JaH rocJie

IIPUMECHECHU A JaHHOW KOMaH/IbI.

Vnamts cozmpanHoe nipaBuiio (oo ACL moaHOCTHIO,

P YKa3aHUU TOJIBKO HOMeEpa access-list).

access-list {<1-99> | <1300-1999>}
[<1-2147483645>] {deny | permit] [any]

no access-list {<1-99> | <1300-1999>}
[<1-2147483645>] [deny | permit] [any]

! B pesicume 2n06anvHotl KoHUuzypauuu

Co3zpgath npaBusio HymepoBanHoro standard IP
access-list c HomepoM U3 auanas3ona 1-99 wim
1300-1999 nnsa moboro aapeca cetu xocta. Eciu
JaHHBIA access-list He co3qaH, OH OylIeT Co3/1aH Moce

IMPUMEHEHU A IIaHHOfI KOMaH/bl.

Vnamthb cozpanHoe npaBuio (6o ACL momHoCThIo,

IpY YKa3aHUM TOJIbKO HOMepa access-list).

2. Hactpouts HymMepoBaHHblii extended IP access-list:

Komanna

Onucanne

access-list {<100-199> | <2000-2699>}
[<1-2147483645>]{deny | permit} icmp
{<source-ip-address> / <wildcard> |
<source-ip-address> <wildcard> | host
<source-ip-address> | any }
(<destination-ip-address> / <wildcard> |
<destination-ip-address> <wildcard>

Coznarp npaBuiio npotokona ICMP s
HymepoBaHHoOro extended IP access-list. Eciu ACL He
ObUI CO3/1aH paHee, OH OyAeT CO3[aH MocJie MPUMEHEHUs

JJaHHOUW KOMAaHIbI.
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Komannaa

Onucanue

| host <destination-ip-address> | any }
[dscp {<0-63> 1 afll | af12 | af13 | af21 |
af22 | af23 | af31 | af32 | af33 | af41 | af42
laf43 | csl lcs21cs31csd|ces51cs6lcs7
| default | ef } | precedence {<0-7> |
critical | flash | flash-override | immediate

| internet | network | priority | routine }]

! B pesicume 2n06an1vHoll KoHDUzypauuu

Komanna no ynanset coznanHoe npasuio (oo ACL

HOJIHOCTBIO, TIPY YKa3aHUM TOJIBKO HOMepa access-list).

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit} igmp
{<source-ip-address> / <wildcard> |
<source-ip-address> <wildcard> | host
<source-ip-address> | any }
(<destination-ip-address> / <wildcard> |
<destination-ip-address> <wildcard> |
host <destination-ip-address> | any }
[dscp {<0-63>1afll | af12 | af13 | af21 |
af22 | af23 | af31 | af32 | af33 | af41 | af42
| af43 I csl les21cs31cesdlcsS|es6lcs?
| default | ef } | precedence {<0-7> |
critical | flash | flash-override | immediate

| internet | network | priority | routine} ]

! B pesicume 2106a1bH01 KOHDUYpayuu

Coznarp npasuiio npotokona IGMP mis
HymepoBaHHoro extended IP access-list. Ecin ACL ne
ObLI CO3J]aH paHee, OH Oy/eT CO3/1aH Mocjie NPUMEHEHHs

JJaHHOW KOMAaHIbI.

Komanna no ynanset coznanHoe npasuio (oo ACL

HOJIHOCTBIO, TIPY YKa3aHUM TOJIKO HOMepa access-list).

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit} tcp
{<source-ip-address> <wildcard> |
<source-ip-address> <wildcard> | host
<source-ip-address> | any } [eqlneq]
[<0-65535>] (<destination-ip-address> /
<wildcard> | <destination-ip-address>
<wildcard> | host
<destination-ip-address> | any} tcp
[{eqlneq} {<0-65535>} {ftp | ssh | telnet
| www} ] [dscp [<0-63> | afl1 | af12 |
af13 | af21 | af22 | af23 | af31 | af32 | af33

Coszpats npaBuio npotokoia TCP g HymepoBaHHOTO
extended IP access-list. Ecau ACL He ObLI co31aH
paHee, OH OyJIeT CO3/1aH TMOCJIe TPUMEHEHHS JIAHHON

KOMAaH/BbI.

Komanpa no ynansier cozpanHoe npasuio (Jinb6o ACL

MOJTHOCTBIO, MIPU YKa3aHUMU TOJIbKO HOMepa access-list).
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Komannaa

Onucanue

| af41 | af42 | af43 I csl 1 cs2 1 cs3 1 cs4 |
cs5 1 cs6 | cs7 | default | ef ]] | [precedence
[<0-7> | critical | flash | flash-override |
immediate | internet | network | priority |

routine]]

! B pesicume 2n06anvHoti konguzypauuu

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit} udp
{<source-ip-address> / <wildcard> |
<source-ip-address> <wildcard> | host
<source-ip-address> | any } {eq | gt!l1t|
neq} <0-65535>]
(<destination-ip-address> / <wildcard> |
<destination-ip-address> <wildcard> |
host <destination-ip-address> | any } udp
[{eq ! gt!ltIneq} {{<0-65535> |tftp |
boot} | {range <0-65535> <0-65535>}
[dscp [<0-63> | afl1 | af12 | af13 | af21 |
af22 | af23 | af31 | af32 | af33 | af41 | af42
| af43 1 csl lcs21cs31esdlcsS|es6lcs?
| default | ef ]] | [precedence [<0-7> |
critical | flash | flash-override | immediate

| internet | network | priority | routine]]

! B pesicume 2n06anvHoti Konguzypauuu

Co3zpate npaswio nporokosia UDP s HymepoBaHHOro
extended IP access-list. Ecmi ACL He ObL1 co3nan
paHee, OH OyJeT co3[aH MocJie MPUMEHEHHS JaHHON

KOMaH/BI.

Komanpia no ynansier cozpanHoe npasuio (Jimb6o ACL

MOJTHOCTBIO, TIPU YKa3aHUU TOJILKO HOMepa access-list).

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit}{ip |
gre} | <0-255>} {<source-ip-address>/
<wildcard> | <source-ip-address>
<wildcard> | host <source-ip-address> |
any } (<destination-ip-address> /
<wildcard> | <destination-ip-address>
<wildcard> | host
<destination-ip-address> | any } [dscp
{<0-63> | af11 | af12 | af13 | af21 | af22 |
af23 | af31 | af32 | af33 | af41 | af42 | af43

Co3zpath MpaBWIIO JIPYTUX MPOTOKOJIOB, JIMOO JJIsT BCEX
IP mpoTokosnoB ayist HymepoBaHHoro extended P
access-list. Ecmu ACL He ObU1 co31aH paHee, OH OyaeT

CO3JaH I1OCJIC MPUMEHCHHU A JJAaHHOW KOMaH/IbI.

Komana no ypanser coznanHoe npasuio (imbo ACL

INOJIHOCTBIO, ITPU YKA3aHUUN TOJIbKO HOMEpPaA access—list).
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Komannaa

Onucanue

[csllcs2lces31csdlcsS51csdlesT |
default | ef } | precedence }]

! B pesicume 2n06anvHotl KoHDUYypauuu

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit} igmp
{<source-ip-address> / <wildcard> |
<source-ip-address> <wildcard> | host
<source-ip-address> | any }
(<destination-ip-address> <wildcard> |
<destination-ip-address> <wildcard> |

host <destination-ip-address> | any }

! B pesicume 2n06anvHotl KoHDUzypauuu

Co3znate npaBwio 17151 (pparMeHTUPOBAHHOTO TpaduKa.
Ecimu ACL He ObT cO371aH paHee, OH OyJIeT CO3/1aH

MocCJIe MMpUMEHCHHU A JIAaHHOI KOMaH/Ibl.

Komanpia no ynansier cozpanHoe npasuio (inb6o ACL

MOJTHOCTBIO, ITPU YKa3aHUU TOJILKO HOMepa access-list).

3. Hactpouts HymepoBannsblii extended MAC access-list:

Komannga

Onucanue

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit} mac
{any | <source-mac-address> <wildcard>
| host <source-mac-address>} {any |
<destination-mac-address> <wildcard> |
host <destination-mac-address>}
[<ethertype>] [cos <0-7>] [vlan
<1-4094> [vlan-mask <0-4095>]]

! B pesicume 2nobanvroti kongbuzypayuu

Co3zparp npaswio HymepoBaHHoro extended MAC
access-list c Homepom u3 auanazona 100-199 wium
2000-2699. Ecau naHHbIi access-list He co3naH,

KoMaHza co3macT maHabiii ACL.

Komanpa no ynanset coznanHoe npasuio (inb6o ACL

MOJTHOCTBIO, ITPU YKa3aHUU TOJIbKO HOMepa access-list).

4. Ilpumenuts ACL Ha unTepdeiic:

Komannga

Onucanue

{ip | mac} access-group <acl-name> in

no {ip | mac} access-group <acl-name>

in

! B pexcume KoHpuzypayuu nopma

[Tpumenuts ACL <acl-name> Ha Bxoasiee

HarpasJjieHue Tpaduka Ha uHTepgeiice.

Vnamute ACL <acl-name> ¢ unrepdeiica.
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31.2 IIpumep nacrpoiiku ACL

Cuenapuii 1: TTopt gel10 otHocutcs k cermenty 10.0.0.0/24, npotokon FTP He pa3perieH mosb-
30BaTeJIIO0 ITOTO MOPTA.

Kondwuryparus OyaeT BHIISIETh CIeTyOIUM 00pa3oM:

Switch(config)#access-list 2001 deny tcp 10.0.0.0 0.0.0.255 any eq 21
Switch(config)#interface gel0

Switch(config-if)#ip access-group 2001 in

Cuenapuii 2: KommyraTop nomkeH orOpachBath ipv4 makeTol B uHTepdetice gel0 ¢ MAC-
agpecaMu ucTouyHuka u3 auanazona ot 00-12-11-23-00-00 go 00-12-11-23-ff-ff.

Kondpuryparms OyneT BHITIAAETH CIeLYOMUM 00pa3oM:

Switch(config)#access-list 2200 deny mac 00-12-11-23-00-00 00-00-00-00-ff-ff any ip4
Switch(config)#interface gel0

Switch(config-if)#mac access-group 2200 in

31.3 Pemnenne npooJiem ¢ HacTpoiikoint ACL

1. IIposepka npasun ACL BHITOIHAETCA CBEPXY BHU3 U 3aKAaHYMBAETCS IOCJIE NIEPBOrO COB-
NaJCHU;

2. KomuuectBo npasui ACL, KOTopoe MOKET ObITh YCHIEIITHO IPUMEHEHO, 3aBUCHUT OT OTPaHH-
yeHus cogepxumoro ACL u npezesa annapatHoro pecypca kKomMmyraropa. KommyTtarop BelBeAeT

npeaynpexjenue, ecim ACL He MoxkeT ObITh IPUMEHEH U3-3a OFpaHUYEHU s alllapaTHOT O pecypca.
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32. AM (Access Management)

dynkumonan AM (Access Management) - ynpaBjieHUE JOCTYIIOM, 3aKJI0YaeTcsl B OrpaHuye-
HUM TpaduKa Ha MOpTe ¢ He pa3pelleHHBbIX aJpecoB. Paspemiaoiye rnpaBuia MOXHO 33/1aBaTh Kak C

yKa3aHUEeM TOJIBKO ip-ajjpeca WM JAuana3oHa ip-aJpecoB, Tak U CBSI3KM mac-ajipeca ¢ ip-aJipecom.

32.1 Hactpoiika AM

1. Bxinoyenue pyHkimu AM:

Komannaa

Onucaunmne

am enable

no am enable

! B pesicume 2n06anvHoti Konguzypauuu

['Mmo6anbHOe BKIOUYEHNE (DYHKIIMH.

I'moGanbHOE BBIKIIOYEHHE (DYHKIIMK.

am port

no am port

! B pesicume xongbueypayuu nopma

Bxutouenue pyHKIMIO Ha TIOPTE.

BrikmoueHne (byHKLMIO Ha IOpTe.

2. Hactpoiika Tabiuibl pa3perieHHoro JocTyrma:

Komannga

Onucanmne

am ip-pool <ip-address> <count>

no am ip-pool <ip-address> <count>

! B pexcume xonguzypavuu nopma

Co3pats pasperiawoiiee npaBuio AJis ip-aapeca uiu
AMana3oHa ip-aJipecoB Ha MOpTe.
<ip-address> - HauabHBIA ip-azpec;

<count> - KOJIMYECTBO Pa3peIleHHBIX ip-aJpecoB.

Vaanuth paspemaoiee mpaBuio ¢ mopTa.

am mac-ip-pool <mac-address>

<ip-address>

no am mac-ip-pool <mac-address>

<ip-address>

! B pesicume xongbuzypayuu nopma

IIO6aBI/ITI> paspearimee rnpaBsrujio IJ1d CBA3KH

mac-ajipeca c ip-aJpecoM Ha HopT.

VYnamute npasuiio ¢ nopra.

AM (Access Management)

163



HATTEX PykoBoacTBO agMuHHCTpaTopa 1o padote ¢ ITO miist KoMMyTaTopoB cepuy s5xxx, soxxx  RU.13725199.01.01.00001-12 34 01

KommyTatop

KovueHtparop
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Puc. 27: Koudurypamms AM

Kaxk nokazano Ha pucyske 27, 30 1K noaksmouyeHsl yepe3 KOHIIEHTPATOp K KOMMYTATOpy 4epe3

unrepdeiic gel. IP-agpeca stux IIK Haxonarca B quanazone ot 10.0.0.1 no 10.0.0.30. CornacHo no-

JIUTUKE 6630HaCHOCTI/I, AIMUHHUCTPATOP HACTPAUBACT JICTAJIbHBIMUA TOJIBKO 3TH 30 aJIpeCoB. KOMMYTaTOp

6yzxeT NEPECHIIATh TOJIBKO MAKETBI OT 9TUX IP—aIlpCCOB, a IMTaKCThI OT APYTHUX aApECOB OT6paCHBaTb.

Konduryparnms OyneT BHITISAAETH CAeLYOMUM 00pa3oM:

Switch#configure terminal
Switch(config)#am enable
Switch(config)#interface gel
Switch(config-if)#am port
Switch(config-if)#am ip-pool 10.0.0.1 30
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33. MAB (MAC Authentication Bypass)

Bo MHOTHX CEeTsX MPUCYTCTBYIOT YCTPOMCTBA (TaKKe, KaK CETeBbIe IPUHTEPDL, MOOMIIbHBIE YCTPOK-
CTBa U T.J1), HE UMEIOII1Ee BO3MOXHOCTH UCIIOJIb30BaTh MpoBepKY noaymHHocT 802.1x. K Takum ycTpoii-
cTBaM MoxeT ObiTh ipuMeHeHa ayteHTugukams MAB (MAC Authentication Bypass), koTopas nos-
BOJISIET aBTOPHU30BaTh mosib3oBaresieir mo MAC-aapecy depe3 Radius cepBep m Ha3HavaTh UM HOMeEp
Vlan. ITomp30Baremo He Hyk HO ycraHaBiuBath [10 KiaMeHTa ayTeHTU(UKALNMM WM BBOIUTH JIOTMH U
napoJsb B nporecce. s ayTeHTU(UKAMKM KOMMYTAaTOpy J0CTaToyHO noinyuuTh ARP-naker ot MAB-
NOJIb30BaTeNsl U MOcJie OOHAPYKEHUsI COOTBETCTBHS ayTeHTU(UKAUMOHHON MH(pOpMAIK Ha cepBepe,
noJib3oBaresio OyzeT paspeiieH aoctyn. Mcmoms3syitte MAC-aipec monb30BaTesiss B KaUeCTBE JIOTHHA
Y mapojisi B popmaTre XX-XX-XX-XX-XX-XX, B HH>KHEM peructpe npu Hactpoiike RADIUS-cepsepa. s

nepeaaun Homepa Vlan B otBete oT Radius cepBepa HE0OOXOJMMO YCTaHOBUTD CJIEAYIOIINE aTPUOYTHI:

Tunnel-Type = 13,
Tunnel-Medium-Type = 6,

Tunnel-Private-Group-ID = "vlan-id"

33.1 Hacrpoiika MAB

1. 'noGaneHble HacTOiKu MAB:

Komanna Onucanne

mac-authentication-bypass enable BxmounTs pyHkimo MAB rio6aibHo.

no mac-authentication-bypass enable Otkmounth pyHKIMIO MAB 1100215HO ¥ yAQJIUTh CO
Bcex uHTepdeicoB HacTpoitku MAB.

! B pesicume 2n06anrvHotl KoHDUYypauuu

aaa authentication mab group {radius | 3azate Meron ayreHTuukanuu MAB.

[none] | none}

no aaa authentication mab group Otmenuts Metop ayteHTugukanmu MAB.

! B pesicume 2n06anvHotl KOHDUzYypauuu

mac-authentication-bypass lease-time | 3asate BpeMs Hayasla MIOBTOPHOM ayTeHTU(UKALINY,

<1-3600> MOCJIe YIa4HOM ayTeHTU(HUKAIUK.
no mac-authentication-bypass BepnyTb 3HaueHue no ymonyanuio - 180 cexkyH/.
lease-time

! B pedcume 2n06anvHoli KoHpuzypayuu
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Komannaa

Onucanue

mac-authentication-bypass timeout
reauth-period <1-3600>

no mac-authentication-bypass timeout

reauth-period

! B pesicume 2n06an1vH0t KOHDUYpauuu

3ajarh Bpems, B Te€4eHHE KOTOPOro KOMMYTATOp He
OyIeT pearnpoBaTh Ha 3arpoc ayTeHTU(UKALUHA OT

mac-ajipeca, IocJjie ero Hey/lauHoi ay TeHTU(DHKALN.

BepHyTb 3HaUeHHE 1O yMOMYaHuIo - 30 CeKyH[I.

2. Hactpoiika MAB nHa noprax:

Komanna

Onucanne

mac-authentication-bypass enable

no mac-authentication-bypass enable

! B pexcume xonguzypavuu nopma

Bxmounts pynkimo MAB Ha nopre.

Otximounts pyskumio MAB Ha nopTe 1 ynaaurth Bce

HacTporiku MAB ¢ nopra.

mac-authentication-bypass guest-vlan
<1-4094>

no mac-authentication-bypass

guest-vlan

! B pesicume xongbuzypayuu nopma

3agaTh rocTeBO vlan.

VYnamute rocteBoit vlan.

mac-authentication-bypass
binding-limit <1-100>

no mac-authentication-bypass

binding-limit

! B pesicume kongbueypayuu nopma

3agarb MaKCUMaJIbHOE KomuecTBo 3amuceir MAB Ha

nopre.

BepHyTb 3HaU€HMHE IO YMOIYAHHUIO - 3 3aIlUCH.

3. IIpocmoTtp coctosinust MAB Ha untepdericax

Komanna

Onucaunmne

show mac-authentication-bypass brief

! B Admin pesicume

OTto6paszuth coctosiHue MAB Ha nHTepdeiicax u

KOJIMYECTBO ABTOPU30BABHINXCA MAC-aJpE€COB Ha HUX.
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4. IIpocmotp 3anmceit B MAB-Tabmmie:

Komanga Onucanue
show mac-authentication-bypass Oto6pazuth MAB-TabMITy 1IETMKOM, JIMOO TOIBKO
[interface <ifname>] [state {guest | 3aMKCH [0 YKa3aHHBIM [TapaMeTpaM.
authenticated | authenticating | reject} ] JlonycTUMO yKa3aHue HECKOJIBKUX M1apaMeTPOB,
[vlan <1-4094>] HanpuMmep interface u state.
! B Admin pesicume

5. Ounctka 3anuceit u3 MAB-Ta0IULBL:

Komannaa Onucanune
clear mac-authentication-bypass Ouuctuts 3anucu B MAB-Tabmure.
binding { all } | { interface <ifname> | JlorycTMO yKa3aHue HeCKOJIbKUX MapamMeTpoB,
mac <mac-address> | vlan <1-4094> | Hanpumep interface u state.

state { authenticated | authenticating |

guest | reject }}

! B Admin pesicume

33.2 Ilpumep xoncurypamuu MAB

Kak nokazano Ha pucynke 28, [1K nonb3oBaresns noakioydeH k nopty GE1 kommyTtaropa. B coot-
BETCTBUHM C MOJUTUKOIN 06€30MacHOCTH, HOCTYI B O(pUCHYIO ceTh uepe3 Vlan 9 npenoctapiseTcs TOIBKO
nociyie ayreHTudgukanun Ha RADIUS-cepsepe, HO aJis rOCTEBHIX YCTPONCTB MPEAYCMOTPEH TOCTEBOM

Vlan 8. CeTp ynpaienusi kKommyTtatopoM, kak 1 RADIUS-cepsep, Haxoqutcs B Vlan 10.

GE1 _'
ap—

Switch
I = |
— -l
- —
MK RADIUS Server
10.0.0.10
Puc. 28: MAB
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Kondurypanus kommyTaropa OyJeT BbITIAAETD CJieTy0NM 00pa3oM:

Switch(config)#vlan 8-10

Switch(config)#interface vlan 10

Switch(config-if)#ip address 10.0.0.9/24
Switch(config-if)#exit

Switch(config)#radius-server host 10.0.0.10 key O private
Switch(config)#mac-authentication-bypass enable
Switch(config)#aaa authentication mab group radius
Switch(config)#interface gel

Switch(config-if)#switchport mode hybrid
Switch(config-if)#switchport hybrid native vlan 8
Switch(config-if)#switchport hybrid allowed vlan 8,9 untag

Switch(config-if)#mac-authentication-bypass enable

Switch(config-if)#mac-authentication-bypass guest-vlan 8

[Mpumep nobaBieHns mac-aapeca mojb3oBaTess Ha Radius-cepsepe miist aBTopusanuu B vlan 9.

B cpaiin users (/etc/ freeradius/3.0/users) 106aBUTh CIEAYIOIIYIO 3aIUCH:

54-af-97-2d-d6-c6 Cleartext-Password := "54-af-97-2d-d6-c6"
Tunnel-Type = 13,
Tunnel-Medium-Type = 6,

Tunnel-Private-Group-ID = "9"
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34. Port-security

Port-security - MexaHu3m obecriedeHn st 6e30MaCHOCTH M KOHTPOJISL JOCTYIa, OCHOBAHHBIN Ha KOH-
Tpose uzdydaeMbix MAC-aapecoB. Port-security KOHTPOJIMPYET AOCTYI HEABTOPU30BAHHBIX YCTPOUCTB K
cetu ipoBepsiss MAC-aipec UICTOUYHHMKA IPUHATOTO Kajipa. [{s HacTpoiiku (hyHKIMU port-security HeoO-
XOAMMO 3aJaTh MAaKCHUMaJIbLHOE KOJIMYECTBO M3yyaemMbix MAC-aapecoB Ha OPTE U MIPaBWIIO NOBEACHUS
IIPU MIPEBBIIICHUN 3aJIaHHOTO orpaHnyeHus. Ilpu momydeHum kajgpa ¢ HemzyuyeHHbIM MAC-agpecowm,
KOMMYTATOp 3aIyCKaeT 3a/JaHHOE MOJIb30BaTEJIEM MPABUIIO 3ALIUTHI IOPTA U ABTOMATUYECKU BBIIOJHSET

3aJJaHHOE JIeICTBHE.

34.1 Hacrpoiika Port-security

1. Bxinoyenue pyHKIMM port-security:

Komanna Onucanne
switchport port-security BxutounTs port-security Ha nopre.
no switchport port-security BuikmounTs port-security Ha opre.
! B pesicume kongbueypayuu nopma

2. YCTaHOBUTbh MaKCUMAJIbHOE KOJIMUYECTBO U3ydaembix MAC-aapecos:

Komannga Onucanne
switchport port-security maximum YcTaHOBUTH MAKCUMAJTbHOE KOJIMYECTBO U3YUaeMbIX
<count> MAC-aapecoB Ha nopte.

<count> - 3Hadenue ot 0 go 4096.

no switchport port-security maximum | BepnyTs 3Hauenue no ymomuanuio (1 MAC-agpec).

! B pexcume xonguzypavuu nopma

3. 3apaTh NpaBUIIO 3ALUTHI:

Komanga Onucanue
switchport port-security violation BriOpaTh neiicTBre Tpy MPEBHIIIEHUA MAaKCUMaIbHO
{protect | restrict | errdisable } JOIyCTUMOTro KosnmyecTBa uzydennss MAC-aipecoB Ha
nopre.

Protect - ne n3yuats HoBbie MAC-azipeca 1 0OTOpOCHUTh

MTaKETHI,
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Komannaa Onucanue

Restrict - He uzyuats HoBBle MAC-apeca, oTOPOCUTh
HaKeThl, 3anucaTh coobiTue B syslog u otnpaButs SNMP
Trap;

Errdisable - nepesectu nopt B coctosiHue errdisable,

3anucaTh coobiTue B syslog u orrpaBute SNMP Trap.

! B pesicume xongbueypayuu nopma

4. Orobpaxenue uapopmaimu o kouguryparun Port-security:

Komannga Onucanne

show port-security BeiBon nHgopmanuu o koHpuryparmu Port-security Ha

MopTax B BUAC Ta6JII/ILIbI.

! B Admin pesicume

5. OuncTKa CYETUYMKOB CpabaTHIBAHUS:

Komannga Onucanne

clear port-security counters OuncTKa CYETUMKOB KOJIMYECTBA CpadaThIBAHUN

orpannuenuss MAC-agpecos.

! B Admin pesicume

34.2 IIpumep xondgurypamum Port-security

Juta npegorepamenusa nogmensl MAC-aapeca 0qHOTO MoJb30BaTe)s APYTMMH, Ha IOPTax KOM-
MyTaTopa JOCTyIa UCIOoJb3yeTcs port-security. @yHKIMOHAT OyAeT pa3peliaTh JOCTYIT TOIbKO aBTOPH-
30BaHHbIM ycTpoicTBam U oTipasiaaT SNMP Trap agMuHUCTpaTOpy MpH NOIBITKE U3yUYEHUS HEU3BECT-
Horo MAC-aapeca. [{s1 aToro Heooxoaumo Hactpouts SNMP-cepBep, Ha KIMEHTCKOM TIOPTE BKJIIOUUTD
port-security ¥ 3a1aTh IIPABUJIO 3AILUTHI restrict.

Kondurypauus kommyTaropa OyaeT BbINIAAETh CJeAy0IIUM 00pa3oM:

Switch(config)#snmp-server enable snmp

Switch(config)#snmp-server enable traps snmp authentication
Switch(config)#snmp-server community private group network-operator
Switch(config)#snmp-server host 10.0.1.1 traps version 2c private udp-port 162
Switch(config)#interface gel0

Switch(config-if)#switchport port-security

Switch(config-if)#switchport port-security violation restrict
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35. NTP u SNTP

NTP (Network Time Protocol) - npoTokos ceTeBoro BpeMeHH, UCIOJIb3YEMBIH C LIEJIbI0 CUHXPO-
HU3allMU BpEMEHU CPeIu pacpe/ieIeHHbIX CepPBEPOB U KJIMEHTOB. biarogapsi MCMoIb3yeMbIM alropuTMam
cniocobeH 1ocTudb TOYHOCTH 10 10Mc. CoObITUS, COCTOSTHUSA, (DYHKIIMY TIepeJadu U JeiCTBUS Ope/iese-
Hbl B RFC-1305. Bpems Ha koMMyTaTOpe MOXeT ObITh CHHXPOHU3UPOBAHO C BHEIIIHUM CEPBEPOM, TaKkKe
KOMMYTaTOp MOXET BBIIOJIHATH POJIb 3TajIOHA BpeMeHu B kauecTBe NTP cepsepa.

SNTP (Simple Network Time Protocol) - npocToit npoToko: cereBoro Bpemenu. Mcmnomb3yercs
B CUCTEMax M YCTPOUCTBAX, He TpeOyoIIuX BbICOKON TOUHOCTH. SN'TP npoToKoI sIBJsIeTCS yNpOoIIeHneM
NTP nporokona, nosromy SNTP kimeHT Moxer odpamatbes k mooomy NTP cepBepy, kak k cepepy
SNTP.

35.1 Kondwurypamus NTP

1. Bmouuts NTP kimenr:

Komannga Onncanne

ntp enable

no ntp enable

! B pedcume 2n06anvHoli KoHpuzypayuu

Bxmounts pynkimio NTP.

Brikmounts pynkimio NTP.

2. Hactpoutb NTP kineHrt:

Komannga

Onucanune

ntp server {<ip-address>} [iburst] [key
<key-id>] [maxpoll <4-16> ] [minpoll
<4-16>] [prefer]

no ntp server {<ip-address> } [key
<key-id>] [maxpoll | minpoll] [prefer]

! B pesicume 2n06anvHoti KoHDUzypauuu

3anats [P aapec u kimou cepsepa.

iburst - akTUBMpYET ynpoOILEHHbIH peKUM
CUHXPOHM3ALINY;

key - HoMmep KJ04a ayTeHTU(PUKALIH;

maxpoll - MmakcumanbHOE BpeMsl CUHXPOHU3ALUY;
minpoll - MUHUMaJIBHOE BpeMsI CHHXPOHU3AIINY;

prefer - BbIOpaTh cepBep MPeanOYTUTETbHBIM.

Vnamute NTP cepsep.
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Komannaa

Onucanue

ntp peer {<ip-address>} [key <key-id>]

[maxpoll <4-16> ] [minpoll <4-16>]
[prefer]

no ntp peer {<ip-address>} [key
<key-id>] [maxpoll <4-16> | minpoll
<4-16>] [prefer]

! B pedicume 2106a1bH01 KOHDUYypayuu

3anats IP aapec u kmou ceppepa NTP-naptuépa.
key - HoMep KkJ04a ayTeHTU(PUKALUH;

maxpoll - MakcuMasbHOE BpeMsl CUHXPOHU3ALUH;
minpoll - MUHUMaJIbPHOE BPEMsI CHHXPOHU3ALIUN;

prefer - BEIOpaTh cepBep MPearoYTUTETbHBIM.

VYnamutes NTP-nnaptaépa.

ntp authenticate

no ntp authenticate

! B peaicume 2no06anvrolti konguzypayuu

Bxmounts pyskimio aytentrudgukanu NTP.

OtkimounTtsb pyHKUmMIo ayreHTudukanmy NTP.

ntp authentication-key <key-id> md5

<value>

no ntp authentication-key <key-id>

! B pesicume 2106a1bH0T KOHDuUYpayuu

3anare kmoy 115 ayTeHTrudgukanu NTP.

Vnanute CKOH(UTYypUPOBAHHBIN KJTIOY.

ntp trusted-key <key-id>

no ntp trusted-key <key-id>

! B pedscume 2106a1vHoli KOHPuUzypayuu

SaHaTb I/IILCHTI/ICpI/IKaTOP 0€30I1aCHOr0 KJII0Ya.

VYnanute CKOH(PUTypupOBaHHBIN UIEHTU(DUKATOP.

ntp sync-retry

! B Admin pesicume

SaHYCTI/ITb CUHXPOHU3AaHI0 BpEMEHU NMTPUHYIUTEIbHO.

3. OTo6pa3uth nHGOpMaIIKIO 0 KoH(pHUrypanuu 1 cuHxporu3ariu NTP-cepBepos.

Komannga

Onucanmne

show ntp statistics

show ntp logging-status

BeiBoa ungopmainu o craryce NTP B hopmarte ntpq.

OTOOpa3UTh CTATYC NOAKIIOUCHUSI.
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Komannaa

Onucanue

show ntp peers

show ntp peer-status

show ntp authentication-keys

show ntp authentication-status

show ntp trusted-keys

! B Admin pescume

BeiBectu cniucoxk NTP-cepBepos.

Oto6paszuTth cratyc Bcex NTP-cepsepos.

Oto6pa3uth K04 a1 ayreHTudukanua NTP.

OT00pa3uTh CTaTyC ayTeHTU(PHUKAIIUN.

OT00pa3uth NAEHTU(PUKATOP OE30IMACHOTO KITI0Ya.

4. CMmeleHye 4acoBoro mnosca:

Komannga

Onucanue

clock timezone <name> {add |
substract} <0-23>

no clock timezone

3anaTh cMeleHre 4acoBoro nosica oTHocutesbHo UTC.
substract - oTpunaTeIbHOE CMEIlIEHHE,

add - mooxuTeLHOE CMEIECHUE.

Vnanuth HAaCTPOCHHOE CMEIICHUC.

! B pesicume 2n06anvHoti KoHuzypauuu

35.1.1 Ilpumep xkoucpurypamuu NTP

B ceTu pacniosioxeHsl 2 cepBepa BpeMEeHHU: OJUH HaXOIUTCS B AKTUBHOM peXKMMe U UCTIONIb3YeTCH,
Ipyroit Haxoautcs B pexkume oxkuganus. Ha kommyrtaTtope “Switch A” TpeGyeTcsi CHHXpOHU3UPOBATD
JIOKAJIbHOE BpeMs.

Kondgwurypanusi kommyTaropa OyieT BT CJeAYOIIAM 00pa3oM:

Switch(config)#ntp enable
Switch(config)#interface vlanl
Switch(config-if)#ip address 192.168.1.12/24
Switch(config)#interface vlan2
Switch(config-if)#ip address 192.168.2.12/24
Switch(config)#ntp server 192.168.1.11
Switch(config)#ntp server 192.168.2.11

NTP u SNTP 173



HAT'TEX

PykoBozcTBO agMunucTparopa no padore ¢ IO st KOMMYTAaTOPOB CEPHHU SSXXX, SOXXX

RU.13725199.01.01.00001-12 34 01

35.2 Kondwurypamuss SNTP

1. Bximounts SNTP knueHT:

Komannga

Onucanmne

sntp enable

no sntp enable

! B peaicume 2nobanvholti kongbuzypayuu

Brxmounts pyHkumio SNTP.

Beixmounts pyHkmmo SNTP.

2. Hactpoutb SNTP kuenr:

Komannga

Onucanmne

sntp server {<ip-address>} [maxpoll
<4-16>] [minpoll <4-16>]

no sntp server {<ip-address>} [maxpoll

| minpoll]

! B pesicume 2n06anvHoli KoHDuUzypauuu

3anats [P agpec SNTP-cepgepa.

maxpoll - MmakcumanbHOEe BpeMsl CUHXPOHU3ALMH, 110
yMOJTYaHuIo 6;

minpoll - MUHUMaJTbHOE BpeMsI CHHXPOHU3AIINH, 110

YMOJTYaHUIO 4.

Vnamute SNTP-cepsep.

sntp sync-retry

! B Admin pedcume

3aHyCTI/ITb CUHXPOHU3alHI0 BpEMCHU IMTPUHYIHUTEILHO.

3. OTo6pa3uth nHGOpMaLMIO 0 KoHpUryparuu u cuaxponu3armu SNTP-cepBepoB.:

Komannga

Onucaunmne

show sntp statistics

show sntp logging-status

show sntp peers

show sntp peer-status

! B Admin pesicume

BoiBoa ungopmaiinu o craryce SNTP B (popmare ntp.

OT0Opa3uTh CTATyC NOAKIIOYEHUS.

BeiBectu criucok SNTP-cepepos.

Oto0Opas3uth cratyc Bcex NTP-cepepos.
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4. CmMmelieHue 4acoBoOro 1osca:

Komanna Onucanne
clock timezone <name> {add | 3agare cMmelnienue 4acoBoro mnosaca oraocureasno UTC.
substract} <0-23> substract - oTpuaTeIbHOE CMEILIEHHE,

add - nooxuTeIbHOE CMELIEHHE.

no clock timezone VYianuth HaCTPOEHHOE CMENIEHUE.

! B pedcume 2n06anvHoli KoHpuzypayuu

35.3 IIpumep koncpurypamuu SNTP

Ha xommyTaTope TpedyeTcst CHHXpOHHU3UPOBATh JIOKaJIbHOE BpeMsi ¢ ntp cepepom 192.168.1.11.

Konpurypanms kommyTtaTtopa OyAeT BHIJIAIETh CJEAYOIIUM 00pa3oM:

Switch(config)#sntp enable

Switch(config)#interface vlan 1

Switch(config-if)#ip address 192.168.1.12 255.255.255.0
Switch(config)#sntp server 192.168.1.11
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36. Orpanunuenue Tpacduka B CPU

HJ’IH MMpeJOTBpallCHHUA BBICOKOM YTHJIU3alur CPU KOMMYTaTOpa B CJIIEACTBUU HEKOPPEKTHO-

ro (byHKLMOHMPOBAHUS MOJKIIOYEHHOTO ceTeBoro obopynoBanus wim atak tuna DDOS, kommyTarop

MOJ/IEP/KMBAET OrpaHUUYEHNE ceTeBOro Tpaduka, Hanpasisemoro B CPU, o pa3inyHeIM ceTeBBIM IPO-

TOKOJIaM.

36.1 Oroopakenue nugopmanmuu o Tpacpuxke B CPU

Komannga

Onucanmne

show cpu-rx-ratelimit protocol

<protocol-type>

! B Admin pedcume

OTo0pa3uTh HHOPMALIUIO O CUETYUKAX U JIUMUTE IJIsI
naketoB npuHuMaeMsix B CPU.

<protocol-type> - TuIl NpoToOKoJa:

all - orobpaxeHue Bcex MPOTOKOJIOB;

arp - npotokos ARP;

bpdu - STP BPDU;

dhcp - nporokon DHCP;

igmp - npotokon IGMP;

13-mtu-ttl - nmakets ¢ TTL=1 nnm pazmepom Gosbiue L3
MTU;

13-unrslvd - nakets ¢ unresolved next-hop;

lacp - npotokon LACP;

Ibd - loopback detection;

1ldp - nporokon LLDP;

local-ip - Tpauk Ha nokaybHbIe [P KOMMyTaTOpAa;
mac-auth - mac-authentication-bypass;

other - Bce ocTabHble MAKETHI;

pppoe - nporokon PPPoE;

packet-capture - ¢pyHkimonan packet-capture;
traffmon - MmonutopuHr Tpaduka;

total - cymMmMapHOe KOJIMYECTBO MAKETOB OTIPABJIEHHBIX
B CPU.

clear cpu-rx protocol all

! B Admin pesicume

OuMCTUTH CTAaTUCTUKY BCEX MakeToB NMpUHATHIX B CPU.

Orpannyenue Tpaduka B CPU 176



HATTEX  PykoBoacTBo agMuHHCTpaTopa 1o padote ¢ ITO 1yt KOMMYTaTOpPOB CEpUH S5XXX, SOXXX

RU.13725199.01.01.00001-12 34 01

36.2 Hacrtpoiika orpannueruii Tpacdgpuka B CPU

Komanna

Onucanne

cpu-rx-ratelimit protocol

<protocol-type> <packets>

no cpu-rx-ratelimit protocol

<protocol-type>

! B peaicume 2106a1bH01 KOHDUypayuu

3a1aTh JUMHAT TPOIYCKHOU CIIOCOOHOCTH.
<protocol-type> - TUIl IPOTOKOJIA;

<packets> - makeToB B CEKyHY.

BepHyTb 3HaUEHME IO YMOIYAHHUIO.

Orpanunuenue tpapuka B CPU
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37. PoE (Power over Ethernet)

PoE (Power over Ethernet) - TexHosorus, no3poJsionias nepeaBarh yaaaéHHOMY YCTPONUCTBY

QJICKTPUUICCKYIO SHEPIUI0 BMECTE C JAHHBIMHA Y€PE3 CTAHAAPTHYIO BUTYIO IIApy B CETU Ethernet.

37.1 Hactpoiika PoE

1. I'no6anpHbie HacTpoiiku PoE:

Komannga

Onucanmne

power inline enable

no power inline enable

! B pesicume 2n06anvHoti Konguzypauuu

BxJimounts PoE rnoGabHo.

Ha xommyTaTopax ¢ POE BKJIIOUEHO 110 YMOIYAHMIO.

Otxiounts PoE rmodanesHO.

power inline high-inrush enable

no power inline high-inrush enable

! B pesicume 2n06anvHoti KoHDUzypauuu

BKTI0YMTH MOBBIIIEHHBIN ITYCKOBOH TOK.

BBIKII0UNTE MTOBBILEHHBIN ITYCKOBOM TOK.

YcTanoBieHo 1o YMOJTYaHUIO.

power inline max <W>

no power inline max

! B pesicume 2n06an1vH0tl KOHDUYpayuu

YCTaHOBUTDH OrpaHUYEHUE CyMMAapHO IOTpedIsseMoi

sHeprun <W>.

BepHyTb 3HaUY€HUE IO YMOJIYAHHUIO.

2. Hacrpoiiku PoE Ha noprax:

Komanna

Onucanne

power inline enable

no power inline enable

! B pexcume xongpuzypavuu nopma

Bxmountn noaavyy nruTaHus Ha IopTe .

Ha xommyTaTopax ¢ POE BKIIIOYEHO TTO YMOIYAHUIO.

OTKJIIOYUTH Ha IopTe nogavy nUTaHuA.

PoE (Power over Ethernet)
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Komannaa Onucanue

power inline max <mW> BkJmounTh OrpaHrueHre noTpedsieMoil SHepruM Ha
OTJICJILHOM TOpTeE.
<mW> - 3Hauenue B guamaszode 1-33000.

no power inline max BepHyTh 3HaueHue no ymomyanuio - 33000mW.

! B pesicume xongbueypayuu nopma

power inline priority { critical | high | YCTaHOBUTH IPUOPUTET NMUTAHUSA IS TIOPTA.

low } B nepByio ouepep nuTaHKe NOJAETCS HA IOPTHI C
ypoBHeM Critical, 3arem Ha High, 1, B mocieaHon
ouepenp, Ha Low (o ymomuanuio Bce noptsl Low). [1pu
HexBaTke nuTaHus, POE Ha nmoprax ¢ HauMeHbIIUM
NPUOPUTETOM OTKJIIOYaeTcs. Eciim nmpuopureTsl paBHHl,

TO OTKJIIOYAETCs Ha IOPTE CO CTAPIIMM HOMEPOM.

! B pesicume xongbuzypayuu nopma

3. OrobpakeHue cocTosTHUS U HACTpoeK PoE:

Komanna Onucanne

show power inline [interface | interface | Oro6Gpa3uth HacTpoiiku PoE, cocTosiHMe Bcex
<ifname>] uHTepdeiicoB interface wim ToabKO BHIOPaHHOTO

unrepeiica interface <ifname>.

! B Admin pesicume

4. Hactpoiika u otoOpaxkenue coctossHus uHaukamu PoE mis kommytaropa SNR-S5210G-
24TX-POE:

Komanna Onucanne

poe-led-mode on Bxmounts nagukanmio PoE.

B KoH(urypanmio He coxpaHsieTcs.

poe-led-mode off Boikmounts nnaukanuio PoE.

! B Admin pedcume

show poe-led-mode OTo0pa3uTh cocTosiHre MHIUKAIU PoE.

! B Admin pesicume
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38. 3epkaaupoBanue Tpacguka RSPAN

dynkuus 3epkamuposanus Tpadpruka RSPAN (Remote Switch Port Analyzer) no3sonsier nyo-

JIMPOBATh OTIPABJISEMBII WM NPUHUMAEMbIA TOPTOM KOMMYTATOpa TpauK B KOHTPOJIUPYIOLIHIA MOPT.

K KoHTpOImMpyomemMy nopTy MOXeT ObITh OAKJIIOUEH aHATM3ATOP TpaduKa Il IMarHOCTUKY po0ieM

B cetl. PyHkimonas RSPAN VLAN no3BossieT 3epkaimpoBath TpaduK C pa3IMIHbIX IOPTOB B OMpe-

nenenaniii VLAN.

1. Hactpoiika nopra [J1s1 OTIPaBKU 3€pKAIMPYEMOro Tpaguka:

Komannga

Onucanue

monitor session <1-4> destination

interface <if-name>

no monitor session <1-4> destination

interface <if-name>

! B pesicume 2no06anvHoti konguzypauuu

3anath unTepdeiic HazHaueHus <if-name> 11 ceccumn

1-4. JonycTUMBI TOJIBKO (PU3UUECKUE TIOPTHI.

Vnanuth uatepdeiic Ha3HaueHus <if-name> mJis ceccun
1-4.

2. HacTpoiika nopToB C KOTOpPHIX Tpa

(uk OyzeT 3epKanupoBaThCSI:

Komannga

Onucanmne

monitor session <1-4> source interface
<if-list> {rx | tx | both}

no monitor session <1-4> source
interface <if-list>

! B pesicume 2n06anvholi Kongbuzypauuu

3anate untepdeiic(pl) <if-list> B kauecTBe UCTOYHUKA
Tpaduka 3epkaia ajs ceccuu 1-4 ¢ ykazanuem
HanpaByieHus Tpaduka:

IX - BXOAAIMIA TpauK;

tx - ucxonsAmui Tpaduk;

both - 06a HanpaBieHus.

JlorycTUMBI TOJIBKO (PU3NYECKHE TTOPTHI.

VYnanuth ucToyHUK Tpaduka 1 ceccuu 1-4.

3. HacTtpoiika 3epkanpoBanus Tpaduka B Vlan:

Komannga

Onucanue

remote-span vlan <1-4094>

no remote-span vlan <1-4094>

! B pedcume 2n06anvHoli KoHpuzypayuu

Haznaunts VLAN B kauectBe remote-span VLAN.

OtMmenuTs yctaHOBKY VLAN B kauecTse remote-span
VLAN.

3epkanupoBanue Tpaguka RSPAN
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Komannaa Onucanue
monitor session <1-4> remote vlan 3anath remote-span VLAN, B kotopoMm Tpaduk 6yaeT
<1-4094> 3epKaJIMpOBaThCs C source NopToB Ha destination mopr.

no monitor session <1-4>remote vlan | OtMeHuTs ycTaHoBKY remote-span VLAN s

<1-4094> 3epKaJIMpyeMoro Tpaduka.

! B pesicume 2n06anvHoti konguzypauuu

4. OrobpaxeHre HACTPOEK monitor session:

Komannga Onucanne

show monitor OT00pa3uTh HACTPONKH 3epKATMPOBaHUs TpaduKa.

! B Admin pesicume

38.1 IIpumep xkondurypanum 3epkaJa

[Mpumepl: B nopt gel HeoOXxoqumo 1yOMpoBaTh UCXOAAMINI TpaduK ¢ IOpTa ge9 1 BXO AN
Ha ropt ge7.

Kondurypanus kommyTaropa OyaeT BbINIAIETh CleAy0IIUM 00pa3oM:

Switch(config)#monitor session 1 destination interface gel
Switch(config)#monitor session 1 source interface ge9 tx

Switch(config)#monitor session 1 source interface ge7 rx

[Mpumep2: B nopt gel HeoOxoaumo aybmmposath B Vlan 2 ucxopsmuii Tpaduk ¢ mopra ge9 u
BXOJSIIMIA Ha MOPT ge7/.

Kondurypauus kommyTaropa OyaeT BbINIAAETh CJIeAy0IIUM 00pa3oM:

Switch(config)#vlan 2

Switch(config)#remote-span vlan 2

Switch(config)#monitor session 1 destination interface gel
Switch(config)#monitor session 1 source interface ge9 tx

Switch(config)#monitor session 1 source interface ge7 rx

Switch(config)#monitor session 1 remote vlan 2
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39. YnpaBJjieHHe CUCTeMOi, MOHUTOPHHT M OTJaJKa

39.1 Show

Komanapt show MoryT ObITh IPUMEHEHBI JIJIs1 BRIBOJA MH(OPMAILIUK O KOH(DUTYpAITUH, OTIepaInsX

Y IIpOTOKOJIaX. B JaHHOI r71aBe rpuBeieHbl KoMaHabl show 11s1 001mux pyHKImin kommyTtaTopa. Komanapl

OCTaJIbHBIX (I)YHKLII/Iﬁ NPUBEACHBI B COOTBETCTBYIOIUX ITIaBaX.

Crnenyomue KOMaH bl MOTYT ObITh MprMeHeHsl B Admin pexume, MO0 JI000M pexnume KOHPU-

rypanum.

Komannga

Onucaunmne

dir

Beisectr nnopmanuio o copepxxumom flash-namsru.

show system resources

BriBecTu nHopMaruio 06 UCroab3yeMoi namMmsaTH 1

pecypcax CPU.

show running-config [<parameters>]

OT0Opa3uTh TEKYIIYI0 KOH(HUTYpAIFI0 KOMMYTaTOpa.
B kavecTBe <parameters> MOXHO yKa3aTh OJIHY U3
JOOCTYIHBIX (PYHKIHIA KOMMYTATOpa JIsl OTOOpaXKeHUsI

e€ KOH(pUrypauuu.

show startup-config

OT00pa3uTh TEKYILYIO 3aTPy30UHYI0 KOH(UTYpaLHUIO.

show interface <IFNAME>

OTto0pa3uTh UH(MOPMALIUIO O cTaTyce uHTepdeiica
<IFNAME>.

show interface counter packet

OTOOpa3uTh CBOJHYIO CTATUCTUKY 1O KOJIMYECTBY

MPONIEHHBIX MTAKETOB Ha UHTepdeiicax.

show interface counter rate

OT00pa3uTh CBOJAHYIO CTATUCTUKY 110 CKOPOCTH

MIPOXO0XK/ICHHUS TAKETOB Ha MHTepericax.

show users

OTo0pa3uTh HHMOPMAIIHIO O TIOJIL30BATENAX,

INIOJKJIIOYECHHBIX B IIaHHbIﬁ MOMCECHT.

show version

OTto0pa3uth HHGOPMAIMIO O KOMMYTaTOpe.

show power Toabko st UPS u DC Bepcun.
OTt006pazuth HHGOPMAIIHIO 00 HCIOIB3YEeMOM
UCTOYHMKE MTUTAHKS, €r0 COCTOSIHUU, TOKE
3apsana/paspsana v HanpsokeHud Ha AKD.

show fan OT00pa3uTh CTaTyC BEHTUIATOPA (1151 MOjiesield ¢

BEHTWJIATOPOM).

show temperature

OT00pasuTh TEMIIEPATYPY.

show tech-support [page]

BriBecTu nosHy10 MH(POPMALIUIO O KOMMYTATOPE U €ro

HACTpPOMKaX.

show tcam usage

Beisectn cratuctuky TCAM.

VYpaBieHue cCUuCTEMOU, MOHUTOPUHT U OTJIaJKa
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39.2 DDM

DDM (Digital Diagnostic Monitor) peainzyeTt (pyHKIMIO JUarHOCTUKY 110 ctanaapty SFF-8472
MSA. DDM KOHTpOJMpYET MapaMeTpbl CUTHAJIA U OIM(PPOBBIBAET X HA NIEYATHOU TIaTe ONTUYECKOTO
moxyst. [Tocie yero nHGopMaryst MOXeT ObITh CYUATAHA KOMMYTATOPOB IS MOHUTOPHHTA.

OObIYHO omNTUYECKUE MOAYIU NoaaepxkuBaloT ¢yHkiuio DDM annapaTHoO, HO €€ HCIOIb30Ba-
HHE MOXET ObITh OTPAaHUUYEHO MPOrPaMMHBIM OOeCTIeYeHHEeM MOAYJIsl. YCTPOHCTBA CETEBOTO YIIPABJICHUS
MMEIOT BO3MOXHOCTb KOHTPOJIMPOBATh apaMeTphl (TeMIepaTypa, HanpsikeHHe, TOK, MOIITHOCTH tX U IX)
ONTUYECKUX MOAYJEH s MOMyuyeHUsl UX MOPOTrOBbIX 3HAUEHUI B pekHUMe PealbHOro BPEMEHH Ha OIl-
TUYECKOM MOAYJe. DTO MOMOraeT UM OOHAPYKUBATh HEUCTIPABHOCTU B ONTUYECKON JIMHUU, COKPAIATh

9KCIUTyaTallMOHHYIO HArpy3Ky U MOBBIIIATh HAJAEKHOCTh CETEBOW CUCTEMBI B I1EJIOM.

39.2.1 IIpocmotp uncgopmamnu DDM

Komanna Onucanne
show transceiver [<interface-list>] [IpocmoTp Tekyieit nHpopMaii 0 MOHUTOPUHTE
[detail] COCTOSIHMSI TPAHCUBEpA.

[Tpu ykazanuu napametpa <interface-list>
uH(opmanus 6ygeT oToOpakeHa TOJIbKO s
yKa3aHHOro unrepdeiica.

detail - oroOpa3uTh JleTanbHy0 HH(pOPMAIIHIO.

! B Admin pesicume

39.3 VunpasiieHue BEHTHJIATOPaMU

W3MeHUTh pexuM padoThl BEHTUIISTOPOB:

Komannga Onucanue

fanspeed auto BKJTIOUMTH aBTOMATHUYECKHIA PeXKUM pabOTHI

BEHTUIIATOPOB.

! B Admin pesicume

fanspeed full BxutiounTh peskuM padoThl BEHTHIIAITOPOB Ha

MAaKCUMAaJIbHOW MOIITHOCTH.

! B Admin peaicume
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39.4 System log

System log, nim cucTeMHbIid XypHas, TpeACTaBiIsieT coO0i 3amucu B TEKCTOBOM hopMaTe o
JEWCTBUAX U COOBITHSAX B paboTe KoMMyTaTopa. Bee 3amucy Ha TaHHOM KOMMYTaTOpe TOApa3AeIsSIOTCs
Ha YeThIpe yPOBHSI CPOYHOCTH, B 3aBUCUMOCTH OT KOTOPOT'O MOXKET OBITh HACTPOEH BBIBOJI B OTIPE/IeICHHbII
KaHaJl.

KoMMyTaTop MOXKET BBIBOAUTH 3AIMCH B CJIEYIOLIUE KAHAJIBL:

* KOHCOJIBHBIA TOPT KOMMYTATOpPA - B 3TOT NOPT MPOUCXOIUT BBIBOJ 3AIKCEN BCEX YPOBHEN;
* B repmunai telnet wim ssh;

* B sneprozasucumyio namsate RAM;

* B o6nacts xypHana Bo FLASH-namsry;

* Ha ynanenHslii XxocrT.

YpoBHM CPOUHOCTH KOMMYTATOpa COOTBETCTBYIOT cTanAapty syslog UNIX cucrem.

Nudopmanus xypHaia AeJIUTCS HA BOCEMb YPOBHEH M0 cTeneHu cpoyHocTU. OJUH ypOBEHb Ha
OIHO 3HAYEHME W YeM BBIIIe YPOBEHb 3alKCH KypHaJla, TeM MeHblle OyneT ero 3HaueHue. [Ipasuiio,
IIPUMEHSAEMOE NpY (PUIIBTPALIMM 3aIMCEN KYPHAJIA IO YPOBHIO CPOYHOCTH, 3aKJIIOYAETCS B CJIEYIOLIEM:
BBIBOZATCS TOJILKO 3aITUCH KypHaja C YPOBHEM, PAaBHBIM WJIM NPEBBIIAIIINMM 3aJaHHOe 3HayeHue. [lo-

aTomy, (pUIbTp ypoBHS debugging BKIIIOYAET BCE 3aIIUCH KypHaJa.

39.4.1 Koundurypanus system log

1. Hactpoiika norupoBanus:

Komannga Onucanne

logging logfile <0-7> 3anath ypoBeHb 3anvchiBaeMbiX B (paitn Ha flash

cooOmeHwid. 3HaueHue 1Mo YMOoTJaHuIo - 2 (critical).

no logging logfile BeikiounTsb orupoBanue cooOiienuit B ¢paiin Ha flash.

! B pesicume 2n06anvHoti Kongbuzypauuu

logging buffer <0-7> 3amaTh ypoBeHb 3aMKChIBaeMbIX cOOOIeHnii B RAM.

3HaueHue Mo yMOTJaHuio - 4 (warnings).

no logging buffer BeixsiounTh orupoBanue coodienuit B RAM.

! B pesicume 2n06anvHoti KoHDUzypauuu

logging timestamp {microseconds | 3ajaTh TOYHOCTH 3AIMCH BPEMEHH COOOIICHUSI.

milliseconds | seconds}
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Komannaa

Onucanue

no logging timestamp

! B pesicume 2n06anvHoli Konguzypauuu

BepHyTb 3HaueHue no ymonadanuio (seconds).

logging console <0-7>

no logging console

! B pesicume 2n06anvHoti KoHbuzypauuu

3ajaTh ypoBeHb COOOIIEHHIA, BHIBOAUMBIX B UHTEpdeiic

KOHCOJIM. 3HaUYeHue MO0 yMOTYaHUIo - 4 (warnings).

Brikounts JIOTUPpOBAaHUE COO6IJ_[CHI/II71, BBIBOIUMBIX B

uHTepdeiic koHconu.

logging monitor <0-7>

no logging monitor

! B pesicume 2n06an1vH0tl KOHDUzYypauuu

3ajaTh ypoBeHb COOOIIEHHIA, BHIBOAUMBIX B UHTEpdeiic
terminal monitor. 3HayeHue 1Mo YMOIYaHUIO - 4

(warnings).

BBIKJIIOUUTH JIOTMPOBaHUE COOOITIEHNUT, BHIBOIUMBIX B

uHTepdeiic terminal monitor.

2. HaCTpOﬁKa JIOTUPOBAHUA KOMAH/ ITOJIb30BATCJIA:

Komannga

Onucaunmne

logging executed-commands [<0-7>]

no logging executed-commands

! B pesicume 2n06anvholi konguzypauuu

BximouuTts prHKIlI/IIO JIOTUPOBaHUA BBEACHHBIX
MOJIb30BATEJEM KOMaH/I U 3aJaTh ypoBeHb <0-7>, ¢
KOTOPBIM OYy/yT 3amucaHbl 3TH cooOenus. Eciu
ypOBEHb B KOMaHJe 3a7aH He OyaeT, OyaeT NpuMeHeH

YPOBEHb M0 YMOJTYAHUIO - 2.

OTKJIIOYNTH q)YHKI_[I/IIO JIOTUPOBAHUA BBEICHHBIX

I10JIb30BAaTCJIEM KOMAH.

3. IlpocmoTp U ouucTKa Jior-gaiina:

Komannga

Onucanune

show logging logfile

! B Admin pesicume

BriBecTu Bce COO6IJ_[CHI/IH, 3alIMCaHHbIC B

3HCpFOHC3aBI/ICI/IMOI71 ImaMATH.

show logging logfile start-seqn

<start-num> [end-seqn <end-num>]

! B Admin pesicume

BriBecTu co00I1IIeHNE C HOPAIKOBBIM HOMEPOM HadynHas
¢ <start-num>, 3aKkaH4nBasa <end-num>, 3aMCaHHbIE B

(paii.

VYpaBieHue cCUuCTEMOU, MOHUTOPUHT U OTJIaJKa
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Komannaa

Onucanue

show logging logfile start-time

{ <start-year><start-month><start-day>
<start-hour>} [end-time {<end-year>
<end-month> <end-day> <end-hour>}]

! B Admin peaicume

BriBecTH cooO11IeHNs 3anucanHHble B (paill, B IEpUo, ¢
JaThl <start-year> <start-month> <start-day>,
3aKaHuMBas gatoi <end-year> <end-month> <end-day>
<end-hour>.

show logging logfile last-index

! B Admin pedcume

BeigecTr ob11iee Konu4yecTBo cooOIIeHui (HoMep

WHJIEKCa TIOCTIeIHETO COOOIIeHNUS), 3aMCaHHBIX B (haiil.

show logging last <1-9999>

! B Admin pescume

[Tpocmotp nocienaunx <1-9999> coobmeHmit

3aMMCaHHbIX B (paii.

clear logging logfile

! B pesicume 2n106anvH01 KOHDUYpayuu

OunctuTs J0r-haii.

show log

! B Admin pesicume

BriBecTr Bee cooOrenns, 3ancadubie B RAM.

show log start-seqn <start-num>

[end-seqn <end-num>]

! B Admin pesicume

Brisectn COO6H_I€HI/IH C MMOPAIKOBBIM HOMEPOM HAYHNHAA
C <start-num>, 3aKaHYUBad <end—nurn>, 3alIMCAHHBIC B

aiin.

4. TIpocMoTp coodieHnii B RAM:

Komannaa

Onucaunmne

show log start-time {<start-year>
<start-month> <start-day> <start-hour>}
[end-time {<end-year> <end-month>
<end-day> <end-hour>}]

! B Admin pesicume

BriBecTu cooOiieHus 3anvcanHbie B (paiis, B mepuoy ¢
JaThl <start-year> <start-month> <start-day>,
3aKkaHuyMBas JaToil <end-year> <end-month> <end-day>

<end-hour>.

show log last-index

! B Admin pesicume

BriBecTr o011iee KOIMIeCcTBO COOOIIeHnH (HoMep

WHJIeKCa TIOCJIeIHETO COOOIIeHHS ), 3aIMCaHHbIX B (haiiI.
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5. Hactpoutb cepBep aJist OTIIPABKH COOOIIECHHIA:

Komannga

Onucanune

log syslog

no log syslog

! B pedicume 2106a1vHol KOHPUypayuu

BxuounTh (pyHKIIMOHAT OTIIPABKH JIOTOB HA

syslog-cepsep.

Beikii0unTh (PyHKLIMOHAJ OTIPABKU JIOTOB Ha

syslog-cepsep.

logging server {<ipv4-addr> |

<hostname>} [level <severity>]

no logging {<ipv4-addr>| <hostname>}

! B pesicume 2nobanvroli konguzypayuu

SaHaTb aZpec cepBepa 4Jid OTIIPABKU JIOTOB, a4 TAKXKE UX

YPOBEHbB.

OTMEHUTD 3aJJaHHYI0 KOH(UTYpaLIHIO.

6. BeiBog nH(popmary 0 KOH(pUryparuu:

Komannga

Onucaunme

show logging info

! B Admin pesicume

[TpocMoTp obmeit nHGOpMaIUK 0 KOH(PUTyparum

JIOTUPOBAHUA.

show logging console

! B Admin pedcume

ITpocmoTp uH(popMaluM 0 KOH(PUTypaLK BHIBOJIA

cooO11eHuii B MHTepdeiic KOHCOMU.

show logging monitor

! B Admin pesicume

[TpocMoTp nH(pOpMaLIMK O KOH(PUTYpalIUX BHIBOJIA

cooO1eHuii B uHTepderic terminal monitor.

show logging server

! B Admin peaicume

[IpocmoTp MHpOpMaLK 0 KOH(PUTypaK OTIIPaBKU

cooOIieHuii Ha cepBep syslog.

clear logging buffer

! B pesicume 2n06anvHoli kKonguzypauuu

OunctuTh COOOIIeHus1, XpaHuMble B RAM.
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39.5 Pexum otriiaaku

Jl71s1 BBIBOZIA OTJIaJOYHOM MH(POPMALIMK HEOOXOIMMO BKIIIOUMTH COOTBETCTBYIOIIMI PEKIM U BbI-

BOJ] COOOIIEeHMIA ¢ ypoBHeM 6 B TpeOyemslit Turl jora. Hampumep, logging console 6 as oToOpaxeHust

debug coobuienuit B koHcomu (cm. pasaen "Kondurypanus system log").

1. Hactpoiika pexuma otnanku ais pynkimonana IGMP Snooping:

Komannaa

Onucanune

debug igmp snooping brief

no debug igmp snooping brief

! B Admin pedcume

Brxuimounts otiagounsiii pexum IGMP Snooping.

Buikmounts otnanounsiii pexxum IGMP Snooping.

2. Hacrpoiika pexuma otnaaku 115 pyaknronasa DHCP Snooping:

Komannga

Onucaunmne

debug ip dhcp snooping {all | binding |

event | packet | rx | tx}

no debug ip dhcp snooping {all |

binding | event | packet | rx | tx}

! B Admin pesicume

BxmounTts otnagounsiii pesxxum DHCP Snooping.

Beiximounts otnagounsiii pexkum DHCP Snooping.

3. Hacrpoiika pexxuma otnaaku 115 pynkironana MAC Authentication Bypass:

Komannga

Onucaunmne

debug mab

no debug mab

! B Admin pesicume

BxmounTts oTnanoussii pexum MAB.

BoikmounTs oTna104HbIA pexxum MAB.

4. Hactpoiika pexuma otiaaku rnpu padote ¢ RADIUS-cepsepom:

Komannga

Onucanue

debug radius

no debug radius

! B Admin pesicume

BxmounTts oTnanounsiii pexxum RADIUS.

BeikmounTts oTnanounsiii pexum RADIUS.
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39.6 Dying Gasp

dynkumonan Dying Gasp npenHa3HauyeH 11 MHPOPMUPOBAaHUS aJIMUHUCTpATOpa CETU O BHe-
LITaTHOM IIPEKPALICHAN IT0JaYX JIEKTPOIUTAHN A Ha KOMMYTAaTOP Yepe3 OTIIPAaBKy snmp-trap wim ethernet
OAM nakeTos.

s ornpaBku SNMP trap Dying Gasp Heo6xoaumo 3aiate SNMP-cepep ¢ otnpaskoit SNMP
trap makeToB.

[Tpumep HacTpoiiku dpyHkuuonana SNMP Dying Gasp:

SNR-55210G-24TX-UPS-R(config)#snmp-server community private rw
SNR-S5210G-24TX-UPS-R(config)#snmp-server enable traps
SNR-S5210G-24TX-UPS-R(config)#snmp-server host 1.1.1.1 traps version 2c private

Hns ornpasku OAMPDU Dying Gasp naketoB HeOOXOAMMO NMPUMEHHUTH Ha MOPTE KOMaHIY
ethernet-oam.

Hacrpoiika ornpaBku OAMPDU Dying Gasp:

Komanga Onucanue
ethernet-oam Bxmounts pynknmio OAM Dying Gasp Ha nopre.
no ethernet-oam Beiximounts pynkunio OAM Dying Gasp Ha nopre.

! B pexcume koHueypauyuu nopma

Ecnu Ha nopre npumeneHa komanza ethernet-oam, To naketst SNMP trap Dying Gasp He OyayT
OTNpaBATHCS, Tak Kak pyHkims Ethernet OAM umeet npuoputet Hag SNMP Dying Gasp.
Mopaenu, nopaep:xupawoinye gpyHkiuroHan Dying Gasp:
e SNR-S5210G-24TX (hw version 1.2.0 u BbIlIE);
* SNR-S5210G-24TX-UPS (hw version 1.2.0 u Bblii1Ie);
* SNR-S5210G-24TX-POE;
* SNR-S5210G-24FX;
* SNR-S5210X-8F;
* SNR-S5310G-48TX;
* SNR-S5310G-48TX-POE.

39.7 Otao:xxeHHas1 mepe3arpy3ka

[lepesarpy3ka KoMMyTaTOpa yepes 3a/laHHOE BpeMs MOKET IPUMEHSAThLCS AJIs1 IPeAOTBPAILEeHH
NOTEPU yIpaBIeHUs] KOMMYTATOPOM MPH OMIMOKaX KOH(UTYpaLK UM /1J151 TIepe3arpy3Kyd KOMMyTaTopa

B Yac HauMeHbIlei Harpy3Ku ajs ooHosneHus [10.
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1. Hactpoiika OTJIO)KEHHOM niepe3arpy3Ku:

Komannga Onucanne

reload after [HH:MM:SS] [days <1-30>] | HacTpouts Taiimep, 110 HCTEYEHUIO KOTOPOTO
NPOU30MIET OTJIOKEHHAS Iepe3arpy3Ka

HH:MM:SS - 3anats Bpems; days <1-30> - 3agathb aHU.

reload cancel OTMEHUTD OTJIOKEHHYIO IIEpe3arpysKy.

! B Admin pesicume

2. IIpocMOTp HACTPONKHU OTJIOKEHHOM Mepe3arpy3Ku:

Komanna Onucanne

show reload OT00pa3uTh HACTPONKY OTJIOKEHHOH NIepe3arpy3KHu.

! B Admin pesicume

39.8 JluarHocTHyeCcKue YTUJIUTHI

39.8.1 Ping

Ping — yTtunura 111 NpoBEepKHU LEJIOCTHOCTH M KauecTBa COeJUHEHui B ceTsAx Ha ocHoBe TCP/IP.

3anyck yTHIUTHI ping:

Komannga Onucanne
ping <ip-address> [count <1-1000>] | ip-address - ip-agpec yJajaeHHOro XOCTa;
[interval <100-10000>] | [size count - KOJIMYECTBO 9X0-3aMPOCOB;
<1-65535>] interval - 3asepxka nepes OTIPABKOH CJIETYIOIIETO

9X0-3apoca B MUUIMCEKYHAX.

size - KoJMYeCcTBO OAWTOB JAHHBIX JJIs1 OTHPABKHU.
[To ymom4anmio, 63 yka3zaHusl JOTOJTHUTEIbHBIX
IIapaMeTpoB, OTIPABIIAETCS 5 9X0-3aIIPOCOB C

uHTepBasioM B 1000Mmc.

! B Admin pesicume
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39.8.2 Traceroute

Traceroute — KOMaH/la MMpE€JHa3Ha4YCHHas JId OIpeACJICHUA MapiIpyTa CJICJOBAHUA TaHHBIX.

3anyck yTUIUTHI traceroute:

Komannga Onncanne
traceroute {<dest-ip-addr> | dest-ip-addr - [P-anpec Ha3zHaueHus;
<hostname>} [hops <1-255>] [source hostname - Mg XxocTa Ha3HAYEHU S,
<sip-addr>] [timeout <100-10000>] hops <1-255> - koM4YeCTBO XOIOB;

source <sip-addr> - anbrepHatuBHbIil [P-anpec
VCTOYHUKA;
timeout - BpeMs 0U/1aHUS1 B MWUIUCEKYH/IAX.

! B Admin pesicume

39.8.3 iPerf3 xkauenr

iPerf3 - koHcombHAs KiIMEHT-cepBepHas yTuiuTa, redepupytomas TCP wi UDP tpaduk nis
U3MepeHusl MPOIYCKHON CIIOCOOHOCTH CETH.

3amnyck yTuiuThl iperf3:

Komannga Onucanne
iperf3 <A.B.C.D> | <hostname> <A.B.C.D> - ip-aapec iperf3 cepepa;
[ proto {udp | tcp}] [bandwidth <1-12>] | <hostname> - fomenHoe ums iperf3 ceppepa;
[reverse] [time <10-600>] [length proto {udp | tcp} - nmpotokos UDP wiu TCP;
<1000-128000>] [tos <0-7>] bandwidth <1-12> - ckopocTtb Tpaduka B MOuT/cek;

reverse - peBEpCUBHBIN PEXUM;
time <10-600> - BpeMs TecTa B CEKyH/1ax;
length <1000-128000> - mymHa 6ydepa;

tos <0-7> - Tun o6cyxuBaHus [P-nakeTos.

! B Admin pedcume

[To ymomuanmio, 6e3 yka3aHus JOMOJHUTEIbHBIX ONIIMiA, KoMaH/1a Oy/IeT 3amyIleHa C IPOTOKOJIOM
TCP na 10 cek. u ckopoctbio 10 MouTt/cexk.

Jns1 u3MepeHus MPOIYCKHON CIIOCOOHOCTH CO CKOPOCTHIO Bhiie 10 MOuT/cex B 00BIYHOM pe-
KMMe WM Bbilie 5 MOUT/cek B reverse pekiMe HeoOXOAMMO YBEJIMUUTh 3HaYeHHe cpu-rx-ratelimit
protocol local-ip. lns obbruHoro pexuma — 650, niis pexuma reverse — 1200. [Tocie 3aBepiienus
paboTsl ¢ yTuuTo# iperf3 HeoOX0IUMO BEpHYTh 3HAYEHHUE 110 YMOTYAHUIO KOMaH01:

no cpu-rx-ratelimit protocol local-ip.
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